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Preface

Crypto °99, the Nineteenth Annual Crypto Conference, was sponsored by the
International Association for Cryptologic Research (IACR), in cooperation with the
IEEE Computer Society Technical Committee on Security and Privacy and the
Computer Science Department, University of California, Santa Barbara (UCSB). The
General Chair, Donald Beaver, was responsible for local organization and
registration.

The Program Committee considered 167 papers and selected 38 for presentation.
This year’s conference program also included two invited lectures. I was pleased to
include in the program Ueli Maurer’s presentation “Information-Theoretic
Cryptography” and Martin Hellman’s presentation “The Evolution of Public-Key
Cryptography.” The program also incorporated the traditional Rump Session for
informal short presentations of new results, run by Stuart Haber.

These proceedings include the revised versions of the 38 papers accepted by the
Program Committee. These papers were selected from all the submissions to the
conference based on originality, quality, and relevance to the field of cryptology.
Revisions were not checked, and the authors bear full responsibility for the contents
of their papers.

The selection of papers was a difficult and challenging task. I wish to thank the
Program Committee members who did an excellent job in reviewing papers and
providing useful feedback to authors. Each submission was refereed by at least three
reviewers. The Program Committee was assisted by many colleagues who reviewed
submissions in their areas of expertise. My thanks go to all of them. External
Reviewers included Michel Abdalla, Masayuki Abe, Bill Aiello, Kazumaro Aoki,
Olivier Baudron, Don Beaver, Josh Benaloh, John Black, Simon Blackburn, Carlo
Blundo, Dan Boneh, Johan Borst, Antoon Bosselaers, Christian Cachin, Jan
Camenisch, Ran Canetti, Suresh Chari, Jean-Sébastien Coron, Janos Csirik, Erik
De Win, Giovanni Di Crescenzo, Serge Fehr, Matthias Fitzi, Matt Franklin, Atsushi
Fujioka, Juan Garay, Louis Granboulan, Shai Halevi, Héléna Handschuh, Kim
Harrison, Martin Hirt, Russell Impagliazzo, Markus Jakobsson, Mariusz Jakubowski,
Thomas Johansson, Marc Joye, Ari Juels, Charanjit Jutla, Burt Kaliski, Masayuki
Kanda, Olaf Keller, Kunio Kobayashi, Tetsutaro Kobayashi, Ted Krovetz, Eyal
Kushilevitz, Yue Lai, Susan Langford, Yishay Mansour, Keith Martin, Jim Massey,
Phil MacKenzie, Andrew Mertz, Markus Michels, Victor Miller, Shiho Moriai, David
Naccache, Moni Naor, Phong Nguyen, Tatsuaki Okamoto, Carles Padré, Pascal
Paillier, Benny Pinkas, David Pointcheval, Guillaume Poupard, Vincent Rijmen,
Kazue Sako, Kouichi Sakurai, Louis Salvail, Berry Schoenmakers, Nigel Smart,
Jessica Staddon, Jacques Stern, Julien P. Stern, Douglas Stinson, Stuart Stubblebine,
Youici Takasima, Keisuke Tanaka, Shigenori Uchiyama, Salil Vadhan, Ramarathnam
Venkatesan, Ruizhong Wei, Avishai Wool, Yacov Yacobi, Lisa Yin, and Adam
Young. Iapologize for any inadvertent omissions.

The practice of accepting submissions electronically was continued for Crypto ’99.
Authors chose the electronic submission option for all but four papers. All credit for
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the smooth electronic submission process goes to Joe Kilian, who handled all aspects
and delivered a convenient directory full of submissions.

In organizing the scientific program and putting together these proceedings, I have
been assisted by many people in addition to those mentioned above. In particular, I'd
like to thank: Hugo Krawczyk, the Program Chair for Crypto "98, for his good advice
and patience in answering my many questions; Don Coppersmith for his help
throughout the review process; Donald Beaver, the General Chair of the conference,
for freeing me from all issues not directly related to the scientific program and
proceedings; Serge Mister for editing postscript submissions so that they would view
and print acceptably; and Debbie Morton for secretarial help, particularly in helping
to organize the Program Committee meeting.

Finally, I wish to thank all the authors who submitted papers, making this
conference possible, and the authors of accepted papers for updating their papers in a
timely fashion, allowing the production of these proceedings.

June 1999 Michael J. Wiener
Program Chair
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On the Security of RSA Padding

Jean-Sébastien Coron'*t? David Naccache? Julien P. Stern®t*

1. Ecole Normale Supérieure 2. Gemplus Card International
45 rue d’Ulm 34 rue Guynemer
F-75005, Paris, France Issy-les-Moulineaux, F-92447, France
coron@clipper.ens.fr {coron,naccache}@gemplus.com
3. UCL Cryptography Group 4. Université de Paris-Sud
Batiment Maxwell, place du Levant 3  Laboratoire de Recherche en Informatique
Louvain-la-Neuve, B-1348, Belgium Batiment 490, F-91405, Orsay, France
stern@dice.ucl.ac.be stern@lri.fr

Abstract. This paper presents a new signature forgery strategy.

The attack is a sophisticated variant of Desmedt-Odlyzko’s method [0
where the attacker obtains the signatures of m1,...,m,_1 and exhibits
the signature of an m, which was never submitted to the signer; we
assume that all messages are padded by a redundancy function p before
being signed.

Before interacting with the signer, the attacker selects 7 smootHll u(m;)-
values and expresses p(m-) as a multiplicative combination of the padded

strings p(ma1), ..., u(m-—1). The signature of m is then forged using the
homomorphic property of RSA.

A padding format that differs from 150 9796-1 by one single bit was bro-
ken experimentally (we emphasize that we could not extend our attack
to 150 9796-1); for 150 9796-2 the attack is more demanding but still
much more efficient than collision-search or factoring.

For DIN N1-17.4, PKCS #1 v2.0 and sSL-3.02, the attack is only the-
oretical since it only applies to specific moduli and happens to be less
efficient than factoring; therefore, the attack does not endanger any of
these standards.

1 Introduction

At a recent count (http://www.rsa.com), over 300 million RSA-enabled prod-
ucts had been shipped worldwide. This popularity, and the ongoing standardiza-
tions of signature and encryption formats [P ZAZRZAEA highlight the need to

challenge claims that such standards eradicate RSA’s multiplicative properties.

L an integer is f-smooth if it has no bigger factors than £.

Michael Wiener (Ed.): CRYPTO’99, LNCS 1666, pp. 1-lll 1999.
© Springer-Verlag Berlin Heidelberg 1999
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Exponentiation is homomorphic and RSA-based protocols are traditionally
protected against chosen-plaintext forgeries [HEIEH] by using a padding (or re-
dundancy) function p to make sure that :

RSA(u(x)) x RSA(u(y)) # RSA(u(x x y)) mod n

In general, u(x) hashes x and concatenates its digest to pre-defined strings;
in some cases, substitution and permutation are used as well.

While most padding schemes gain progressive recognition as time goes by,
several specific results exist : a few functions were broken by ad-hoc analysis
([ showed, for instance, that homomorphic dependencies can still appear
in u(m) = a x m +b) while at the other extreme, assuming that the underlying
building-blocks are ideal, some functions [[H] are provably secure in the random
oracle model.

The contribution of this paper is that the complexity of forging chosen
message-signature pairs is sometimes much lower than that of breaking RSAop
by frontal attacks (factoring and collision-search). The strategy introduced in
this article does not challenge RSA’s traditional security assumptions; instead,
it seeks for multiplicative relations using the expected smoothness of moderate-
size integers (the technique is similar in this respect to the quadratic sieve [,
the number field sieve B3] and the index-calculus method for computing discrete
logarithm []).

As usual, our playground will be a setting in which the attacker A and the
signer S interact as follows :

e A asks S to provide the signatures of 7 — 1 chosen messages (7 being
polylogarithmically-bounded in n). S will, of course, correctly pad all the plain-
texts before raising them to his secret power d.

e After the query phase and some post-processing, 4 must exhibit the sig-
nature of at least one message (m,) which has never been submitted to S.

Previous work : Misarsky’s PKC’98 invited survey [BH] is probably the best
documented reference on multiplicative RSA forgeries. Davida’s observation [H]
is the basis of most RSA forgery techniques. [EHfZ1] forge signatures that are
similar to PKCS #1 v2.0 but do not produce their necessary SHA /MD5 digests
[BE4). [ analyzes the security of RSA signatures in an interactive context.
Michels et al. [BF] create relations between the exponents of de Jonge-Chaum
and Boyd’s schemes; their technique extends to blind-RSA but does not apply
to any of the padding schemes attacked in this paper. Baudron and Stern [g]
apply lattice reduction to analyze the security of RSA o p in a security-proof
perspective.

A Desmedt-Odlyzko variant [ applicable to padded RSA signatures is
sketched in section 3.5 of [Ed|. It consists in factoring p(m,) into small primes
and obtaining the e-th roots of these primes from multiplicative combinations of
signatures of messages which p(m;)-values are smooth. The signature of m, is
forged by multiplying the e-th roots of the factors of p(m.). The complexity of
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this attack depends on the size of © and not on the size of n; the approach is thus
inapplicable to padding formats having the modulus’ size (e.g. 150 9796-2). In
this paper we extend this strategy to padding schemes for which a linear com-
bination of n and the padded value is small; when applied to William’s scheme
our attack allows to factor n.

2 A General Outline

Let {n, e} be an RSA public key and d be the corresponding secret key. Although
in this paper p will alternatively denote 1S0 9796-2, PKCS #1 v2.0, ANSI X9.31,
SSL-3.02 or an 1SO 9796-1 variant denoted F, we will start by describing our
attack in a simpler scenario where p is SHA-1 or MD5 (in other words, messages
will only be hashed before being exponentiated); the attack will be later adapted
to the different padding standards mentioned above.

The outline of our idea is the following : since p(m) is rather short (128 or 160
bits), the probability that p(m) is ¢-smooth (for a reasonably small ¢) is small
but non-negligible; consequently, if A can obtain the signatures of chosen smooth
w(m;)-values, then he could look for a message m., such that u(m, ) has no bigger
factors than py (the k-th prime) and construct p(m.,)?mod n as a multiplicative
combination of the signatures of the chosen plaintexts mq,...,m;_1.

The difficulty of finding f-smooth digests is a function of ¢ and the size
of u(m). Defining ¢ (x,y) = #{v < x, such that v is y-smooth}, it is known
[EAEAS] that, for large x, the ratio ¥ (wz,\/z)/x is equivalent to Dickman’s
function defined by :

1 if 0<t<1

P(t): t .
p(n)f/ plv 1)dv if n<t<n+1
n v

p(t) is thus an approximation of the probability that a u-bit number is 2%/*-
smooth; since p(t) is somewhat cumbersome to compute, we refer the reader to
appendix A for a lookup table.

Before we proceed, let us illustrate the concerned orders of magnitude. Re-
ferring to appendix A, we see that the probability that SHA/MDS5 digests are
224_smooth is rather high (= 2719 271%); this means that finding smooth di-
gests would be practically feasible. This was confirmed by extensive simulations
as illustrated by :

MD5(message 30854339 successfully forged) =
955dd317dd4715d26465081e4bfac00014 =

214 5 3 % 53 x 13 x 227 x 1499 x 1789 x 2441 x 4673 x 4691 x 9109 x 8377619
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Several heuristics can, of course, accelerate the search : in our experiments, we
factored only digests beginning or ending by a few zeroes; the optimal number
of zeroes being a function of the running times of the attacker’s hashing and
factorization algorithms (parallelization is also possible).

In any case, denoting by L the size of the digest and by F(L) the factoring
cost, the complexity of finding pg-smooth digests is :

B F(L) B kLlogy(pr) | kLlogy(kInk)
Ok =00 oga(me))) = P oL oo (01))) ~ oL/ loga (kIn k)

this is justified by the fact that px-smooth L-bit digests are expected only
once per 1/p(L/logy(pr)) and that the most straightforward way to factor L
is k trial divisions by the first primes (where each division costs Llog,(p;) bit-
operations).

These formulae should, however, be handled with extreme caution for the
following reasons :

e Although in complexity terms L can be analyzed as a variable, one should
constantly keep in mind that L is a fixed value because the output size of specific
hash functions is not extensible.

e Trial division is definitely not the best candidate for F'(L). In practice, our
program used the following strategy to detect the small factors of p(m) : since
very small divisors are very common, it is worthwhile attempting trial and error
division up to p; = 2048 before applying a primality test to u(m) (the candidate
is of course rejected if the test fails). As a next step, trial and error division by
primes smaller than 15,000 is performed and the resulting number is handed-
over to Pollard-Brent’s algorithm [ which is very good at finding small factors.
Since it costs O(/p;) to pull-out p; using Pollard-Brent’s method we can further
bound F(L) by L./px to obtain :

LVkIlnk
Ok = O/ 1ogy(kIn k)

3 The Attack

The attack applies to RSA and Williams’ scheme [B4]; we assume that the reader
is familiar with RSA but briefly recall Williams’ scheme, denoting by J(z), the
Jacobi symbol of = with respect to n.

In Williams’ scheme p(m) = 6 mod 16 and :

p=3mod 8 e=2
g = 7mod 8 d=Mm-p—q+5)/8

Before signing, S must check that J(u(m)) = 1. If J(u(m)) = —1, u(m) is
replaced by p(m)/2 to guarantee that J(u(m)) = 1 since J(2) = —1.
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A signature s is valid if w = s? mod n is such that :

w if w=6mod8
( )1 2w if w=3mod8
I =9 n — w if w=7mod8

2(n—w) if w=2mod38

3.1 Finding Homomorphic Dependencies

The attack’s details slightly differ between the RSA and Williams’ scheme. For
RSA, 7 — 1 chosen signatures will yield an additional y(m,)?mod n while in
Williams’ case, 7 chosen signatures will factor n. All chosen messages have the
property that there exists a linear combination of u(m;) and n such that :

a; X n—b; x u(m;) is pg-smooth

where b; is pi-smooth as well.

It follows that p(m;) is the modular product of small primes :

k
wim;) = Hp;J modn forl<i<r
j=1

Let us associate to each u(m;) a k-dimensional vector V; with coordinates
v;,; taken modulo the public exponent e :

u(m;) — V; ={v;1mode,...,v; ;mod e}

We can now express, by Gaussian elimination, one of these vectors (re-
indexed as V';) as a linear combination of the others :

T—1
V.=> BV mode, with p; €Z. (1)

i=1
From equation (M) we get :

7—1
Ur,j = Zﬂivi,j — Y X€ for all 1 S] < k
i=1
k —_ .
and denoting z = [] p; Ea
j=1
T—1

wim;) =z x H 1(m;)P mod n
i=1

For RSA, the forger will submit the 7 — 1 first messages to S and forge the
signature of m, by :
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T—1
Bi
pim, )t =z x H (1(mi)*)"™ modn
i=1
In Williams’ case, the signature of m, will be computed from the other
signatures using equation (@) if J(z) = 1, using the fact that :

x if z is a square modulo n
u=2*"modn = { 4

—z  if not.
T—1 .
p(m, )t = £z x H (u(mi)d)ﬁl mod n (2)
i=1
If J(x) = —1, then u? = z?mod n and (u — z)(u + z) = Omod n. Since

J(z) = — J(u) we have  # tumod n and GCD(u — z,n) will factor n. A can
thus submit the 7 messages to S, recover u, factor n and sign any message.

3.2 Expected Complexity

It remains, however, to estimate 7 as a function of k :

e In the most simple setting e is prime and the set of vectors with k& coordi-
nates over Z. is a k-dimensional linear space; 7 = k+ 1 vectors are consequently
sufficient to guarantee that (at least) one of the vectors can be expressed as a
linear combination (easily found by Gaussian elimination) of the other vectors.

e When e is the r-th power of a prime p, 7 = k41 vectors are again sufficient
to ensure that (at least) one vector can be expressed as a linear combination of
the others. Using the p-adic expansion of the vectors’ coefficients and Gaus-
sian elimination on k 4+ 1 vectors, we can write one of the vectors as a linear
combination of the others.

e Finally, the previous argument can be extended to the most general case :

w
-1
i=1

where it appears that 7 = 1 + wk = O(kloge) vectors are sufficient to
guarantee that (at least) one vector is a linear combination of the others; modulo
each of the p;*, the attacker can find a set T; of (w — 1)k 4+ 1 vectors, each of
which can be expressed by Gaussian elimination as a linear combination of k
other vectors. Intersecting the 7; and using Chinese remaindering, one gets that
(at least) one vector must be a linear combination of the others modulo e.

The overall complexity of our attack can therefore be bounded by :

LklogevkInk

p(L/ logy (kI k)

and the attacker can optimize his resources by operating at a k where C7} .
is minimal.

O/L,k = O(TOka) = O(

Space complexity (dominated by the Gaussian elimination) is O(k? log® ¢).
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4 Analyzing Different Signature Formats

4.1 The Security of 150/1EC-9796-1-like Signatures

1S0/1EC-9796-1 [ZH] was published in 1991 by ISO as the first international stan-
dard for digital signatures. It specifies padding formats applicable to algorithms
providing message recovery (algorithms are not explicit but map r bits to r bits).
IS0 9796-1 is not hashing-based and there are apparently no attacks [EENEH]
other than factoring on this scheme ([E] : “..150 9796-1 remains beyond the
reach of all multiplicative attacks known today...”). The scheme is used to sign
messages of limited length and works as follows when n and m are respectively
N = 2v + 1 and ~v-bit numbers and v = 4/ is a multiple of eight.

Define by a - b the concatenation of a and b, let w; be the i-th nibble of m
and denote by s(x) the hexadecimal substitution tabldll :

r=0123456789ABCDEF
s(r)y=E358942F0DB67AC1

Letting 5(z) force the most significant bit in s(z) to 1 and §(x) complement
the least significant bit of s(x), 150 9796-1 specifies :

pu(m) = 5(we—1) -8(we—2) -we—1 -we—2 -
s(we—3) -s(wp—a) ‘we—3 ‘wWe—a -

S(Wg) 'S(Wg) ‘w3 N
s(wi)  -s(wo) wo 616

The attack that we are about to describe applies to a slight variant of 150
9796-1 where 5(z) is replaced by s(x); this variant (denoted F) differs from 150
9796-1 by one single bit.

Let a; denote nibbles and consider messages of the form :

m; =ag-a5-Q4 a3 - a2 a1 - 66414
Qg - a5 a4 -a3-0a2 - a1 - 661"

G6 - a5+ Q4 -Gz - a2 a1 - 6616

which F-padding is :

pu(m;) = 3(ag) -s(as) -ag -as - s(as) -s(az) -as -a3
s(az) -s(a1) -az -a1 - 216 216 ‘616 ‘616 -

s(ag) -s(as) -ag -as - s(aq) -s(as) -aq -as
s(az) -s(a1) -az -a1 - 216 216 ‘616 ‘616

2 actually, the bits of s(z) are respectively 3 ® 1 ® xo, T3 ® T2 ® To, 23 ® T2 O T1
and x2 @ x1 B xo but this has no importance in our analysis.
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Restricting the choice of ag to the (eight) nibbles for which s = 5, we can
generate 223 numbers of the form p(m;) = x x I3 where z is the 8-byte number
s(ag) - s(as) - ag - as - s(aq) - s(az) - aq - as - s(az) - s(a1) - a2 - a1 - 22661 and :

~v/32—1
F23 — Z 264i
i=0

Section 3 could thus apply (treat I'ss as an extra p;) as soon as the expecta-
tion of px-smooth z-values reaches k + 1 :

64
23
k41~ 2 Xp(logZ(klnk)) (3)

Using k = 3000 we forged thousands of 1024-bit F-signatures in less than
a day on a Pentium-PC (an example is given in appendix C). The attack is
applicable to any (64 x ¢ 4 1)-bit modulus and its complexity is independent of
¢ € IN (once computed, the same x-strings work with any such n).

k # of pr-smooth z-values (amongst 2**) forgeries

345 346 1

500 799 298
1000 3203 2202
1500 6198 4697
2000 9344 7343
2500 12555 10054
3000 15830 12829

Table 1. Experimental F-forgeries for 64-bit x-values, prime e.

The attack is equally applicable to 32, 48, 80, 96 or 112-bit a-strings (which
yield 7, 15, 31, 39 and 47-bit plaintext spaces); a combined attack, mixing -
strings of different types is also possible (this has the drawback of adding the un-
knowns I, I'15, . .. but improves the probability of finding pi-smooth z-strings).
Long plain-English messages ending by the letter f can be forged using a more
technical approach sketched in appendix B (661¢g represents the ASCII charac-
ter f). Note, as a mere curiosity, a slight (& 11%) experimental deviation from
formula (@) due to the non-uniform distribution of the z-strings (which most
and least significant bits can never be long sequences of zeroes). Finally, since
the powers of 2 and I'»3 are identical, one can use k chosen messages instead of
k + 1, packing p; = 2 and pg4+1 = I»3 into the updated unknown p; = 21%53.

Non-impact on 150 9796-1 : The authors could not extend the attack to
1SO 9796-1 and it would be wrong to state that 1SO 9796-1 is broken.

Note : When we first looked into the standard, we did not notice § and we
are grateful to Peter Landrock and Jgrgen Brandt for drawing our attention to
that. It appears from our discussions with 150/JTC1/sC¢27 that § (the alteration
that codes the message-border) has also been introduced to prevent arithmetic
operations on p(m); further information on 150 9796-1 and our attack on F will
be soon posted on http://www.iso.ch/jtcl/sc27.
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4.2 The Security of 150 9796-2 Signatures

ISO 9796-2 is a generic padding standard allowing total or partial message
recovery. Hash-functions of different sizes are acceptable and parameter L (in
the standard kj,) is consequently a variable. Section 5, note 4 of ] recommends
64 < L < 80 for total recovery (typically an 150 10118-2 [Z]) and 128 < L < 160
for partial recovery.

Partial Message Recovery. For simplicity, assume that N, L and the size of
m are all multiples of eight and that the hash function is known to both parties.
The message m = m[1] - m|[2] is separated into two parts where m[1] consists of
the N — L — 16 most significant bits of m and m[2] of all the remaining bits of
m. The padding function is :

u(m) == 6A16 . m[l} . HASH(m) . BC16
and m[2] is transmitted in clear.
Dividing (6A1g + 1) x 2V by n we obtain :

(6A16 + 1) x 2V =i xn4 7 with r<n <2V

n' =ixn=6A1gx 2" + 2V —r) = 6A16-n'[1] - 0/ [0]
where n' is N + 7 bits long and »/[1] is N — L — 16 bits long.
Setting m[1] = n'[1] we get :

t=1ixmn— pu(m)x 2% =n'[0] — HASH(m) - BCOO4¢
where the size of ¢ is less than L 4 16 bits.
The forger can thus modify m[2] (and therefore HASH(m)) until he gets a

set of messages which ¢-values are pg-smooth and express one such p(m,) as a
multiplicative combination of the others.

Note that the attack is again independent of the size of n (forging 1024-bit
signatures is not harder than forging 512-bit ones) but, unlike our F-attack,
forged messages are specific to a given n and can not be recycled when attacking
different moduli.

To optimize efforts, A must use the k minimizing C7 , ;4 ;.-

Although the optimal time complexities for L = 160 and L = 128 are lower

than the birthday complexities of SHA and MD5 we consider that L = 160
implementations are still reasonably secure.

L =k, optimal log,k log,time log,space
128 18 54 36
160 20 61 40

Table 2. Attacks on 150 9796-2, small public exponent.
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Total Message Recovery. Assuming again that the hash function is known
to both parties, that N and L are multiples of eight and that the size of m is
N — L — 16, function p is :

u(m) = 4A16 s . HASH(m) . BC16

Let us separate m = m[1] - m[0] into two parts where m[0] consists of the £
least significant bits of m and m[1] of all the remaining bits of m and compute,
as in the previous case, an i such that :

n' =i xn=4A1g-n'[1]-n'[0]
where n/[0] is (L + £ + 16)-bits long and n'[1] - n’[0] is N-bits long.
Setting m[1] = n'[1] we get :

t=1ixn—pu(m) x2%=n'[0] —m[0] - HASH(m) - BCOO1¢4

where the size of ¢ is less than L + ¢ + 16 bits.

A will thus modify m[0] (and therefore HASH(m)) as needed and conclude
the attack as in the partial recovery case. ¢ must be tuned to expect just enough
pr-smooth t-values with a reasonably high probability i.e. :

L+0+16
ko~ 2f
Xp(logZ(klnk))

The complexities summarized in the following table (a few PC-weeks for
kn = 64) seem to suggest a revision of this standard.

L =k, optimal log,k log,time log,space /
64 15 47 30 32
80 17 51 34 34

Table 2 (continued). Attacks on 150 9796-2, small public exponent.

Note that our attack would have applied as well to :

u(m) = 4A16 . HASH(m) Mo BC16

In which case take n’ = ¢ X n such that n’ mod 256 = BCyg and use m to
replicate the least significant bits of n’; subtraction will then yield a moderate
size integer times of a power of two.

An elegant protection against our attack is described in [iE] (its security is
basically comparable to that of PkCs #1 v2.0, discussed later on in this paper);
a second efficient solution, suggested by Jean-Jacques Quisquater in the rump
session of CRYPTO’97 is :

w(m) = 4h16 - (m ® HASH(m)) - HASH(m) - BC1¢
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4.3 Analyzing PKCS #1 v2.0, ssL-3.02 and ANSI X9.31

This section describes theoretical attacks on PKCS #1 v2.0, SSL-3.02 and ANSI
X9.31 which are better than the birthday-paradox. Since our observations are
not general (for they apply to moduli of the form n = 2¥ +¢) and more demand-
ing than factorization, they do not endanger current implementations of these
standards. It appears that n = 2¥ & ¢ offers regular 1024-bit RSA security as far
as ¢ is not much smaller than 2°°°, and square-free c-values as small as 400 bits
may even be used [E. In general (n > 2512) such moduli appear to offer regular
security as long as log,(c) 22 logy(n)/2 and c is square-free [Z].

Although particular, n = 2* 4 ¢ has been advocated by a number of cryp-
tographers for it allows trial and error divisions to be avoided. For instance, the
informative annex of 1SO 9796-1 recommends “...some forms of the modulus
(n = 2% £ ¢) [that] simplify the modulo reduction and need less table storage.”.
Note however, that even in our worst scenario, 1SO 9796-1’s particular form is
still secure : for 1024-bit moduli, 1SO 9796-1 recommends a 767-bit ¢ whereas
our attack will require a 400-bit c. The reader is referred to section 14.3.4 of [&4
for further references on n = 2% + c.

Assume that we are given a 1024-bit n = 2¥ — ¢, where ¢ = log,(c) = 400
and c is square-free; we start by analyzing SSL-3.02 where :

u(m) = 000116 . FFFF16 .o FFFF16 . 0016 . SHA(m) . MD5(m)

n — 2 x p(m) is an £-bit number on which we conduct an 150 9796-2-like
attack which expected complexity is Cy ;.

The characteristics of the attack are summarized in table 3 which should be
compared to the birthday paradox (2'4* time, negligible space) and the hardness
of factorization ({time, space} denote the base-two logarithms of the time and
space complexities of the attacks) :

log, n )4 optimal log, k& our attack factorization
606 303 28 {84, 56} {68, 41}
640 320 29 {87, 58} {70, 42}
768 384 33 {97, 66} {75, 45}
1024 400 34 {99, 68} {86, 50}
1024 512 39 {115, 78} {86, 50}

Table 3. Estimates for sSL 3.02, small public exponent.

The phenomenon also scales-down to PKCS #1 v2.0 where :

u(m) = 000116 . FFFF16 .. .FFFF16 . 0016 * Cspa ° SHA(m)
pu(m) = 00014g - FFFF1g...FFFF1g - 0016 * Cups - MD5(m)

Csua = 3021300906052BOE03021A050004141 ¢
Ccups = 3020300C06082A864886F70D0205050004101¢

and :
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log, n l optimal log,k our attack factorization
512 256 23 {77, 46} {64, 39}
548 274 27 {80, 54} {66, 40}

Table 4. Estimates for PKCS #1 v2.0 and ANSI X9.31, small public exponent.

These figures appear roughly equivalent to a birthday-attack on SHA, even
for rather small (550-bit) moduli. Note that the attack applies to n = 2* + ¢ by
computing n — 24 x p(m).

Note : In arecent correspondence, Burt Kaliski informed us that Ron Rivest
developed in 1991 a forgery strategy which is a simple case of the one described
in this paper; the design of PKCS #1 V1.5 took this into account, but Ron’s
observation was never published. Further information on our attack will appear
soon in an RSA bulletin http://www.rsa.com/rsalabs/.

A similar analysis where the prescribed moduli begin by 6BBBBB. . .1g is ap-
plicable to ANSI X9.31 (yielding exactly the same complexities as for PKCS #1
v2.0) where :

p(m) = 6B1g - BBBB1g ...BBBB1g - BA1g - SHA(m) - 33CC1g

ANSI X9.31 recommends to avoid n = 2F 4 ¢. If one strictly follows the
standard n = 6BBBBB...1g can not occur (the standard requires a bit length
which is a multiple of eight) but one could in theory work with 2u(m) instead
of pu(m).

Finally, we will consider a theoretical setting in which an authority certifies
moduli generated by users who wish to join a network; naturally, users never re-
veal their secret keys but using storage optimizations as a pretext, the authority
implements an ID-based scheme where different random looking bits (registra-
tion ID, account numbers etc) are forced into the most significant bits of each n
7). Users generate moduli having the prescribed patterns they receive.

If the authority can find two small constants {u, v} such that :

logy(u x n—v x u(m)) =2n for a moderate n (4)

then our attack would extend to moduli which are not necessarily of the
form 2% & ¢. To do so, oversimplify the setting to u(m) = (2¥ — 1) - f(m) and
n = n[1] - n[0] where n[0] has the size of f(m) and substitute these definitions in
equation (@) :

logy (u x (n[1] - n[0]) —v x ((2¥ = 1) - f(m))) =7
since the authority has no control over f(m), the best thing to do would be
to request that u x n[1] = v x (2¥ — 1) which results in an n = log,(f(m)) +
log, (max{u, v}).
The authority can thus prescribe moduli which most significant bits are v; X
(2% — 1)/u; where u; are moderate-size factors of 2 — 1. Such factors look
random and should not raise the user’s suspicion.
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We can therefore conclude that although practically safe, the use of authority-
specified moduli in fixed-pattern padding contexts might be an interesting the-
oretical playground.

5 Conclusion and Further Research

Although the analysis presented in this paper indicates a weakness in 1SO 9796-
2 when kj =2 64, products using this standard should not be systematically with-
drawn; a few product analyzes reveal that system-level specifications (message
contents, insufficient access to S etc.) frequently make real-life attacks harder
than expected.

It seems reasonable (although we can not base our belief on formal grounds)
that good message recovery padding schemes should be usable for encryption
as well; we motivate this recommendation by the functional similarity between
RSA encryption and message recovery.

Full-domain-hash offers the best possible protection against our attack and
we advocate its systematic use whenever possible. If impossible, it seems appro-
priate to link L and N since for a fixed L there is necessarily a point (birthday)
above which increasing N will slow-down the legitimate parties without improv-
ing security.

We also recommend four research directions :

e An integer is {a, px}-semismooth [H if each of its prime factors is smaller
than @ and all but one are smaller than pi. A well known-strategy (called the
large prime variant) consists of searching, using the birthday paradox, {a, py}-
semismooth {u(z), u(y)} pairs having an identical large prime factor (e.g. 80-bits
long); the ratio p(z)/w(y) mod n can then be used as one pg-smooth input in
the Gaussian elimination.

e It might be interesting to find out if our F-attack could handle § by using
a different I" :

I' = A- 0000000000011 - 0000000000011g - - - 0000000000011¢

In which case xz-values should end by the pattern 22661g, be pr-smooth and
such that " = x/A is a valid message header. Note that different A-values might
be mixed in the same attack, using a large prime variant where the different I'-
values are eliminated by modular division.

e Although we have no specific instances for the moment, one could also try
to combine our technique with [B] to speed-up forgery in specific situations.

e Finally, it appears that incomplete ad-hoc analyzes of hash-functions (build-
ing digests with u prescribed bits in less than 2% operations) could be the source
of new problems in badly designed padding schemes.
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APPENDIX A

The following (redundant) look-up table lists p for the various smoothness
and digest-size values concerned by this paper; p(136/24), the probability that
a 136-bit number has no prime factors larger than 224 is 27142

—logap\, 16 20 24 28 32 36 40 44 48 52 56 60 64 68 72
32 1.7 0.9 0.5 0.2 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
48 4.4 2.7 1.7 1.1 0.8 0.5 0.3 0.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0
64 7.7 5.0 3.4 2.4 1.7 1.2 0.9 0.7 0.5 0.3 0.2 0.0 0.0 0.0 0.0
8 11.5 7.7 5.4 3.9 2.9 2.2 1.7 1.3 1.0 0.8 0.6 0.5 0.4 0.3 0.2
96 15.6 10.7 7.7 5.7 4.4 3.4 2.7 2.1 1.7 1.4 1.1 0.9 0.8 0.6 0.5
112 20.113.9 10.2 7.7 5.9 4.7 3.8 3.1 2.6 2.1 1.7 1.4 1.2 1.0 0.8
128 24.917.412.8 9.8 7.7 6.1 5.0 4.1 3.4 2.8 2.4 2.0 1.7 1.4 1.2
136 27.4 19.2 14.2 10.9 8.6 6.9 5.6 4.6 3.9 3.2 2.8 2.3 2.0 1.7 1.5
144 29.921.1165.6 12.0 9.5 7.7 6.3 5.2 4.4 3.7 3.1 2.7 2.3 2.0 1.7
152 32.422.9 17.1 13.210.5 8.5 7.0 5.8 4.9 4.1 3.5 3.0 2.6 2.3 2.0
160 35.124.9 18.6 14.411.5 9.3 7.7 6.4 5.4 4.6 3.9 3.4 2.9 2.6 2.2
168 37.9 26.9 20.1 15.6 12.5 10.2 8.4 7.0 5.9 5.1 4.4 3.8 3.3 2.9 2.5
176 40.6 28.9 21.7 16.9 13.5 11.0 9.1 7.7 6.5 5.6 4.8 4.2 3.6 3.2 2.8
400 129. 95.2 73.9 59.2 49.0 41.5 35.1 30.2 26.5 23.1 20.8 18.5 16.7 15.1 13.7
512 179. 133 104 84.0 69.8 59.0 50.8 44.0 38.8 34.1 30.6 27.2 24.9 22.5 20.6

The table uses the exact formula (section 2) for ¢ < 10 and de Bruijn’s
approximation [H] for ¢t > 10 :

p(t) = (27t) "2 exp ('y —t¢+ /C ¢ ; 1ds>
0

where ( is the positive solution of ¢ — 1 = #( and v is Euler’s constant.
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APPENDIX B

The attack’s time-consuming part is the exhaustive-search of k appropriate -
strings; therefore, when one wants the x-strings to be 256-bits long, the increase
in k makes the attack impractical.

To overcome this problem, we suggest the following : as a first step, col-
lect the signatures corresponding to moderate-size pp-smooth z-strings (which
are relatively easy to find) and extract from their appropriate multiplicative
combinations the e-th roots of the k first primes. Then, exhaustive-search two
plain-English 128-bit messages {m, m’'} ending by the letter f such that pu(m)/I"
and p(m’)/I" are both pg-smooth, with :

F:2256(671)+...+2256+1

for a (256 x ¢ + 1)-bit modulus. Since we only need two such numbers, the
overall workload is very tolerable. Next, submit m to & and divide its signature
by the e-th roots of its small prime factors to recover I"*mod n. Using I'* mod n
and the e-th roots of the k first primes we can now forge, by multiplication, the
signature of m/.

APPENDIX C

This appendix contains an F forgery that works with any 1025-bit modulus;
to fit into the appendix, the example was computed for e = 3 but forgeries for
other public exponents are as easy to obtain.

step 1 : Select any 1025-bit RSA modulus, generate d = 37! mod ¢(n), let
@ =JF and form the 180 messages :

11
m; = (256 x message[i]1g + 102) x Z 232
j=0
where message [¢] denotes the elements of the following table :

00014E 008C87 OOD1E8 01364B 0194D8 01C764 021864 03442F 0399FB 048D9E 073284 0863DE 09CCE8
O0A132E 0A2143 0BD886 0C364A 0C368C OC6BCF OD3AC1 OD5C02 OEA131 OF3D68 OF9931 31826A 31BE81
31ED6B 31FCDO 320B25 32B659 332D04 3334D8 33EAFC 33EB1D 343B49 353D02 35454C 35A1A9 36189E
362C79 365174 3743AB 3765F6 37C1E2 3924AC 3998A8 3AF8A7 3B6900 3BOEEB 3BC1FF 3DE2DE 3E51BE
3E8191 3F49F3 3F69AC 4099D9 40BF29 41C36C 41D8CO 424EE8 435DB7 446DC1 4499CC 44AA20 44EE53
4510E8 459041 45A464 45AA03 460B80 4771E7 486B6A 499D40 4A5CF8 4AC449 4ADAOA 4B87A8 4CO06A1
4C5C17 4D4685 4E39EA 4EB6B6 4F8464 716729 71C7D3 71FA22 722209 72DBF1 7619AB 765082 767C39
76885C 78FBF3 79E412 79FAD6 7CDOED 7DOABA 7DBA1D 7DE6A5 7EO6A2 7EASF2 7ECIED 7EEC78 90BB4B
90DE38 9139D7 934C2C 9366C5 941809 941BFB 947EB4 94DB29 952D45 9745BD 978897 97A589 9827AF
984FAC 9A193D 9A83E2 9B74E3 9BEAE9 9C704F 9DBA98 9F9337 A00D15 AO2E3D A10370 A429A6 A4DADD
A4F689 A5485D A6D728 A76BOF A7B249 A8S87DF3 A95438 A96AA4 AB1A82 ADO6A8 AEAODO AEB113 DO76C5
D13FOE D18262 D1BOA7 D35504 D3D9D4 D3DEE4 D4F71B D91COB D96865 DA3F44 DB76A8 DE2528 DE31DD
DE46B8 DE687D DEB8C8 DF24C3 DFDFCF DFF19A E12FAA E1DD15 E27EC1 E39C56 E40007 E58CC8 E63CEO0
E6596C E7831E E796FB E7E80C E85927 E89243 E912B4 EOBFFF EAODFC EACF65 EB29FA
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step 2 : construct the message m’ = EETESE664g X 2;1:0 232) and obtain
from the signer the 180 signatures s; = u(m;)?mod n.

step 3 : the signature of m/ is :

345 - 180 .
u(m’)d = Hp;gamma t H SEeta[z] mod n
i=0 i=1

where p; denotes the i-th prime (with py = I23) and betali] denotes the
elements of the following table :

121222212221122211212222211211211211
111111211112111122112121122111121121
111122121211111122222222221111111112
111222212211222211212222111211211112
211112212211222121222121221212211211

gamma [¢] represents the hexadecimal values :

57 57 68 33 27 18 16 13 10 OF OE OB 09 09 OD 05 OB 07 04 08 07 07 07 09 OA 03 07
04 05 05 03 04 03 01 02 03 04 03 01 03 03 03 02 06 03 03 04 06 02 04 04 02 02 03
02 04 04 03 04 01 04 03 02 03 02 01 02 02 01 03 01 01 01 01 03 03 01 03 02 02 01
04 02 04 02 02 01 02 01 01 01 03 03 01 02 01 01 00 03 02 03 01 01 02 01 02 02 03
03 04 03 03 02 03 01 02 03 02 01 03 02 02 01 01 00 02 01 01 03 01 01 01 01 01 02
00 02 00 00 01 02 01 01 01 00 01 01 00 01 01 02 02 01 01 01 00 01 00 01 01 04 02
02 02 01 02 02 01 02 01 02 00 01 00 02 01 02 02 00 01 02 01 01 01 02 01 01 01 02
01 00 01 01 00 00 01 02 00 01 00 01 01 00 01 00 01 02 02 01 01 02 00 00 02 01 02
02 01 00 00 01 00 01 00 01 00 02 00 00 00 01 01 00 00 01 01 00 00 00 01 00 00 00
00 00 00 01 01 00 00 01 02 01 01 01 00 01 02 01 01 01 02 00 00 00 01 01 00 01 00
00 00 02 02 01 00 01 02 00 01 00 01 02 00 01 00 00 01 00 01 01 01 00 01 01 00 01
01 01 01 00 00 01 01 00 00 01 01 00 01 01 00 00 01 00 00 00 01 01 02 02 01 01 00
00 01 02 01 02 00 01 01 00 01 00 00 00 00 00 00 01 00 00 01 02 01
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Abstract. The RSA public key cryptosystem is based on a single mod-
ular equation in one variable. A natural generalization of this approach is
to consider systems of several modular equations in several variables. In
this paper we consider Patarin’s Hidden Field Equations (HFE) scheme,
which is believed to be one of the strongest schemes of this type. We
represent the published system of multivariate polynomials by a single
univariate polynomial of a special form over an extension field, and use it
to reduce the cryptanalytic problem to a system of em? quadratic equa-
tions in m variables over the extension field. Finally, we develop a new
relinearization method for solving such systems for any constant ¢ > 0 in
expected polynomial time. The new type of attack is quite general, and
in a companion paper we use it to attack other multivariate algebraic
schemes, such as the Dragon encryption and signature schemes. However,
we would like to emphasize that the polynomial time complexities may
be infeasibly large for some choices of the parameters, and thus some
variants of these schemes may remain practically unbroken in spite of
the new attack.

1 Introduction

The problem of developing new public key encryption and signature schemes had
occupied the cryptographic research community for the last 20 years. A particu-
larly active line of research was based on the observation that solving systems of
modular multivariate polynomial equations is NP-complete. Consider, for exam-
ple, a public encryption key consisting of n random quadratic polynomials in n
variables over the two element field F3. To encrypt an n bit cleartext, you assign
each bit to a variable, and evaluate the n quadratic polynomials modulo 2. To
decrypt this ciphertext, you use it as a right hand side and solve the resultant
system of n quadratic equations in n unknowns. When n = 100, the encryption
process is extremely fast, while the decryption process (by an eavesdropper)
seems to be completely infeasible.

The system of equations must contain a trapdoor, whose knowledge makes it
possible to solve the system of equations efficiently for any right hand side. The
main difference between the various multivariate schemes is the type of trapdoor
structure they embed into the published polynomials.

Michael Wiener (Ed.): CRYPTO’99, LNCS 1666, pp. 19-ll 1999.
© Springer-Verlag Berlin Heidelberg 1999
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An early example of a multivariate signature scheme was developed by Ong
Schnorr and Shamir [LSSXA], and was broken shortly afterwards by Pollard and
Schnorr [ESXA]. Fell and Diffie [E0X5] published another multivariate scheme,
but observed that it was insecure for any practical key size. A different type of
trapdoor was developed by Matsumoto and Imai B4, but their scheme was
shown to be insecure in Patarin [BSH]. Shamir [883] proposed two multivariate
schemes modulo large n = pq, which were shown to be insecure by Coppersmith
Stern and Vaudenay [ES354]. In an attempt to revive the field, Patarin had
developed several new types of trapdoors. The simplest of his new constructions
was the Oil and Vinegar signature scheme [B55, which was broken by Kipnis
and Shamir [BESS3]. A more secure construction was the Dragon encryption and
signature schemes, described in Patarin [2864] and Koblitz [BSH]. A simplified
version of this scheme (called Little Dragon) was broken by Coppersmith and
Patarin, but the original Dragon scheme remained unbroken. The Hidden Field
Equations (HFE) was published in Patarin [BU&4], and conjectured by its au-
thor to be the strongest among his various constructions. In spite of extensive
cryptanalytic effort, no attacks on the HFE scheme had been published so far.

In this paper we develop a new cryptanalytic approach and use it to attack
both the HFE scheme (as shown in this paper) and the Dragon scheme (as shown
in a companion paper). The asymptotic complexity of the attack is polynomial
(when some of the parameters grow to infinity while others are kept fixed), but
the basic implementation described in this paper may be impractical for suffi-
ciently large keys. Both the scheme and the attack can be enhanced in numerous
ways, and thus it is too early to decide whether some variant of the HFE scheme
can survive an optimized version of the attack.

The attack is based on the observation that any given system of n multi-
variate polynomials in n variables over a field F can be represented by a single
univariate polynomial of a special form over K which is an extension field of
degree n over F. We analyze the effect of the trapdoor hiding operations on this
representation, and use it in order to translate the original problem of solving n
quadratic equations in n variables over the small field F into a new problem of
solving a system of em? quadratic equations in m variables over the large field
K, where m is a small multiple of n. The standard linearization technique for
solving such systems is to replace any product of variables x;x; by a new variable
vi;, and to solve the resultant system of em? linear equations in the m?/2 new
yi; variables. However, in our attack € < 0.5, and thus the linearization tech-
nique creates exponentially many parasitic solutions which do not correspond
to solutions of the original quadratic equations. We overcome this problem by
developing a general new technique (called relinearization) which is expected
to solve random systems of equations of this type in polynomial time for any
fixed € > 0. Since no previously published technique could handle such sys-
tems, we expect the relinearization technique to have additional applications in
cryptanalysis, algorithm design, and operations research.
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2 The HFE Scheme

The HFE encryption algorithm was presented by Jacques Patarin at Eurocrypt
’96. It uses a small field F with ¢ elements (the recommended choice is ¢ = 2), and
a large extension field K of degree n over F (the recommended choice is n = 128,
yielding a field K with 2128 elements). The field K can be viewed as a vector space
of dimension n over F, and the mapping between the two representations is de-
fined by a basis of n elements wy, . . ., w,_1 in K via Z?;Ol Tiw; < (Lo, ..oy Tp1)-

To construct his public key, the user picks a random univariate polynomial
P(x) over K of the form

r—1r—1

P(x) =3 Y pia? ™+

i=0 j=0

where r is some small constant which guarantees that the degree of P(x) is
bounded by several thousand (the highest recommended value of r is 13, which
for ¢ = 2 gives rise to a polynomial of degree 8192). The bound on the degree
is required in order to make it possible to invert P(z) efficiently (e.g., by using
Berlekamp’s probabilistic algorithm for solving a univariate polynomial equation
over a finite fields).

The univariate polynomial P over K can be expressed as a system of n mul-
tivariate polynomials Py, ..., P,_1 in the n variables xq,...,x,_1 over F. The
restricted choice of exponents in P guarantees that all the P/s are homogeneous
quadratic polynomials. The trapdoor consists of two random invertible linear
transformations S and T" over n-tuples of values in F. The user applies S to the
inputs and T to the outputs of the n multivariate polynomials, and publishes
the evaluated homogeneous quadratic polynomials in n variables, denoted by
G(), ey Gn71~

To solve the published system of quadratic equations with a given ciphertext
as the right hand side, the user applies T~! to the ciphertext, interprets the
result as an element of K, solves his secret univariate polynomial with this right
hand side, and applies S~! to the components of the solution. The attacker
cannot use this procedure since he does not know the S and 7" transformations.
These mixing operations have natural interpretation over F but not over K,
and it is not clear a priori that the n published polynomials over F can be
described by a single univariate polynomial G over K. Even if it exists, it may
have an exponential number of coefficients, and even if it is sparse, it may have
an exponentially large degree which makes it practically unsolvable.

Remark: In this paper we simplify the original HFE scheme in several
inessential ways. In particular, we consider only homogeneous polynomials (the
attacker can ignore lower degree monomials), and assume that the representation
of K over F is fixed (by using a different representation, the attacker obtains a
different but equally useful version of the secret key).
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3 Univariate Representations of Systems of Multivariate
Polynomials

The starting point of our attack is the observation that any system of n mul-
tivariate polynomials of bounded degree d in n variables over a field F can be
represented as a single sparse univariate polynomial of a special form over an
extension field K of degree n over F.

We first consider the case of linear multivariate mappings. The mapping
x — 9 is a linear function over K, and thus any mapping of the form z —
Z?;Ol a;x? for fixed coefficients ao, ..., an_1 in K is also a linear mapping. We
need the converse of this result:

Lemma 1. : Let A be a linear mapping from n-tuples to n-tuples of values in F.
Then there are coefficients aq, . . ., an_1 in K such that for any two n tuples over
F, (zo,...,xn-1) (which represents x = Z?;Ol xiw; i K) and (Yo, .., Yn—-1)
(which represents y = Z?;Ol yiw; i K), (Yo, .y Yn—1) = A(xo, ..., Tn-1) if and

only if y = Z?;Ol a;x? .

Proof: There are ¢*) nxn matrices over F and (¢g™)™ sums of n monomials
over K, and thus the number of linear mappings and the number of polynomials
of this form is identical. Each polynomial represents some linear mapping, and
two distinct polynomials cannot represent the same mapping since their differ-
ence would be a non zero polynomial of degree ¢"~! with ¢ roots in a field.
Consequently, each linear mapping is represented by some univariate polynomial
of this type over the extension field. O

We now generalize this characterization from linear functions to any system
of multivariate polynomials:

Lemma 2. Let Py(xo,...,Tpn-1),..., Pn_1(0,...,ZTn-1) be any set of n mul-
tivariate polynomials in n variables over ¥. Then there are coefficients ag, . . .,
agn—1 in K such that for any two n tuples (zo,...,2n-1) and (Yo,...,Yn—1)
of elements in F, y; = Pj(xo,...,zn_1) for all 0 < j < n—1 if and only if
Yy = Zial a;x", where x = Z?;Ol Tiw; and y = Z?;Ol yiw; are the elements of

K which correspond to the two vectors over F.

Proof: The mere existence of the coefficients ao, ..., aq»—1 in K is obvious,
since any mapping over a finite field can be described by its interpolation poly-
nomial. However, we provide a different proof which enables us to prove in the
next lemma the relationship between the degree of the polynomials over F and
the sparsity of the polynomials over K.

Without loss of generality, we can assume that the first basis element is
wo = 1. The mapping (xo,...,Tn-1) — (i,0,...,0) over F is linear, and thus
has a univariate polynomial representation over K. To represent the mapping
(o, ..., Tp—1) — (H?;Ol x;*,0,...,0), multiply all the univariate polynomials
which represent the mappings (zo, ..., Zn-1) — (24,0,...,0), with their multi-
plicities ¢; (note that this can only be done at the first coordinate, which corre-
sponds to the basis element wy = 1; at at any other coordinate k we would get a
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power of wy, which would spread the resultant monomial all over the vector). By
summing the univariate polynomial representations of such monomials with ap-
propriate coefficients we can represent the mapping defined by any multivariate
polynomial in the first coordinate of the vector, and zeroes elsewhere. To move
the multivariate polynomial to the k-th coordinate of the vector, we multiply all
the coefficients of its univariate representation (which are elements of K) by wy.
Finally, to represent a system of n (unrelated) multivariate polynomials at the
n coordinates of the vector, we construct a representation of each polynomial at
the first coordinate, shift it to its proper coordinate and add all the resultant
univariate polynomials. O.
An important corollary of this proof is:

Lemma 3. : Let C be any collection of n homogeneous multivariate polynomials
of degree d in n variables over F. Then the only powers of x which can occur with
non-zero coefficients in its univariate polynomial representation G(x) over K are
sums of exactly d (not necessarily distinct) powers of q: ¢ +q*2 +...+q'. If d
is a constant, then G(x) is sparse, and its coefficients can be found in polynomial
time.

Proof: Mappings defined by a single variable are linear functions, and thus
can be represented as the sum of monomials of the form 27, and each monomial
contains a single power of g. When we multiply d such polynomials and evaluate
the result, we get only powers of x which are the sums of exactly d powers of
q. Since G(x) is the sum of such polynomials (multiplied by constants from K),
the same is true for G(x).

The degree of G(z) over K can be exponentially large, but at most O(n<)
of its coefficients can be non-zero, and for any fixed value of d this is a polyno-
mial number. Once we know that a sparse univariate polynomial representation
exists, we can find its coefficients in polynomial time by interpolation based on
sufficiently many input/output pairs. O

The problem of solving a system of multivariate quadratic equations over a
finite field is known to be NP complete. This lemma implies that the problem of
solving a single univariate polynomial equation over a finite field is also NP com-
plete. This is a very natural computational problem, and we were thus surprised
to discover that its status was not mentioned in any of the standard references
on NP completeness. Note that the problem is NP complete when the (sparse)
polynomial is represented by the list of its non zero coefficients, but solvable
in probabilistic polynomial time by Berlekamp’s algorithm if the polynomial is
represented by the list of ALL its coefficients.

Consider the published system of quadratic polynomials Gy,...,Gp—1 in
Z0,...,Tn_1. Bach polynomial can be written as the quadratic form zG;a?
where G; is an n X n matrix of coefficients l, x is the row vector of variables

! The matrix representation of quadratic forms is not unique, and has to be sym-
metrized by averaging the matrix and its transpose. In fields of characteristic 2 we
just add the matrix and its transpose, (since we cannot divide by 2), and use the
result. More details on these fine points will be given in the final version of the paper.



24 A. Kipnis, A. Shamir

(0,...,Tn_1), and z' is its transpose. However, our attack does not use this
standard representation. Instead, it uses Lemma 3.3 to efficiently find the fol-
lowing representation of the public key:
n—1ln—1 ) ]
x) = Z Z gijz? T = 2Gat where G = [gij] and = = (xqo, 2 .,anil)
i=0 j=0
Note that this is an unusual type of quadratic form since the vector x consists
of related rather than independent variables, and that = is a vector of elements
from F whereas x is a vector of elements from K. It is this representation which
makes it possible to analyze the secret hiding operations in a clean mathematical
form.

4 The Effect of S and T on P

Due to their special form, both the original polynomial P(z) over K chosen
by the user and the new polynomial G(z) over K derived by the cryptana-
lyst from the public key can be represented by the (non standard) quadratic
forms xPz' and xGzt. The linear mappings S and T can be represented as
univariate polynomials, and thus the public key is represented by the univariate
polynomial composition G(x) = T(P(S(x))) over K. We rewrite this equation as
T~Y(G(z)) = P(S(x)), where S has the form S(z) = Z?;Ol s;z? and T~! (which
is also a linear mapping) has the form 771 (x) = Z?;Ol t;z9 . Our goal now is to
study the effect of the polynomial compositions 77!(G(z)) and P(S(x)) on the
matrices of their (non standard) quadratic form representations.

Theorem 4. : The matriz of the quadratic form in x which represents the poly-
nomial composition T—(G(z)) is Z;S trG*k where G** is obtained from the
nxn matriz representation of G by raising each one of its entries to the power g*
i K, and cyclically rotating forwards by k steps both the rows and the columns
of the result. The matriz of the quadratic form in x which represents the poly-
nomial composition P(S(z)) is WPW?" in which W = [w;j] is an n x n matriz

defined by w;; = (sj,i)ql, where j — 1 1is computed modulo n.

Proof (Sketch): The polynomial representation of T’ (x) is >rco "
and the polynomial representation of G(z)is Y.\ Z =0 g” 27+ Their poly-
nomial composition can be evaluated by using the fact that raising sums to the
power ¢' is a linear operation:

n—1 n—1n—1 n—1 n—1n—1
i Gk k i g\ k
:E:tk(E:E:gijxqﬂ ) :E:tkE:E:(gij)q pla+a’)a
k=0  i=0 j=0 k=0 =0 j=0

The exponents of ¢ can be reduced modulo n since 27" = 29 = x, and the
summation indices can be cyclically rotated if they are computed modulo n:

n—1 n—1ln—1 n—1ln—1

T*l(G(x)) = Z t Z Z(gl_j)qk xqi+k+qj+k Z b Z Z v Y qi+qj

k=0 =0 j=0 =0 i=0 j=0
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The matrix of the quadratic form representation of this polynomial in terms of
— k
X is exactly G’ = Z:é t,G**, where the (i,j)-th entry of G** is 9i g B8
specified.
The proof of the other type of composition is similar:

n—1ln—1 n—1 n—1ln—1 n—1 n—1

Zzp” ZSqu (g'+47) Zzp” Zsuxq“)qi)(zsvxqv)qj)

=0 j=0 k=0 =0 j=0 u=0 v=0

Again we use linearity and cyclic index shifting to evaluate P(S(z)) as:

n—1ln—1 n—1 n—1 n—1ln—1 n—1 —
i uti J v+J

PP HOBEE N ODEEADED DD OB §:

i=0 57=0 u=0 v=0 i=0 j=0 u=0 v=0

By rearranging the order of the summation and the multiplied terms we get:

n—ln—-1ln—1n-1

ZZZZI‘I 5 _;Dijs vj 29" = g WPWzt

u=0 =0 j=0 v=0

where W is the specified matrix. O

5 Recovering the Secret Key from the Public Key

The attack on a given public key is based on the matrix equation over K, G' =
W PW?, which we call the fundamental equation. The matrix G can be easily
computed by representing the public key as a univariate polynomial over K,
and then representing the univariate polynomial as the quadratic form zGax?.
All the G** variants of G can be computed by raising the entries of G to various
powers and cyclically rotating its rows and columns. We can thus consider G’ =

Z;é t1.G** as a matrix whose entries are linear combinations of known values
with unknown coefficients tg, ..., t,_1 from K. The matrix P is mostly known,
since only the top left r x r block in the n X n matrix can be non zero, and
r << n. The matrix W is unknown, but there are many relations between its n?

entries since they are all determined by just n parameters via w;; = sg-:i. Our
goal is to use all these observations in order to solve the fundamental equation

in polynomial time.

5.1 Recovering T

We first describe the process of recovering tg,...,t,—1 from the fundamental
equation G/ = WPW?, where each entry in G’ is a linear combination of the #j
variables. The matrix P contains at most r non zero rows, and thus both its rank
and the rank of WPW?! cannot exceed r. For random choices of t; values the
expected rank of the evaluated G’ matrix is close to n. What makes the correct
choice of t, values special is that they force G’ to have the unusually small rank
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r. To simplify the asymptotic analysis, we assume that r is a constant and n
grows to infinity, and argue that the attack should run in expected polynomial
time (even though we cannot formally prove this claim).

The basic approach is to express this rank condition as a large number of
equations in a small number of variables. Consider the matrix G’ evaluated
with the correct choice of t; values. Its rank is at most r, and thus its left
kernel (defined as the set of all row vectors Z over K satisfying G’ = 0) is a
n — r dimensional linear subspace. We thus expect to find in it n — r linearly
independent vectors Ty, ..., Z,_, even if we force the first n—r entries in each Ty
to have some arbitrarily specified values. The remaining r entries in each one of
the n — r vectors T are defined as new variables. Each vector equation ZG' = 0
can be viewed as n scalar equations over K, and thus we get a total of n(n —r)
equations in the r(n — r) 4+ n variables (the original ¢; coefficients in G" and the
new unspecified entries in all the Zj, vectors).

The bad news is that the equations are quadratic, and we don’t know how to
solve large systems of quadratic equations in polynomial time (in fact, this was
the original problem of deriving cleartexts from ciphertexts!). The good news
is that instead of a marginally defined system of n equations in n variables, we
get an overdefined system of about n? equations in about rn variables where
r<<n.

Consider the general problem of solving e randomly generated homogeneous
quadratic equations in m variables. The well known linearization technique for
solving such equations is to replace any product of two variables x;x; for i < j
by a new variable y;;. The total number of new variables is n(n + 1)/2. Each
quadratic equation in the original x variables can be rewritten as a linear equa-
tion in the new y variables. If the number of equations satisfies e > n(n + 1)/2,
we expect the system to be uniquely solvable, but if e << n(n+1)/2, we expect
the linear system to have an exponential number of parasitic y solutions which
do not correspond to any real z solution.

Unfortunately, in our problem we have m = rn variables but only e ~ em?
quadratic equations where € = 1/r? is smaller than 1/2, and thus the lineariza-
tion method would fail. In the next subsection we describe a novel heuristic tech-
nique called relinearization which is expected to solve such systems of quadratic
equations for any fixed € > 0 in polynomial time. The technique seems to have
many other applications in cryptography, optimization, and computer algebra,
and should be studied carefully.

5.2 The Relinearization Technique

Consider a system of em? homogeneous quadratic equations in the m variables
T1,...,Tm. We rewrite it as a new system of em? linear equations in the (approx-
imately) m?/2 new variables y;; = z;x; for i < j. Its solution space is a linear
subspace of expected dimension (1/2 —e€)m?, and each solution can be expressed
as a linear function of (1/2 — ¢)m? new variables z. Such a parametric solution
can be efficiently found by Gauss elimination.
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Most of the y;; solutions found in this way do not correspond to any possible
x; solutions. We want to add additional constraints which relate the various y;;
variables to each other in the way implied by their definition as y;; = x;x;. To
do this, consider any 4-tuple of indices 1 < a < b <c¢ < d<m. Then z,xpx.2q
can be parenthesized in three different ways:

(@azp)(Texa) = (Zaxe) (Tp2a) = (Taxa)(TpTe) = Yab¥ed = Yac¥bd = YadYbe

There are about m* /4! different ways to choose sorted 4-tuples of distinct indices,
and each choice gives rise to 2 equationsl. We thus get about m*/12 quadratic
equations in the m?/2 y;; variables, and it is not difficult to prove that they are
linearly independent (even though they are algebraically dependent). We can
lower the number of variables to (1/2 — €)m? by replacing each one of the y;;
variables by its parametric representation as a linear combination of the new zj
variables.

The relinearization technique is based on the observation that the new m*/12
quadratic equations in the new (1/2 — €)m? z; variables can be linearized again
by replacing each product z;z; for ¢ < j by a new variable v;;. The new system
has m?*/12 linear equations in ((1/2 — €)m?)?/2 v;; variables. We expect this
linear system to be uniquely solvable when m?*/12 > ((1/2 — ¢)m?)2/2. This is
satisfied whenever € > 1/2 — 1/v/6 = 0.1, which is one fifth of the number of
equations required by simple linearization.

Two small demonstrations of this procedure can be found in the appendix.
There are many possible optimizations of the basic technique: we can use re-
linearization recursively, consider additional constraints, etc. For example, there
are about m® /6! possible choices of indices in z,xpzcxqz.2 ¢, and each one gives
rise to 14 different equations of degree 3 in the (1/2 — ¢)m? parameters z;. If we
relinearize every product of the form z;2; 2, fori < j < k, we get about 14m®/720
linear equations in ((1/2 — €)m?)3/6 new variables, which can be solved when-
ever € > 0.008. In the full version of this paper we show that for any fixed € > 0
there is a relinearization scheme which is expected to solve in polynomial time
random systems of em? quadratic equations in m variables.

We now return to the original problem of extracting 7" from the fundamental
equation G’ = WPW?®. Since we have about n? quadratic equations in about
rn variables, we get € ~ 1/r2. The worst case happens when ¢ = 2 and r = 13,
yielding € ~ 0.006, which is marginally smaller than the threshold stated above.
We thus have to use the relinearization scheme which considers products of 8 z;
values, and to solve a huge system of O(n®) linear equations in O(n8®) variables,
which is polynomial but impractical. For larger fields F, both r» and n drop
considerably if we keep fixed both the degree ¢" of the secret polynomial and
the size ¢" of the cleartext space (for example, when we replace Fo by Fr, r drops
from 13 to 4 and n drops from 100 to 36). The smaller r increases € and makes
it possible to use simpler relinearization schemes which result in smaller systems
of O(n%) or even O(n*) equations, and the smaller n make their solution more

2 There are additional 4-tuples of non-distinct indices, which give either one or no
additional equations. We ignore them in our asymptotic analysis.
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feasible. The practical details are messy, and will be omitted from this extended
abstract.

One final complication is the fact that the quadratic equations have multi-
ple solutions (due to two symmetries of the fundamental equation: we can raise
all the t; to the power ¢ and cyclically rotate the vector to the right, and we
can multiply all of them by a common constant). Any linearized technique to
find these solutions will necessarily return the n dimensional linear subspace
they span. Almost all the points on this subspace are parasitic solutions, which
do not solve the original quadratic equations, and cannot be used to break the
scheme. To avoid this problem, we want to force the system of quadratic equa-
tions to have a unique solution. The standard way to do this is to choose random
additional constraints until only one of the original solutions remains. However,
the equations are over the large field K, and each additional equation kills all
but 1/¢"™ ~ 27199 of the original solutions, which is too severe. Instead, we can
reexpress the quadratic equations over the large field K as quadratic equations
over the small field F, and arbitrarily fix the values of some of the new variables
in F. Each additional choice reduces the number of solutions by the small factor
q, and with reasonable probability the number of solutions will pass through
1. Working over F instead of K increases the number of variables by another
factor of n, but we can avoid this higher complexity by translating to F only the
O(n) parameters of the linear solution space rather than the O(n®) variables of
the linearized problem. We can then express some of the algebraic relationships
between the O(n®) linearized variables as quadratic equations in the new O(n?)
variables over F. The number of quadratic equations we get exceeds the square
of the number of new variables, and thus we can solve them efficiently by simple
linearization.

5.3 Recovering S

The last part of the attack recovers S and P when T is known. The matrix
G' = Z;é t,G** in the fundamental equation G’ = W PW is now a completely
known matrix. The matrix P contains at most r non zero rows, and thus both
its rank and the rank of G’ = WPW! cannot exceed r. Assume without loss of
generality that the rank of P is exactly r, and that the rank of W is exactly n.
Let vq, ..., vn_, be a basis for the left kernel of G’. Since W is invertible the left
kernel of WPW? is equal to the left kernel of W P. The left kernel of P consists
of exactly those vectors which are zero in their first r entries, and thus each v; is
mapped by W to a vector of this form. Since G’ is known, its left kernel can be
easily computed, and each one of the n —r basis vectors gives rise to r equations
in the unknown entries of W.

The problem seems to be underdefined, with r(n — r) linear equations in

n? variables. We can reduce the number of variables from n? to n by replacing

each w;; by sg-:i, but then we get nonlinear equations. The crucial observation
is that these nonlinear equations over K become linear if we reinterpret them as

. -1 .
equations over F: Replace each s; by >-77 s;jw; where the s;; is a new set of n”
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variables over F. Each 5?‘:¢ becomes a linear combination of the s,, variables,
and each equation over K becomes a collection of n linear equations over F.
Altogether there are r(n — 7)n equations in the n? new variables over F, and for
any 7 > 1 the system is greatly overdefined since r(n — r)n >> n?. The solution
of the homogeneous equations can be defined at most up to multiplication by a
constant, but as explained earlier any solution of this type is satisfactory.

A Appendix: A Relinearization Example

We demonstrate the complete relinearization technique on a toy example of 5
random quadratic equations in three variables x1, 22, 3 modulo 7:

31711’1 + 51’11’2 + 51’11’3 + 21’21’2 + 61’21’3 + 41’31’3 =5

6x1x1 + lx1xo + 4x123 + 42922 + ST223 + 12323 =6
Sxri1x1 + 2x129 4+ 62123 + 22079 + 3T273 + 2033 =5
2x1x1 + 0122 + 12123 + 62222 4+ D223 + Hrzrs =0
4r1x1 + 62122 + 22123 + Dxoxo + 1T023 + 43223 =0

After replacing each z;x; by yi;, we solve the system of 5 equations in 6 variables
to obtain a parametric solution in a single variable z:

Y11 =2+52, y12=2, y13 =3+22, Yoo =6+42, y23 =6+ 2, ys3 =5+ 3z

This single parameter family contains 7 possible solutions, but only two of them
also solve the original quadratic system. To filter out the parasitic solutions, we

impose the additional constraints: y11y23s = y12¥13, Y12Y23 = Y13Y22, Y12Y33 =
Y13Y23. Substituting the parametric expression for each y;;, we get:

(2452)(6+2) = 2(3422), 2(6+2) = (3+22)(6+4%2), 2(5+32) = (3+22)(6+2)
These equations can be simplified to:
3224+ 245=0, 0224+424+4=0, 1224+42+3=0

The relinearization step introduces two new variables z; = z and 2z = 22, and
treats them as unrelated variables. We have three linear equations in these two
new variables, and their unique solution is z; = 6, 25 = 1. Working backwards
we find that y11 = 4, y22 = 2, y33 = 2, and by extracting their square roots
modulo 7 we find that x1 = £2, zo = +3, 3 = £3. Finally, we use the values
y12 = 6 and yo3 = 5 to combine these roots in just two possible ways to obtain
1 =2, 29 =3, 23 =4 and z; = 5, x2 = 4, x3 = 3, which solve the original
quadratic system.

A larger example of a solvable system consists of 5 randomly generated homo-
geneous quadratic equations in 4 variables, Note that this is barely larger than
the minimum number of equations required to make the solution well defined.
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The number of linearized variables y;; = x;x; for 1 <i < 7 < 4 is 10, and the
solution of the system of 5 linear equations in these 10 variables can be defined
by affine expressions in 5 new parameters z;. There are 20 equations which can
be derived from fundamentally different ways of parenthesizing products of 4 z;
variables:

Y12Y34 = Y13Y24 = Y14Y23

Y11Y23 = Y12Y13,
Y22Y13 = Y12Y23,
Y33Y12 = Y13Y23,
Ya44Y12 = Y14Y24,
Y11Y22 = Y12Y12,

Y22Y33 = Y23Y23,

Y11Y24 = Y12Y14,
Y22Y14 = Y12Y24,
Y33Y14 = Y13Y34,
Y44Y13 = Y14Y3a,
Y11Y33 = Y13Y13,

Y22Ya4 = Y24Y24,

Y11Y34 = Y13Y14
Y22Y34 = Y23Y24
Y33Y24 = Y23Y34
Y44Y23 = Y24Y34
Y11Y44 = Y14Y14

Y33Y44 = Y34Y34

When we substitute the affine expressions in the 5 new z; parameters and relin-
earize it, we get 20 linear equations in the 5 z; and their 15 products z;z; for
1 < i < j <5, which is just big enough to make the solution unique (up to +
sign) with reasonable probability. O
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Abstract. At Eurocrypt’98, Boyko, Peinado and Venkatesan presented
simple and very fast methods for generating randomly distributed pairs
of the form (z,¢” mod p) using precomputation. The security of these
methods relied on the potential hardness of a new problem, the so-called
hidden subset sum problem. Surprisingly, apart from exhaustive search,
no algorithm to solve this problem was known. In this paper, we exhibit
a security criterion for the hidden subset sum problem, and discuss its
implications on the practicability of the precomputation schemes. Our
results are twofold. On the one hand, we present an efficient lattice-based
attack which is expected to succeed if and only if the parameters satisfy a
particular condition that we make explicit. Experiments have validated
the theoretical analysis, and show the limitations of the precomputa-
tion methods. For instance, any realistic smart-card implementation of
Schnorr’s identification scheme using these precomputations methods is
either vulnerable to the attack, or less efficient than with traditional pre-
computation methods. On the other hand, we show that, when another
condition is satisfied, the pseudo-random generator based on the hidden
subset sum problem is strong in some precise sense which includes at-
tacks via lattice reduction. Namely, using the discrete Fourier transform,
we prove that the distribution of the generator’s output is indistinguish-
able from the uniform distribution. The two conditions complement each
other quite well, and therefore form a convincing picture of the security
level.

1 Introduction

In many discrete-log-based protocols, one needs to generate pairs of the form
(x,¢9® mod p) where x is random and g is a fixed base. ElGamal [ and DSS [
signatures, Schnorr’s [EEH] and Brickell-McCurley’s ] schemes for identifica-
tion and signature are examples of such protocols. The generation of these pairs
is often the most expensive operation, which makes it tempting to reduce the
number of modular multiplications required per generation, especially for smart-
cards. There are basically two ways to solve this problem. One way is to gener-

ate separately a random z, and then compute g mod p using a precomputation
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method [EJA[Z]]. The other way is to generate x and ¢g* mod p together by a spe-
cial pseudo-random number generator which uses precomputations. Schnorr was
the first to propose such a preprocessing scheme [3]. The scheme had much bet-
ter performances than all other methods but there was a drawback: the ouptut
exponent x was no more guaranteed to be random, and therefore, each gen-
eration might leak information. Indeed, de Rooij [f] showed how to break the
scheme. Schnorr later proposed a modified version [£], which was also broken
by de Rooij [H].

At Eurocrypt’98, Boyko, Peinado and Venkatesan proposed new and very
simple generators [A] to produce pairs of the form (x, ¢* mod p), which could
reduce even further the number of necessary modular multiplications. The se-
curity of these methods apparently depended on a new problem, the so-called
hidden subset sum problem: given a positive integer M and by, ..., by, € Zy, find
Qai,...,0n € Zy such that each b; is some subset sum modulo M of aq, ..., a,.
The problem borrows its name from the classical subset sum problem: given
a positive integer M and b, a1,...,a, € Zy, find S C {1,...,n} such that
b =3 csa; (modM). The most powerful known attack [i] against the sub-
set sum problem reduces it to a shortest vector problem in a lattice built from
b,aq,...,a,, M. Provided a shortest vector oracle, the method succeeds with
high probability if the density, defined as d = n/logy M, is small, namely less
than a constant approximately equal to 0.94. However, this method can hardly
be applied to hidden subset sums: one cannot even build the lattice since the a;’s
are hidden. Actually, apart from exhaustive search, no algorithm was known to
solve the hidden subset sum problem. And thus, according to the authors of [H],
the problem was potentially harder than the subset sum problem. Still, they
suggested high values of parameters to prevent any subset sum attack, for un-
known reasons. For these choices of parameters, the scheme was not suited for
smartcards, and the speed-up over other methods was questionable.

It was therefore natural to ask whether or not, one could select small param-
eters in order to make the scheme very efficient, without affecting the security.
More generally, Boyko et al. raised the following question: how hard is the hid-
den subset sum problem ? The present paper provides an answer. We exhibit a
security criterion for the hidden subset sum problem which is twofold. On the
one hand, we present an efficient lattice-based algorithm to solve the hidden
subset sum problem. It relies on a systematic use of the powerful notion of an
orthogonal lattice, which was introduced at Crypto’97 [E] by Nguyen and Stern
as a cryptographic tool, and subsequently used in cryptanalysis [EAJEH]. The al-
gorithm is very different from known lattice-based methods to solve subset sums,
but surprisingly, seems to generalize their results. More precisely, our algorithm
is expected to succeed when the density d = n/log, M is very small. Unfor-
tunately, this is exactly the case arising when one wants to make the scheme
practical and more efficient than other exponentiation methods, in a smart-card
environment. We have implemented the algorithm, and experiments have con-
firmed our analysis. On the other hand, we show that when the density is high,
the pseudo-random generator based on the hidden subset sum problem is strong
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in some precise sense. Namely, using the discrete Fourier transform, we prove
that the distribution of the generator’s output is then statistically close to the
uniform distribution. Such a result was already known (related results in [H]),
but our proof technique is different. Those results tend to prove that the hard-
ness of the hidden subset sum problem is measured by the density, as for the
subset sum problem.

The remainder of the paper is organized as follows. In section 2, we describe
the generators of pairs (x,¢g* mod p) proposed at Eurocrypt’98 in [d], and we
clarify the relationships between the security of these schemes and the hidden
subset sum problem. In section 3, we recall some facts on orthogonal lattices
from [E]. Section 4 presents our lattice-based algorithm to solve hidden subset
sum problems, and the experiments. In section 5, we discuss the hardness of the
hidden subset problem, by measuring the randomness of the generator output.

2 Fast Exponentiation with Hidden Subset Sums

Let p be a prime number, and g € Zj of order M. In [, several generators
producing pairs (z,¢* mod p) were proposed. The simplest generator was the
following one:
Preprocessing Step: Generate n random integers ayq, ..., a, € Zy;. Compute
B; = g; for each j and store both a;’s and §;’s in a table.
Pair Generation: Whenever a pair (z,¢*) is needed, randomly generate S C
{1,...,n} such that [S| = x. Compute b= 3, g a; mod M.Ifb=0, stop and
start again. Compute B = [[,;c5 /3 mod p and return (b, B).

Clearly, for any output (b, B), we have B = g mod p. The other generators
are just variants of the previous generator, using random walks. We will not
discuss those, since the security of the generators relies on the same problem.

2.1 Parameters

The scheme needs to store n elements of Zys, and n elements of Zj. Recall
that for DSS [i] and Schnorr [ESIY], M has 160 bits, while for ElGamal [H]
and Brickell-McCurley [B, M has at least 512 bits. Each generation requires s
modular multiplications. When x < n/2, we say that the underlying hidden
subset sum problem is sparse. The parameters n and x must be sufficiently large
to prevent from birthday attacks. In [, it was suggested to choose n = 512
and k = 64. Comparisons with traditional precomputation methods were made,
but only in the case of 512-bit exponents. Table ll compares the scheme with
several configurations of the simple exponentiation method with precomputation
of 4. It shows that for a 160-bit exponent, the generator with the proposed
parameters is worse in all aspects. For a 512-bit exponent, it is better: with
similar storage, one gains 14 multiplications. But with other precomputation
methods, there is no security issue since the exponent is random. Another issue
is the viability of the scheme for low-computing-power devices. For instance,
a storage of 672 represents 42 Kbytes, which is unacceptable for a smartcard.
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Table 1. A comparison of methods for generating pairs (z, ¢g* mod p) where p
is a 512-bit prime. Storage requirements are in 512-bit numbers. Times are in
multiplications per exponentiation.

160-bit exponent 512-bit exponent

Method Storage Time Storage Time
Hidden subset sum generator 672 64 1024 64
Lim and Lee [ 30 58 62 153
62 46 157 106

508 27 1020 78

Thus, the parameters proposed in [F] are rather suited for server applications. In
order to offer much better performances than other methods, one is tempted to
decrease the parameters. We will discuss possible parameters when we present
the experiments related to our attack.

2.2 Security Against Active Attacks

When the generator is used, the security seems to rely on the underlying hidden
subset sum problem. Indeed, suppose for instance that the generator is used in
Schnorr’s [ identification scheme. Let ¢ be a 160-bit prime dividing p — 1,
where p is a 512-bit prime.

The prover has a secret key s € Z7 and a public key v = g~

5 mod p, where

g is a primitive gth root of unity. He generates a random pair (k,g* mod p)
and sends x = gF to the verifier. The verifier returns a challenge e € Z,. Then
the prover sends y = k + es mod ¢. Finally, the verifier checks whether = =
gYv® mod p. In an active attack, the verifier can issue many times the challenge
0 € Z4. He thus gets many outputs of the generator, as y = k. After solving
the underlying hidden subset sum problem, he knows the hidden «ay, ..., «,. He
then issues the challenge 1 € Z,, to obtain k +s mod ¢ for some unknown k a
subset sum of the a;’s. If n and & are not too large, he can exhaustively search
for the 0, 1-coefficients of the «;’s to disclose k, and hence the secret key s.

Conversely, if the output of the hidden subset sum generator used is cryp-
tographically pseudo-random, then the speeded-up versions of the following
schemes are secure against polynomial time adaptive attacks, provided that the
original schemes are secure: ElGamal, DSS and Schnorr signatures, Schnorr iden-
tification. (see [H).

2.3 Security Against Passive Attacks

In [ (Theorems 6 and 7, p.230), it was claimed that only the security against
active attacks needed to assume the hardness of the hidden subset sum problem.
However, it seems that the security against passive attacks actually relies on
the potential hardness of a slight variant of the hidden subset sum problem,
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which we call the affine hidden subset sum problem: given a positive integer M,
and by, ..., by, C1,...,cm € Zr, find integers s, v, . . ., o € Zps such that each
b; + sc; is some subset sum modulo M of aq, ..., a;,.

Assume for instance that the generator is used in Schnorr’s signature scheme.
We keep the notations of the previous section. The public key isv = ¢g7° mod p.
The signer generates a random pair (k,g* mod p). He computes a hash e =
h(k,m) where m is the message, and y = k + es mod ¢. The signature is the
pair (y, e). Notice that K = y —es mod ¢ is a hidden subset sum, where y and e
are known and s is secret. Thus, a passive attacker is left with an affine hidden
subset sum problem with the pairs (y, —e) and the modulus ¢. If he can solve
this problem, he recovers the secret key s.

The previous remark can be adapted to the following schemes: Schnorr’s and
Brickell-McCurley’s identification, ElGamal and DSS signatures. For example, in
the case of DSS, a signature is of the form (a,b) where b = k=!(m +as) mod g,
s is the secret key and m is the hash. Note that &k = mb~! + ab~!'s mod q is
a hidden subset sum. But mb~! and ab~! are known, so this is again an affine
hidden subset sum problem, from which one can derive the secret key s.

We will see that our attack against the hidden subset sum problem can be
adapted to the affine hidden subset sum problem. It appears that the complexity
of these problems is similar.

3 Lattice Reduction and the Orthogonal Lattice

Throughout the paper, we call lattice any subgroup of Z™ for some integer m.
If L is a lattice, we denote by det(L) its determinant (or volume), and A(L)
the Euclidean norm of a shortest non-zero vector of L. A classical result of
Minkowski states that for any integer d, there is a constant v(d) such that for
all d-dimensional lattice L:

A(L) < A(d) det(L)"/".

The smallest such constant is denoted by 4 and called Hermite’s constant of

rank d. It is known that:
\/ . \/d
< Ya < .
2me e

As a result, it is convenient to assume that for a “random” d-dimensional lattice
L, the quantity A(L)/(v/d det(L)/?) is roughly equal to some universal constant
7. The goal of lattice reduction is to find a reduced basis, that is, a basis con-
sisting of reasonably short vectors. In the sequel, we will not need more precise
definitions, or very precise approximations for the shortest vector. In practice,
one hopes to obtain sufficiently reduced bases thanks to reduced bases in the
sense of LLL [, or its variants [EAA].

Let L be a lattice in Z™. The orthogonal lattice L is defined as the set of
elements in Z™ which are orthogonal to all the lattice points of L, with respect to
the usual dot product. We define the lattice L = (L+)*, which is the intersection
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of Z™ with the Q-vector space generated by L: it contains L and its determinant
divides the one of L. The result of [fd] which are of interest to us is the following
one:

Theorem 1. If L is a lattice in Z™, then dim(L) +dim(L*) = m and det(L*)
is equal to det(L).

This suggests that if L is a “random” low-dimensional lattice in Z™, a reduced
basis of L+ will consist of very short vectors compared to a reduced basis of L.
More precisely, one expects that any reduced basis of L' will consist of vectors
with norm around yv/m — dim L det(L)*/(™~dim L) Fyrthermore, one can note
that computing a basis of the orthogonal lattice amounts to compute the integer
kernel of an (integer) matrix, so that:

Theorem 2. There exists an algorithm which, given as input a basis (b1, ..., bg)
of a lattice L in Z™, outputs a basis of the orthogonal lattice L, and whose run-
ning time is polynomial with respect to m, d and any upper bound of the bit-length

of the ||bj||’s.

In fact, it was proved in [£4] that one could directly obtain an LLL-reduced basis
of the orthogonal lattice by a suitable LLL-reduction, in polynomial time.

4 A Lattice-Based Attack

Let us first restate the hidden subset sum problem in terms of vectors. Given an
integer M, and a vector b = (by,...,by,) € Z™ with entries in [0..M — 1], find
integers aq, ..., ay € [0..M — 1] such that there exist vectors xy,...,x, € Z™
with entries in {0, 1} satisfying:

b:a1x1 + oXo + -+ apnXy (IHOd M) (1)

Throughout this section, we will assume that (b, M) is a correct input. That is,
there exist integers o, . .., ay, € [0..M — 1], vectors Xy, ..., X, € Z™ with entries
in {0,1}, and a vector k € Z™ such that:

b1011X1+012X2+"'+01an+Mk (2)
Our attack proceeds in three steps:

1. From b, we determine the lattice Ly, where Ly is the lattice generated by
the x;’s and k.

2. From Ly, we derive the hidden coefficients x;’s.

3. Using b, the x;’s and M, we finally recover the weights a;’s.

Note that this attack recovers all secret data, not just the a;’s. For the sake
of simplicity, we will assume that Lx has dimension n + 1, but the attack still
applies when the dimension is less than n + 1. In other words, we assume that
the x;’s and k are linearly independent, which is a reasonable assumption since
the x;’s are random. We now detail the three steps.
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4.1 Disclosing the Hidden Lattice

The first step is based on the following observation, which is a simple consequence
of (@):

Lemma 3. Let u in Z™ be orthogonal to b. Then py = (u.x1, ..., u.X,, w.k) is
orthogonal to the vector vo = (a1, ..., an, M).

Note that v, is independent of m, and so is the n-dimensional lattice v. We
will see that, as m grows, most of the vectors of any reduced basis of the (m—1)-
dimensional lattice b+ are shorter and shorter. For such vectors u, the corre-
sponding vectors p, are also shorter and shorter. But if p, gets smaller than
A(v}) (which is independent of m), then it is actually zero, that is, u is orthog-
onal to all the x;’s and k. This leads to the following condition:

Condition 4. Let (uj,us,...,u,,_1) be a reduced basis of b*. Then the first
m — (n+1) vectors uy, ..., Uy, _(n41) are orthogonal to each x; and k.

One cannot expect that more than m — (n + 1) vectors are orthogonal, because
L, has dimension (n + 1). If the condition is satisfied, the (n 4 1)-dimensional
lattice (Ui, ..., Wpn—(nt1))" contains each of the x;’s and k. And one can see
that it is in fact the lattice Ly, because they are orthogonal lattices of equal
dimension, with one containing the other. Hence, the first step is as follows:

1. Compute a reduced basis (u1,us, ..., u;,—1) of the orthogonal lattice bJ-_.
2. Compute a basis of the orthogonal lattice (uy, ..., Uy (n41))" to obtain Ly.

This step is correct if and only if condition llis satisfied. We now precise in which
case the condition is expected to hold. We first estimate the quantity A(vi). If
the a;’s are uniformly distributed in [0..M —1], then E(a3) ~ M?/3 so that ||v, ||
is roughly M+/n/3 (we assume the variance is negligible). With overwhelming
probability, the ged of all the a;’s and M is equal to 1, implying that the lattice
Vo is exactly v,, and therefore: det(vy) = ||va|| & My/n/3. Since the a;’s are

random, the n-dimensional lattice vi may be considered as random, so that:

A(vt) = 'y\/ndet(vé—)l/n ~ 'yMl/n(n/3)1/(2")\/n,

We then estimate ||p,|| for some well-chosen vectors u. If the coordinates of the
x;’s are independently uniformly distributed in {0,1} (the case of the actual
sparse distribution is discussed in section 4.4), and so are the a;’s in [0..M — 1],
the expectation of the square of each coordinate of ayxy +- - - + @y Xy, is roughly:
1 M2 1 M2 1
nx _ X +(n*—n)x | x ~ - n?M?.
2 3 4 4 16
Hence E(||k||?) &~ mn?/16, and we note that E(||x;]|*) &~ m/2. It follows that
for any u (we again assume that the variance is negligible):

Ipull ~ ully/n > m/2 +mn?/16 ~ ny/m|[ul /4.
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Besides, we observe that the lattice b contains a high-dimensional lattice of
small determinant. Namely, it contains by (@) the (m — n — 1)-dimensional
lattice (xi,...,X,, k)", which determinant is less than |k|| x H?Zl x| ~
ny/m(m/2)™'? /4. Hence, the vectors of any reduced basis of (x,...,X,, k)"
are expected to have norm around

1/(m—n—1)
} \/mfnfl.

[(m/?)”/Zn\/m/él
Note that the expression is much smaller than ~||b||'/(™=1\/m — 1 for large M,
as ||b|| = M/n. Therefore, the first m —n — 1 vectors of any reduced basis of
b+ are likely to be short lattice points of (x1,...,X,, k)", and their expected
length is given by the previous expression. For these vectors, the approximate
length of the corresponding py is:

/(m—n—1)

[n\/m/4>< (m/Z)"/Z} n\/m —n—1)/4.

And condition B is likely to be satisfied if and only if this length is significantly
smaller than A(v'), that is:

/(m—n—1)

{n\/m/él X (m/Z)”/Z} n\/m —n-1)/4< Ml/"(n/3)1/ @n), /.

For sufficiently large m and n, the condition simplifies to:
Vmn(m —n—1)/4 < MY (3)

The left-hand part is not large. In other words, this step is expected to succeed
if the density n/logy (M) is very small, so that MY/" is large.

4.2 Disclosing the Hidden Coefficients

In the second step, the lattice Ly is known. The vectors x;’s are random and
have entries in {0, 1}, therefore these are short lattice points in L. Consider a
short vector of some reduced basis of Ly. If its entries are all in {0, 1} or {0, —1},
it is very likely to be one of the £x;’s. Otherwise, its entries are probably in
{0, £1}, as it must be shorter than the x;’s. To get rid of these vectors, we
transform the lattice Ly: we double all the lattice points, and we add the vector
(1,1,...,1). The new lattice is:

L\ =20y +7Zx (1,1,...,1).

The vectors 2x; — (1,1,...,1) belong to L., and their entries are +1: they are
short lattice points. We expect that there are no shorter vectors, since there is
no obvious short combination of (1,1,...,1) with the previous parasite vectors
when doubled. In other words, the vectors £[2x; — (1,1, ...,1)] should appear in
any reduced basis of the lattice L, . We expect this step to succeed if our lattice
reduction algorithm provides a sufficiently reduced basis.
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4.3 Recovering the Hidden Weights

Now that k and the x;’s are known, equation (B reads as a modular linear
system:
b:a1x1 + oXo + -+ -+ apnXy (IHOd M)

The only unknowns are the o ’s. If m is sufficiently large, this system is likely
to have a unique solution. One way to solve this system is to use an orthogonal
lattice. Denote by z;; the j-th coordinate of x;. Also denote by b; the i-th
coordinate of b. Let m’ < m. Consider the lattice L generated by the rows of
the following matrix:

bl i1 2,1 ... Tp,l M 0O ... 0

b T12 22 ... Tp2 0o M .
-0
b Ti,m! T2,m’ + - Tpm! 0... 0M
We note that L' must contain a point of the form (—1,a1,...,an,?,...,7),

since the o;’s satisfy the system. It follows that in any basis of L+, there exists
a linear combination (of the basis elements) for which the first coordinate is
equal to —1. Such a combination can easily be computed from an extended ged
algorithm applied to the list formed by the first coordinate of each basis element.
The element obtained is of the form (—1, 51,..., 08,7, ..., 7). Clearly, the vector
(61, .., 0n) modulo M satisfies the first m’ solutions of the system. If m’ is
sufficiently large, it must be the unique solution (a1, ..., a,). Hence, in order
to solve the system, it suffices to compute a basis of the orthogonal lattice L*,
which can be done in polynomial time.

4.4 Sparse Hidden Subset Sums

If the hidden subset sum is sparse, that is £ < n/2, the condition () gets slightly
better. Indeed, when one picks at most x weights in each subset sum, one can
show that E(||k[|?) ~ mk?/16 and E(||x;]|?) ~ ms/n. It follows, after a few
computations, that the attack is expected to succeed if:

1/(m—n—1)
[Ii\/m/4>< \/m(mli/n)"/ﬂ rv/mim —n —1)/4 < MY™(n/3)"/ ") /n.
For sufficiently large m and n, the condition simplifies to:

ry/m(m —n —1)/4 < MY™/n (4)

4.5 Affine Hidden Subset Sums

In the case of affine hidden subset sums, equation () becomes:

b+ sc = a;x1 + agxg + - - - + apx, + Mk (5)
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Only b, ¢ and M are known. The attack can be adapted as follows. Clearly,
lemma B remains correct if we take for u a vector orthogonal to b and ¢. Step 1
thus becomes:

1. Compute a reduced basis (u1, ug, . . ., U;,—2) of the orthogonal lattice (b, cf—.
2. Compute a basis of the orthogonal lattice (uy, ..., Uy (n41))" to obtain Ly.

The difference with the hidden subset problem is that, this time, the vector k
can be much bigger, due to the presence of s. More precisely, we have s ~ M /2
and ||c|| &~ M+/m/3, so that ||k|| ~ M+/m/12. In the appendix, we discuss how
to modify the previous arguments to explain why the condition is still expected
to be satisfied. Loosely speaking, when u is short, the vector p, cannot be
guaranteed to be short, but all its entries except the last one are short, which
suggests it cannot be a non-zero vector of v. Step 2 remains unchanged. And
in step 3, we solve a similar linear system which is induced by (H). Therefore, the
only difference when attacking affine hidden subset sums is that the underlying
condition is less likely to be satisfied.

4.6 Experiments

We implemented our attack using the NTL [ library version 3.1 developed by
V. Shoup. We used two reduction algorithms: the LLL [ii] algorithm to compute
orthogonal lattices, and Schnorr’s [l Korkine-Zolotarev reduction algorithm
with blocksize 20 to obtain better reduced bases. The implementation is fast:
when m < 300 and M is no larger than 512 bits, the attack performed in less
than 15 minutes on a 333MHz Ultrasparc-Ili. Heuristically, our attack works
when the density is much smaller than 1, but only experiments can tell us what
is exactly the limit. We stress that our implementation has not been optimized,
which means that it might be possible to go a little bit further than what we
obtained. For instance, one might try improved reduction algorithms such as [E].
In all our experiments, the attack worked as soon as step 1 was correct.

We first experimented the attack on hidden subset sums. If M is a 160-bit
number (resp. 512-bit) , the attack works up to n ~ 45 (resp. 90) with m ~ 90
(resp. 200). We were not able to attack larger values of n, even with larger
values of m (up to 400). For affine hidden subset sums, results are not as good:
if M is a 160-bit number (resp. 512-bit), the attack works up to n = 35 (resp.
60) with m ~ 90 (resp. 150). These results show that the conditions of validity
for the attack which we gave previously are quite pessimistic. In particular, it
appears that the attack is effective against small values of n, which are required
in a smartcard environment. Analyzing table ll, we find that in the smartcard
case, the HSS generator cannot be more efficient than the method of LL =] for
160-bit and 512-bit exponents.

However, there is quite a gap between the largest parameters that our attack
can handle and the parameters suggested in the scheme. When M'Y/" is very
small, even very short vectors can be orthogonal to v, so that step 1 is highly
unlikely to succeed. This is for instance the case with n = log, M. For such a
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n, our attack cannot even exploit the sparsity of the subset sums, and the best
attack remains the birthday attack. It follows that if one is willing to pay with
storage by choosing a sufficiently large value of n to foil the attack, then one
can choose a small k to reduce significantly the computation time. This does
not seem to be very useful in the 160-bit case, as LL’s method offers very good
performances. But it improves the situation for 512-bit exponents. Hence, the
hidden subset sum generator appears to be useful only for server applications,
with exponents of at least 512 bits.

5 The Randomness of the Hidden Subset Sum Generator

We analyze the distribution of the output of the hidden subset sum generator,
and discuss its implications on the security of the scheme. For fixed M, the
distribution is exponentially close (with respect to n) to the uniform distribution.
We provide a proof in two cases: when the 0, 1-coefficients are balanced, and
when they are not. It was pointed out to us that such results were already
known (technical result in [l], and a particular case is treated in [i]), but since
our proof is quite different, we include it in appendix B. Our technique is based
on the discrete Fourier transform, which might be of independent interest. The
following result is proved in the extended version of [i] (Lemma 1, p12):

Theorem 5. There exists a ¢ > 0 such that for oll M > 0, if ay,...,a, are
independently and uniformly chosen from [0..M — 1], then the following holds
with probability at least 1 — 27"

M-1 n 1
Z P ijozj:a M <27"/M,
a=0 j=1

where P refers to a uniform and independent choice of the x;’s in {0,1}.

This means that for fixed M, with overwhelming probability on the choice of
the «;’s, the distribution of the hidden subset sum generator is statistically close
to the uniform distribution. And the result remains valid when one considers a
polynomial number of samples instead of just one sample. More precisely, it is
well-known that if for some distributions Dy and Ds, the statistical difference of
D and D is less than €, then the statistical difference of D" and D3 is less than
me, where the notation D™ means picking m elements independently at ran-
dom from D. For instance, it can be proved by introducing hybrid distributions
consisting of k elements picked from D; and m — k picked from Ds.

Thus, for a fixed M, with overwhelming probability on the choice of the «;’s,
the distribution obtained by picking independently at random a polynomial num-
ber (in n) of outputs of the hidden subset sum generator corresponding to the
«;’s is statistically close to the uniform distribution. In particular, a polynomial-
time adversary cannot distinguish the two distributions. But a successful attack
against a scheme (for instance, DSS) using the hidden subset sum generator
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would serve as a distinguisher for those distributions, assuming that the un-
derlying scheme is unbreakable. Note that it was the case of our lattice-based
attack.

Hence, the hidden subset sum generator is provably secure in this sense when
the density is high. But this not very interesting from a practical point of view.
Because when the density is high and the 0, 1-coefficients are balanced, the
scheme does not save over the obvious square-and-multiply generator. However,
for the moment, we do not know what happens precisely with the actual distri-
bution of the generator, that is, when the subset sums are sparse. Our technique
is able to deal with the case of unbalanced coefficients (see section B.2), but we
are unable to extend it to the sparse distribution. Maybe the technique of [
will be more useful.

6 Conclusion

Boyko et al. proposed several methods to produce simple and very fast meth-
ods for generating randomly distributed pairs of the form (z,¢* mod p) and
(z,z° mod N) using precomputation. For discrete-log-based schemes, the secu-
rity of these generators against active attacks relied on the presumed hardness
of the hidden subset sum problem. We showed that the security against passive
attacks relied on a variant of this problem, which we called the affine hidden sub-
set sum problem. We provided a security criterion for these problems, based on
the density. On the one hand, we presented an effective lattice-based algorithm
which can heuristically solve these problems when the density is very small. Ex-
periments have confirmed the theoretical analysis, and show that the practical
interest of the proposed schemes is marginal. When applied to protocols such as
DSS, ElGamal, or Schnorr, the proposed methods cannot be significantly more
efficient on smartcards than traditional exponentiation methods based on pre-
computation, without being vulnerable to attacks. On the other hand, we showed
that when the density is high, the distribution of the output of the generator was
exponentially close to the uniform distribution, which provides undistinguisha-
bility against polynomial-time adversaries. The two conditions complement each
other, but there is still a gap. It would be interesting to reduce the gap, either
by improving the attack, or the hardness results. In particular, it would be nice
to obtain a hardness result of practical interest for the actual hidden subset sum
generator which uses sparse subset sums.

Acknowledgments. We would like to thank the anonymous referees for their
helpful comments.
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A The Condition for Affine Hidden Subset Sums

We explain why the modified step 1 of the attack is still expected to succeed
against affine hidden subset sums when the density is very small. This time, the
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vector k is long:
k|| = My/m/12.

Therefore, we no longer know a high-dimensional sublattice of (b, ¢)* with small
determinant. Still, we can hope that the first vectors of a reduced basis of (b, ¢)~*
will have norm around (||b]| x ||c|)*/ ™= 2)y/m — 2 ~ (mM?/3)"/(m=2)/m — 2
which is small for large m. But the explanations of section Ell regarding condi-
tion M are no longer convincing, because p, cannot be guaranteed to be short,
even if u is very short (which it is). Recall that

Pu = (u.xy,...,u.x,, uk).

All the dot products u.x;’s are still small, but the last coordinate u.k might
be large, since k is long. However, we still expect that p, cannot be a non-zero
vector of v if u is very short, because most of its coordinates are very small.

To see this, let A be a bound for all the |u.x;|’s, and B a bound for the last
coordinate |u.k|. Denote by S the set of all vectors (yi,...,Yns1) € Z"! where
all the y;’s are positive with y,11 < B and the remaining y;’s are less than
A. There are A™B vectors in S. Now, consider the dot product of an element
of S with v,. This dot product is in absolute value less than (nA + B)M, so
that there are most 2(nA + B)M different possible values. It follows by the
pigeon-hole principle that if A”B > 2(nA + B)M, there must be a collision,
that is, there must exist two distinct vectors z; and zo in S that have the same
dot product with v, which yields by difference an non-zero orthogonal vector
to V4. The first n entries of this vector are less than A in absolute value, and
the last entry is less than B in absolute value. This vector might be py. But
if A"B <« 2(nA + B)M, one does not expect any collision, and therefore py, is
unlikely to be a non-zero vector orthogonal to v,. The parameter B has limited
influence on this condition, it is the value of A which is preponderant. In other
words, when u is short, py is not necessarily short, but all its entries except
the last one (which corresponds to k) are small. This makes a small bound for
A and a large one for B, and therefore, the condition A"B <« 2(nA + B)M is
nevertheless satisfied when the density is small.

B A Fourier Analysis of the Hidden Subset Generator

We compare the distribution of the output of the hidden subset sum genera-
tor with the uniform distribution, in two cases: when the 0, 1-coefficients are
balanced, and when they are not.

B.1 The Basic Case

Let M be an integer, and let oy, ..., a, be independently and uniformly chosen
from [0..M — 1]. We first investigate the basic case where a linear combination

Z zja; (mod M)
j=1
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is produced with the z;’s independently and uniformly chosen from {0,1}. We
use the Fourier transform over the abelian group Zy;. The characters xx(t) =

2mik

e”%" form an orthonormal basis of L2(Zy;), endowed with the uniform proba-
bility measure and therefore any element f of L?(Zys) can be recovered from its
Fourier coefficients f(k) = J, Zé\igl f(q)e=2™*a/M through the inverse Fourier

formula:
M ~
= Z J(B)Xk
k=0

We now evaluate the expectation of each i with respect to the image prob-
ability of the product probability over {0,1}™ induced by the transformation:
(X1, .., Tpn) — Z _1 xzjo5. We get for k # 0:

i i j O 5 1 miko
E(xx) =E (627%21':1% J/M> = 1_[1 N <1+62 k J/M>.
J:

Since |1+ €¥|? = (1 + cos 0)? + sin® @ = 2 + 2 cos 0, it follows that:

M-1 M—-1 n

1+ cos (2mka; /M)

Eo)?= > 11 ,
k=1 k=1 j=1
We estimate this expression, with respect to a uniform choice of the «;’s in
[0..M —1]:
Lemma 6. Let k be an integer in [1..M —1]. If a is a random integer uniformly
chosen from [0..M — 1] then:
E [cos(2kma/M)] = E [sin(2kma/M)] = 0.

Proof. Let 0 = 2kw /M. By deﬁnition the two expectations are respectively the
real and imaginary part of: E = J, Za o 'eio® But since k € [1..M — 1], the

complex e’ is an M-th root of unity different from 1. Therefore the geometric
sum is actually equal to zero, which completes the proof. a

Corollary 7. Let € > 0. If the a;’s are independently and uniformly chosen
from [0..M — 1], then the following holds with probability at least 1 — &:
le ﬁ L+ cos (2mhay /M) _ M27"
= 2 - e

Proof. Denote by X the left-hand random variable. By independence of the o;’s,
the previous lemma shows that:

M—-1 n

1 M

k=1 j=1

And the result follows by Markov inequality. O
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Now assume that the «;’s satisfy the inequality of the previous proposition for
some € > 0. Then:

—n

M—-1

M?2
S IBGwP <
k=1

This in turn means that f — f(0) = 22/121 f(k).xx has expectation bounded
by || f]|.n/M27"/e, where ||f|| denotes the L?-norm of f with respect to the
uniform probability on Zp;. This reads:

|E(f) — fO)] < [|fl]-v/M27"/e,

and establishes a bound on the difference between the expectation E(f) and the
expectation of the same function f taken over the uniform probability on Zj,.
Applying to a given event X, and using corollary B, we obtain:

Theorem 8. Let ¢ > 0. If oy, ..., o, are independently and uniformly chosen
from [0..M — 1], then the following holds with probability at least 1 — e: for
any subset X of Zp; with uniform probability 5, the probability &' of X with
respect to the image probability of the product probability over {0,1}™ induced
by the transformation (x1,...,x,) — 2?21 zjay, differs from 6 by an amount
bounded by:

VoM2" /e

B.2 The Case of Unbalanced Coefficients

We now assume that the coefficients x;’s are unbalanced and chosen according to
a distribution where zeros are more likely to appear. We consider the probability
ditsribution on {0,1} where one receives probability p and zero 1 — p and we
endow {0, 1}" with the product probability P,. It is easy to show that the results
of the previous section go through mutatis mutandis. The main difference is that
the expectation of y becomes

27rikcxj

[[—p)+pe »
j=1

An easy computation shows that this amounts to replacing the term ;[1 +
cos (2mkaj /M)] by (1 — p)? + 2p(1 — p) cos(2wka; /M) + p* in the expression
of |E(xk)|?. Lemma B shows that the cosine term has zero mean, with respect
to a uniform choice of a; from [0..M — 1]. It follows that the previous term has
expectation equal to (1 —p)? + p?. We finally get:

Theorem 9. Let ¢ > 0. If oy, ..., o, are independently and uniformly chosen
from [0..M — 1], then the following holds with probability at least 1 — : for any
subset X of Zpy; with uniform probability &, the probability &' of X, with respect
to the image probability of P, induced by the transformation (x1,...,x,) —
YU wjay, differs from § by an amount bounded by

VOM((1 - p)2 + p2)n /.
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Abstract. We discuss several applications of information theory in cryp-
tography, both for unconditional and for computational security. Un-
conditionally-secure secrecy, authentication, and key agreement are re-
viewed. It is argued that wunconditional security can practi-
cally be achieved by exploiting the fact that cryptography takes place
in a physical world in which, for instance due to noise, nobody can have
complete information about the state of a system.

The general concept of an information-theoretic cryptographic primi-
tive is proposed which covers many previously considered primitives like
oblivious transfer, noisy channels, and multi-party computation. Many
results in information-theoretic cryptography can be phrased as reduc-
tions among such primitives We also propose the concept of a generalized
random oracle which answers more general queries than the evaluation
of a random function. They have applications in proofs of the computa-
tional security of certain cryptographic schemes.

This extended abstract summarizes in an informal and non-technical
way some of the material presented in the author’s lecture to be given
at Crypto "99.

Key words: Information theory, unconditional security, conditional in-
dependence, information-theoretic primitive, generalized random oracle.

1 Introduction

Historically, information theory and cryptography are closely intertwined, al-
though the latter is a much older discipline. Shannon’s foundation of information
theory [E] was motivated in part by his work on secrecy coding during the sec-
ond world war, and it may be for this reason that his work was not de-classified
until 1948 when his seminal paper was published. His 1949 companion paper on
the communication theory of secrecy systems [BY] was, like Diffie and Hellman’s
later discovery of public-key cryptography [id], a key paper in the transition of
cryptography from an art to a science.

There are two types of cryptographic security. The security of a crypto-
graphic system can rely either on the computational infeasibility of breaking it
(computational security), or on the theoretical impossibility of breaking it, even
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using infinite computing power (information-theoretic or unconditional security).
Because no computational problem has been proved to be computationally diffi-
cult for a reasonable model of computation, the computational security of every
practical cryptographic system relies on an unproven intractability assumption.
In contrast, information-theoretically secure systems rely on no such assump-
tions, but they rely on an assumption about the probabilistic behavior of the
universe, for instance of a noisy channel or a quantum measurement. However,
even computationally-secure systems rely on such assumptions, at least the tac-
itly made assumption that random keys can be generated and that they are
independent of an adversary’s entire a priori knowledge.

While information-theoretic security is stronger than computational security,
it is usually less practical. In fact, Shannon’s proof that perfect secrecy requires
a secret key of the same length as the plaintext is often taken as evidence that
unconditional security can never be practical. However, this precipitate jump to
conclusions should be reconsidered: in contrast to Shannon’s model, in which his
result holds, cryptography takes place in a physical world (every communication
channel is based on a physical process) in which nobody can have complete
information about the state of a system, for instance due to noise or theoretical
limitations of quantum physics.

Information theory has several applications in cryptography. First, it allows
to prove the unconditional security of cryptographic systems. Second, it allows to
prove impossibility and lower bound results on the achievability of unconditional
security. Third, it is a key tool in reduction proofs showing that breaking a cryp-
tographic system is as hard as breaking an underlying cryptographic primitive
(e.g. a one-way function or a pseudo-random function).

In this extended abstract we give an overview of known applications and
results of information theory in cryptography. Due to space limitations we cannot
give a complete overview of the extensive literature on the subject. The treatment
is informal and non-technical, emphasizing concepts and general viewpoints. In
Section 2, we review some basic concepts of information theory and state two
basic facts on conditional independence. In Section 3, we summarize known
results on unconditional secrecy, authentication, and key agreement. In Section 4
we take a general approach to cryptographic primitives and reductions among
them. The concept of generalized random oracles is sketched briefly in Section 5,
followed by some conclusions.

2 Random Variables, Entropy, and Conditional
Independence

Information theory, like statistics, is a mathematical theory based on probability
theoryl In almost all applications of probability theory in cryptography one
considers a discrete random experiment which is conceptually very simple: it is
defined by a finite or countably infinite set called the sample space, consisting

! We refer to [] and [ for a more detailed introduction to information theory, and
to [ for an introduction to probability theory.
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of all elementary events, and a probability measure assigning a non-negative real
number to every elementary event, such that the sum of all these probabilities is
equal to 1. An event of a discrete random experiment is a subset of the sample
space, and the probability assigned to it is the sum of the probabilities of its
elementary events.

A discrete random variable X is a mapping from the sample space to a certain
range X and is characterized by its probability distribution Px that assigns to
every x € X the probability Px(z) of the event that X takes on the value z.

The entropy of a random variable X is a real number that measures the
uncertainty about the value of X when the underlying random experiment is
carried out. It is defined as

H(X) = =) Px(z)log, Px(x),

assuming here and in the sequel that terms of the form 0log 0 are excluded from
the summation. The particular formula will be irrelevant below, but we need
certain important properties of entropy. It is easy to verify that

0 < H(X) < log, |X]|

with equality on the left if and only if Px(x) = 1 for some x € X and with
equality on the right (for finite X) if and only if Px(z) = 1/|X]| for allxz € X.

The deviation of the entropy H(X) from its maximal value can be used as
a measure of non-uniformity of the distribution Px. While there are other such
non-uniformity measures (e.g., based on Rényi entropy and min-entropy, which
have some interesting applications not discussed in this paper), the significance
of Shannon entropy is that it satisfies some intuitive rules (e.g., the chain rule)
and that it gives the right answer to fundamental questions in communication
engineering: how much can (reversible) data compression reduce the size of a
message, and how many information bits per channel use can be transmitted
reliably over a given noisy communication channel?

When several random variables (e.g. X,Y, Z with joint distribution Pxyz)
are considered, they are always defined on the same random experiment. The
definition of H(X) can be generalized to the definition of the joint entropy of two
or more random variables. For instance, we have H(XY Z) = =37, ) Pxvz
(z,y,2)log Pxyz(z,y, 2).

The conditional probability distribution Px|y(-,y) of the random variable
X, given the event Y =y, is defined by Pxy(z,y) = Pxy(z,y)/Py(y) when
Py (y) # 0. For every such y € ), Px|y(-,y) is a probability distribution satis-
fying > c» Px|y(7,y) = 1. The entropy of this distribution is the conditional
entropy of X, given the event Y = y:

H(X|Y =y) == Pxjy(x,y)logs Pxy (z]y).
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The conditional uncertainty of X, given the random variable Y, is defined as the
average over all y of H(X|Y = y), and is not the entropy of a distribution:

HX)Y) = Y HX|Y =y)Pr(y)
y€Y: Py (y)#0

One can show that additional knowledge can never increase entropy:
0 < H(X|Y) < H(X),

with equality on the left if and only if Y determines X (except when Py (y) # 0)
and with equality on the right if and only if X and Y are statistically independent
(see below).

An important rule for transforming entropies is

H(XY) = H(X)+ H(Y|X),

i.e., the joint entropy about X and Y is the entropy about X plus the additional
entropy about Y, given that X is known. This so-called chain rule can be used
repeatedly to expand H (X7 X5 - Xy) as

N
H(X Xy Xy) = > H(Xn| X1+ Xp1).
n=1

Note that the order in which variables are extracted is arbitrary. For example,

H(XYZ)=H(X)+ H(Y|X)+ H(Z|XY)
= H(Y)+H(Z|Y)+ H(X|Y Z).

The mutual information I(X;Y) between two random variables X and Y is
defined as the amount by which the uncertainty (entropy) about X is reduced
by learning Y:

I(X;Y) = H(X)- H(X]|Y).

The term mutual stems from the fact that, as can easily be verified, I(X;Y) =
I(Y;X) = H(Y) — H(X]Y). The conditional mutual information between X
and Y, given the random variable Z, is defined as

I(X;Y|Z) = H(X|Z) - HX|YZ).

We have I(X;Y|Z) = 0 if and ounly if X and Y are statistically independent
when given Z.

Conditional independence is a fundamental concept in information-theoretic
cryptography. Two events A and B are statistically independent, here denoted
[A; B], it P(AN B) = P(A) - P(B). In the following we will drop the symbol N
and use the shorter notation P(A, B) or simply P(AB) for P(ANB). Two events
A and B are conditionally independent, given the event C, denoted [A; B|C], if
P(ANnBNC)-P(C)=PANC)-P(BNC) or, in our short notation,

P(ABC) - P(C) = P(AC) - P(BC).
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If P(C) > 0, this is equivalent to P(AB|C) = P(A|C) - P(B|C). Note that
independence is symmetric, i.e. [A; B] <= [B; 4] and [A; B|C] <= [B; A|C].
Let A denote the complement of the event A. One can also show that [4; B] <=
[A; B] and [A; B] <= [4; B] while [A; BC] = [A; BC] is false in general.

The concept of statistical independence and this notation can be extended to
a situation where any of A, B and C can be either an event or a random variable.
Independence when random variables are involved means that the independence
relation holds when any random variable is replaced by the event that it takes
on a particular value. For instance, if A is an event and X and Y are random
variables, then [X; A|Y] is equivalent to [X = x; A|Y = y] for all x and y.

The following theorem stated without proof implies the rules for a calculus
of conditional independence and is useful for simplifying certain security proofs.
It states under which condition an event or random variable can be added to an
independence set. Moreover, any random variables in an independence set can
be dropped, and, if accompanied in the set only by other random variables, then
it can also be moved to the conditioning set.

Theorem 1. Let S, T,U and V each be an event or a random variable (defined
for the same random experiment). Then

[S;T|V] and [S;U|TV] = [S;TU|V].

IfU is a random variable, then [S; TU|V] = [S; T|V], and if also T is a random
variable, then [S; TU|V] = [S;U|TV]

Note that if S, T', and U are events, then [S; TU] [S; T|U] and [S; TU}
[S;T] are false in general. For instance, let P(S) = P(T) = P(U) =
P(ST) = P(SU) = P(TU) = 0.2, and P(STU) = 0.1. Then P(STU )
P(S)P(TU) = 0.1 but P(STU)P(U) = 0.05 # P(SU)P(TU) = 0.04.

N

3 Unconditional Secrecy, Authenticity, and Key
Agreement

One of the fundamental problems in cryptography is the transmission of a mes-
sage M from a sender Alice to a receiver Bob such that an adversary Eve with
access to the communication channel is unable to obtain information about M
(secrecy). Moreover, if Eve has write-access to the channel, then Bob must not
accept a fraudulent message modified or inserted by Eve (authenticity). This
is achieved by Alice and Bob sharing a secret key K used together with the
message to compute a ciphertext C' to be transmitted over the channelll The
security can be either computational or information-theoretic, and we are here
only interested in the latter.

2 For instance, C' is an encryption of M, or M together with an appended message
authentication code.
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3.1 Unconditional Authentication

Unconditionally secure message authentication based on a shared secret key was
first considered in [Z4] and later in a large number of papers (e.g., see [E2], [E1],
[£2]). Another line of research is devoted to proving lower bounds on the cheating
probability as a function of the entropy of the key, H(K); see [Ed] for a discussion
and generalization of these bounds. Assume that the secret key K is used to
authenticate a message M, resulting in ciphertext C', and let p; and pg denote
Eve’s probability of successfully creating a fraudulent message (impersonation
attack) and of successfully replacing a valid message by a fraudulent message
(substitution attack), respectively, then the following lower bounds hold for any
authentication system, for an optimal cheating strategy:

pr > 271G pe > 97 HIKION - and  max(pr, ps) > 27 HUH/2,

In other words, half of the key must be used for protecting against an imperson-
ation attack, and the other half to prevent a substitution attack. These bounds
can be generalized in various directions, for instance to a setting where n consec-
utive messages are authenticated using the same key. Then the cheating proba-
bility is lower bounded by 2~ H )/ (n+1),

This bound can easily be achieved, when the message space is a subset of
the k-bit strings, by a scheme based on polynomial evaluation (where the secret
key consists of the n + 1 coefficients of a polynomial over GF(2*) of degree n),
achieving cheating probability 27%. One can show that equality in the bounds
cannot be achieved for larger message spaces. However, Gemmell and Naor [Z5]
proved that interactive protocols for authenticating a k-bit message can make
more efficient use of the secret key than non-interactive protocols.

3.2 TUnconditional Secrecy

It is well-known that the one-time pad [&d] provides perfect secrecy (though
no authenticity unless the message is redundant), where perfect secrecy is the
strongest possible type of security of an encryption system and is defined as the
message M and the ciphertext C' being statistically independent: I(M;C) = 0,
or [M; C]. Shannon [B] proved that for every perfect system, H(K) > H(M), i.e.
perfect secrecy requires an impractically large amount of secret key. A system
that is perfect for every distribution Pj; of the message M is called robustly
perfect. The (binary) key of such a system must be at least as long as the
message; hence the one-time pad is optimal. Rather than proving Shannon’s
bound, we look at a more general setting below from which Shannon’s result
follows as a special case.

In the following we assume that an insecure communication channel between
Alice and Bob is available. Since we are interested in results on security and
not primarily on communication efficiency, this assumption is made without loss
of generality. It implies that a secure key agreement protocol implies a secure
encryption scheme (e.g. using the one-time pad), and the reverse implication is
trivial. Thus we can restrict our attention to key agreement.
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3.3 Unconditional Key Agreement: Impossibility Results and
Bounds

Definition 1. A key-agreement protocol consists of a communication phase in
which Alice and Bob alternate sending each other messages C1, Cs, Cs, .. ., where
we assume that Alice sends messages Cq,Cs, Cs, ... and Bob sends messages
Cs,Cy4, Cg, . . .. Each message can depend on the sender’s entire view of the pro-
tocol and possibly on privately generated random bits.

After the communication phase, Alice and Bob each either accepts or rejects
the protocol execution, depending on whether he or she believes to be able to
generate a shared secret key. If Alice accepts, she generates a key S depending
on her view of the protocol.

Similarly, if Bob accepts, he generates a key S’ depending on his view of the
protocol. Even if a party does not accept, he or she may generate a key. o

In the sequel we assume without loss of generality that S and S’ are binary
strings of length |S| = |S’| = k, where the goal is of course to make k as large as
possible. Let ¢ be the total number of messages and let C* = [C1, ..., Cy] denote
the set of exchanged messages.

Informally, a key agreement protocol is secure if the following conditions are
satisfied [BAEA):

— whenever Eve is only passive, then Alice and Bob both accept, and
— whenever one of the parties accepts, then
- the other party has also generated a key (with or without accepting),
and the two keys agree with very high probability (i.e. P[S # S'] = 0),
- the key S is very close to uniformly distributed, i.e. H(S) (and hence
also H(S")) is very close to k, and
- Eve’s information about S, I(.S; C'Z), given her entire knowledge, is very
small (see the definition of Z below).

It appears obvious that if Alice and Bob do not share at least some partially
secret information initially, they cannot generate an information-theoretically
secure secret key S (i.e. H(S) = 0) if they can only communicate over a public
channel accessible to Eve, even if this channel is authenticated |l This follows
from inequality (@) below and implies Shannon’s bound H (K) > H(M).

In order for the key agreement problem to be interesting and relevant, we
therefore need to consider a setting that takes into account the possibility that
Alice and Bob each have some correlated side information about which Eve does
not have complete information. Several such scenarios, practical and theoretical,
have been considered. For instance, Fischer and Wright analyzed a setting in
which Alice and Bob are assumed to have been dealt disjoint random deals of
cards. More natural and realistic scenarios may arise from exploiting an adver-
sary’s partial uncertainty due to unavoidable noise in the communication channel
or intrinsic limitations of quantum physics. We refer to [H] for a discussion of

3 This fact can be rephrased as follows: There exists no unconditionally-secure public-
key cryptosystem or public-key distribution protocol.
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quantum key agreement. The problem of designing information-theoretically se-
cure key agreement protocols is hence to identify practical scenarios in which
the adversary’s total information can be bounded, and then to design a protocol
that exploits this scenario.

Such a scenario can generally be modeled by assuming that Alice, Bob, and
Eve initially know random variables X, Y, and Z, respectively, which are jointly
distributed according to some probability distribution Pxy Zl These random
variables could be the individual received noise signals of a deep-space radio
source, or the individual received noisy versions of a random bit string broadcast
by a satellite at a very low signal power.

For this setting it was shown in [E3] thatl

H(S) < I(X;Y]Z),

where I(X;Y|Z) denotes the intrinsic conditional mutual information between
X and Y, given Z, which is defined as follows [E3]:

I(X;Y]Z) = inf {I(X;YZ) : PXYZZPXYZ.PZZ} .

z1z 2€Z
The above inequality is a generalization of the following bound [E4:
H(S) < min[I(X;Y), I(X;Y]Z)]. (1)

Note that I(X;Y) and I(X;Y|Z) are obtained when Z is a constant or Z = Z,
respectively, and that I[(X;Y|Z) > I(X;Y) is possible.

3.4 Unconditional Key Agreement by Public Discussion

The previous bound is an impossibility result. In order to prove constructive
results about key agreement by public discussion, we need to make an explicit
assumption about the distribution Pxyz. A very natural assumption, which is
often made in an information-theoretic context, is that the same random ex-
periment generating X,Y, and Z is repeated independently many times. One
can then define the secret key rate S(X;Y||Z) B4 as the maximum rate (per
executed random experiment) at which Alice and Bob can generate secret key, as-
suming (for now) an authenticated but otherwise insecure communication chan-
nel.

This rate turns out to be positive even in cases where intuition might sug-
gest that key agreement is impossible. For instance, when a satellite broadcasts
random bits and X, Y, and Z are the bits (or more generally signals) received

4 More generally, the distribution Pxyz could be under Eve’s partial control and
may only partly be known to Alice and Bob, for instance in the case of a quantum
transmission disturbed by Eve.

® neglecting here the fact that the bound can be slightly greater if imperfect secrecy
or a non-zero failure probability is tolerated.
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by Alice, Bob, and Eve, respectively, then key agreement is possible under the
sole condition that Eve’s channel is not completely perfect, even if Alice’s and
Bob’s channels are by orders of magnitude more noisy than Eve’s channel, for
instance when Alice’s and Bob’s bit error rates are very close to 50% (e.g. 0.499)
and Eve’s bit error rate is very small (e.g. 0.001).

We conjecture that the secret key rate S(X;Y||Z) is positive if and only if
I(X;Y | Z) is positive, and the two quantities may even be equal. Even if the
public discussion channel is not authenticated, key agreement is still possible.
The secret key rate is even equal to S(X;Y||Z) (where an authenticated channel
is assumed) [BAIE], except if Eve can either generate from Z a random variable
Y such that P, = Pxy or, symmetrically, a random variable X such that
P = Pxy. In both these cases, key agreement is impossible.

Many results on unconditionally secure key agreement were recently refined
in various ways. We refer to [iH] for a very good overview and to [HIE] for
detailed accounts of recent results in unconditionally-secure key agreement.

3.5 Public Randomness and Memory-Bounded Adversaries

In this section we briefly discuss two other scenarios in which Eve cannot obtain
complete information, and where this can be exploited by Alice and Bob to agree
on a very long unconditionally-secure secret key S (e.g. 1 Gigabyte), assuming
that they share only a short secret key K (e.g. 5000 bits) initially.

Suppose that all parties, including Eve, have access to a public source of
randomness (similar to a random oracle) which is too large to be read entirely
by Eve in feasible time. Then Alice and Bob can access only a moderate number
of random bits, selected and combined using the secret key, such that unless
Eve examines a substantial fraction (e.g. one half) of the random bits (which is
infeasible), she ends up having no information about the generated key [Ed]. More
precisely, there exists an event £ such that [S; KW|E], where W summarizes
Eve’s entire observation resulting from an adaptive access strategy. This is true
even if Eve is given access to the secret key K after finishing her access phase.
Moreover, for any adaptive strategy (without knowledge of K), the event £ has
probability exponentially close to 1. In other words, conditioned on this high-
probability event, the scheme achieves perfect secrecy.

While the original proof assumed that Eve accesses individual bits of the
source, Aumann and Rabin [&4] showed that the scheme is secure even if she ac-
cesses arbitrary bits of information about the random bits, e.g. Boolean functions
evaluated on all the randomizer bits.

This also motivates the following model [ : Alice and Bob publicly exchange
a random string too long to fit into Eve’s memory, and use a scheme similar to
that described above, based on a short initially shared secret key. It’s security
holds based on the sole assumption that Eve’s memory capacity is bounded,
without assumption about her computing power.
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4 Information-Theoretic Primitives: A General
Perspective

In both complexity-theoretic and information-theoretic cryptography, an impor-
tant body of research is devoted to the reduction of one primitive to another
primitive, e.g. of a pseudo-random number generator to a one-way function [Z4]
or of oblivious transfer to the existence of a noisy channel []. In this section
we informally define a general notion of an information-theoretic cryptographic
primitive, discuss the general reduction problem among such primitives and pos-
sible goals of such a reduction, and show that many results in the literature fit
into this general framework.

4.1 Definition of IT-Primitives

Definition 2. A (stateless) information-theoretic cryptographic primitive (IT-
primitive or simply primitive, for short) is an abstractly defined mechanism
(which can be viewed as a service offered by a trusted party) to which n > 2
players Py, ..., P, have access. For every invocation of the primitive, each player
P; can provide a (secret) input X; from a certain domain and receives a (secret)
output Y; from a certain range according to a certain (usually publicly known)
conditional probability distribution Py, . v, |x;....x, of the outputs, given the
inputs.

As described, different invocations of the primitive are independent, but more
generally an IT-primitive can have an internal state: the players can provide
inputs and receive outputs in consecutive rounds, where in each round the de-
pendence of the outputs on the inputs and the current state is specified by a
conditional probability distribution.

This concept encompasses as special cases a very large class of previously con-
sidered cryptographic primitives, including secure message transmission, noisy
channels, all types of oblivious transfer, broadcast channels, and secure multi-
party computation, as will be explained below. The concept of a secure reduction
of one primitive to another primitive will be discussed later.

There are at least two different ways of defining what it means for the players
to have incomplete knowledge of the distribution Py, . v, |x;,...x,.-

— The distribution can be any one in a class of distributions, possibly chosen
by an adversary. If such a primitive is used in a protocol, security must be
guaranteed for all distributions in the class.

— The distribution is fixed, but some or all players’ knowledge about the dis-
tribution may be incomplete. This can be modeled by letting each player
receive an additional output summarizing his information about the distri-
bution. This extra output can be viewed as part of the regular output and
hence this case is covered by the above definition.
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4.2 Examples
Let us first consider some IT-primitives for n = 2 players, called Alice and Bob.

— A noisy channel from Alice to Bob: Alice can provide an input X from a cer-
tain domain (e.g. a bit) and Bob receives the output Y generated according
to the conditional distribution Py |x. For instance, in a binary symmetric
channel with error rate €, Py|x(y,z) = € if x # y and Py|x(y,z) = 1 — € if
x = y. The (v, 0)-unfair noisy channel of B3] is a binary symmetric channel
with error probability chosen by the adversary in the interval [, d].

— Oblivious transfer (OT) of any type is a classical example of an IT-primitive.
In standard 1-out-of-2 OT, Alice chooses as input two bits (or bit strings),
Bob chooses as input a selection bit, and Bob learns as output the corre-
sponding bit (or string), while Alice learns nothing. In the generalized OT
of Brassard and Crépeau [5], Bob can choose to receive any binary function
of the two input bits, and this can be generalized further B to allow Bob
to specify any channel over which he receives the two input bits, with the
only constraint that his uncertainty (entropy) about the two input bits be
at least -, for some 0 < v < 2.

— Damgard, Kilian, and Salvail [B5] introduced a more general two-party primi-
tive which they called weak oblivious transfer (WOT). In this model, also Al-
ice receives an output that gives her partial information about Bob’s choice.

— A commitment scheme is a primitive with state: Alice inputs a value (which
is kept as the state). Later, upon initiation of an opening phase, Alice chooses
(with a binary input) whether or not she agrees to open the commitment,
and Bob’s output is the committed value or a dummy value, respectively.
This primitive can also be defined with respect to several players (see below).

Damgard et al. [£3] also introduced a two-player primitive called weak generic
transfer (WGT) that is similar to the two-player case of our general IT-primitive.
However, the models differ in the following way: In WGT, cheating by one of the
players is modeled by an additional output which the player receives only when
cheating, but not otherwise. Passive cheating means that the player collects this
information, without deviating from the protocol, and active cheating means that
the player can take this extra information into account during the execution of
the protocol. In contrast, cheating is in our definition not considered as part of
the primitive, but as misbehavior to be protected against in a protocol in which
the primitive is used. The possible assumption that a player receives additional
information when cheating can be phrased as a security condition of a protocol
in which the primitive is used.

Next we consider primitives for n = 3 players which we call Alice, Bob, and
Eve, and where it is known in advance that Alice and Bob are honest while Eve
is a cheating adversary.

— Key agreement between Alice and Bob: The players have no inputl and re-
ceive outputs Y4, Y, and Yg, respectively. The specification of the primitive

5 Invocation of the primitive could actually be considered as a special type of input.
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is that Y4 is chosen uniformly at random from the key space, that Yg = Yy,
and that Yz is some dummy output that is independent of Yj.

— A noisy random source: there are again no inputs, but the outputs Ya, Y5,
and Yg are selected according to a general distribution. This corresponds
to the key agreement scenario discussed in the previous section, where the
random variables Y4, Yp, and Yg were called XY, and Z and generated
according to some distribution Pxy z. The distribution of a random deal of
cards [ is also a special case.

— Wyner’s wire-tap channel [ and the generalization due to Csiszdr and
Korner [E2]: A symbol sent by Alice is received by Bob and Eve over two
dependent noisy channels.

— Secure message transmission also fits into this framework: Alice’s input is
received by Bob, Eve receives no output. If the channel is authenticated but
not confidential, then Eve also receives the output.

— A quantum channel from Alice to Bob can also be modeled as an IT-primitive
if the eavesdropper is forced to measure each quantum state independently.
For modeling the possibility that Eve could perform general quantum com-
putations on the quantum states, our I'T-primitive can be generalized to the
quantum world.

We now describe some IT-primitives for general n:

— A broadcast channel: A designated sender provides an input which is received
(consistently) by all other n — 1 players.

— Secure function evaluation for an agreed function: each player provides a
secret input and receives the output of a function evaluated on all inputs.
The players’ output functions can be different.

— Secure multi-party computation [PEEIC]] among a set of n > 2 players:
here the primitive keeps state. This corresponds to the general paradigm of
simulating a trusted party.

— A random oracle can also be interpreted in this framework.

4.3 Reductions among IT-Primitives

The general reduction problem can be phrased as follows: assuming the avail-
ability of one primitive G (more generally, several primitives Gy, ..., Gs), can
one construct primitive H, even if some of the players cheat, where the type of
tolerable cheating must be specified. One can distinguish many types of cheat-
ing. Three well-defined cases are active cheater(s) who deviate from the protocol
in an arbitrary manner, passive cheaters who follow the protocol but record all
information in order to violate other players’ privacy, and fail-corrupted cheaters
who may stop executing the protocol at any time. Cheating players are usually
modeled by assuming a central adversary who may corrupt some of the players.

One generally assumes without essential loss of generality or applicability
that insecure communication channels between any pair of entities are available.

Such information-theoretic reductions among primitives are interesting for
at least two reasons. First, if a certain primitive exists or can be assumed to
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exist in nature (e.g. a noisy channel), then it can be used to build practical
unconditionally-secure protocols. Second, if a primitive can be realized or ap-
proximated cryptographically (e.g. oblivious transfer), then one can construct
computationally-secure cryptographic protocols with a well-defined isolated com-
plexity assumption. The relevance of a reduction result depends on at least the
following criteria:

— whether the resulting primitive is useful in applications,

— whether the assumed primitive has a natural realization in the physical
world, or can efficiently be realized by cryptographic means,

— the efficiency of the reduction, for instance the number of invocations of
primitive G needed to realize one occurrence of H?

— the assumption about cheating (e.g. less than n/3 cheaters), and

— which additional assumptions are made (e.g., availability of an authenticated
channel between certain or all pairs of players).

Informally, a reduction of one primitive to another is secure against an ad-
versary with some specified corruption power if the adversary can do nothing
more in the protocol than what he could do in an idealized implementation of
the primitive, except possibly with exponentially small probability.

Many results in cryptography can be phrased as a reduction among primi-
tives. Some of them were mentioned above, and a few are listed below:

— Many reduction results for oblivious transfer (e.g. [ 7] ).

— Secret-key agreement by public discussion from noisy channels as discussed
in the previous section can be interpreted as the reduction of key agreement
to a certain type of noisy source.

— Privacy amplification [BF], an important sub-protocol in unconditional key
agreement, can be interpreted as the reduction of key agreement to a setting
in which Alice and Bob share the same string, but where Eve has some ar-
bitrary unknown type information about the string with the only constraint
being an upper bound on the total amount of information.

— Byzantine agreement protocols (e.g., see [E3]) can be interpreted as the re-
duction of the broadcast primitive to the primitive of bilateral authenticated
channels, assuming active cheating by less than n/3 of the players.

— The commitment primitive can be defined for an arbitrary number n of
players, one of which commits to an input. Secret sharing can be interpreted
as a reduction of such a commitment primitive to the primitive of bilateral
secure communication channels, assuming only passive cheating by a non-
qualified set of players. Verifiable secret sharing is like secret sharing, but
security is guaranteed with respect to active cheaters (e.g. less than n/3).

— The results of Ben-Or, Goldwasser and Wigderson [d] and Chaum, Crépeau,
and Damgard [ can be interpreted as the reduction of the primitive se-
cure multi-party computation to the primitive bilateral secure communica-
tion channels, assuming active cheating by less than n/3 of the players. If
also the broadcast primitive is assumed, then less than n/2 cheaters can be
tolerated [E3].
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4.4 General Transfer Primitives

A two-player primitive covering various types of oblivious transfer as special
cases can be defined as follows: Alice inputs a random variable X, and Bob can
select (by the random variable C' € {1,...,n}) to receive any one of n random
variables Y1,...,Y, defined by a conditional distribution Py, .y, x, such that
for all (or for certain) distributions Px Alice learns nothing about C' and Bob
learns nothing about X beyond what he learns from Y¢.

We refer to an («, 8)-transfer as any transfer of the described type for which
for at least one distribution Px (e.g., the uniform distribution) we have H(X) =
a and H(Y;) < @ for 1 <4 < n, and assuming the natural condition that X is
determined from Y7, ...,Y,, i.e. that X contains no information that is irrelevant
in the transfer. A transfer is said to hide at most « bits if for all distributions
Px and for 1 <i <n we have H(X|Y;) <.

For example, in l-out-of-n OT of [-bit strings, X is the concatenation of
the n input strings, which are Y7,...,Y,. Such an OT is an (In,[)-transfer and
can easily be shown to hide at most (n — 1){ bits. Motivated by Dodis’ and
Micali’s [Ed] lower bound on reducing weak 1-out-of-N OT of L-bit strings to
1-out-of-n OT of I-bit strings we prove the following more general theorem.

Theorem 2. The reduction of any («, B)-transfer to any transfer that hides at
most 7y bits requires at least (o — )/~ invocations of the latter.

Proof. Let X be the input and Y be the output of the («, §)-transfer to be real-
ized, and let T" be the entire communication taking place during the reduction
protocol over the standard communication channel. Let k& be the number of invo-
cations of the second transfer, let Uy, ..., Uy and Vi, ..., Vi be the corresponding
k inputs and outputs, and let U* = [Uy,...,U;] and V¥ = [V4,...,Vi]. Then
we have H(X|V*T) > o — 8 (for at least one distribution Py) because Bob
must not learn more than 3 bits about X, and H(X|U*T) = 0 because unless
Alice enters all information about X into the protocol, she will learn something
about C. We expand H(XU*|V¥T) in two different ways:

H(XU*|VFT) = HU*|VFT) + H(X|UVAT) = H(X|VFT) + H(U*| XV*T),

and observe that H(X|UKVKT) < H(X|U*T) = 0 and H(U*|XV*T) > 0.
Applying repeatedly the chain rule and the fact the further conditioning cannot
increase entropy, we obtain a — 3 < H(X|V*T) < H(UK|V*T) < H(U*|V*) =
S H(U|VE Uy - Uj_y) < S5 H(U;|V;) < kv, and the theorem follows.

5 Generalized Random Oracles

In this section we briefly sketch the definition of a new general concept, which we
call generalized random oracles for lack of a perhaps better name, and describe
some applications and constructions.

One motivation for introducing this concept is the fact that many proofs of
the computational security of a cryptographic system (e.g. a MAC scheme or
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a pseudo-random permutation) based on a pseudo-random function (PRF) [
rely on information-theoretic arguments, although this is not always made ex-
plicit in the proofs.

An adversary’s attack is modeled as a usually adaptive algorithm for per-
forming certain query operations to the system.l The proof of the computational
security of such a system consists of two steps: 1) a purely information-theoretic
proof that the attack cannot succeed in an idealized setting where the PRF is
replaced by a random function, and 2) the simple observation that if the ran-
dom function is replaced by a PRF, then any efficient successful attack algorithm
could be converted into an efficient distinguisher for the PRF, thus contradicting
the underlying intractability assumption.

For instance, the Luby-Rackoff construction of a 2n-bit to 2n-bit pseudo-
random permutation generator [E] (involving three pseudo-random functions
from n bits to n bits, combined in a three-round Feistel construction) can be
proved secure by showing that no adaptive algorithm querying the permutation
for less than a certain (super-polynomial) number of arguments (actually 27/2)
can distinguish it from a truly random permutation with non-negligible advan-
tage. If the three random functions are replaced by PRFs, the construction is
computationally indistinguishable from a random permutation.

We sketch a general approach that allows to simplify and generalize many of
the security proofs given in the literature by interpreting them as the proof of
indistinguishability of two particular types of generalized random oracles. Some
of the proofs can be obtained from a set of simpler information-theoretic argu-
ments which can be formulated as results of independent interest and can serve
as a toolkit for new constructions. Some of the proofs that can be revisited are
those for the Luby-Rackoff construction [E8] and generalizations thereof [EHJEH],
and the analysis of the CBC MAC [§] and the XOR MAC [H].

Definition 3. A generalized random oracle (GRO) is characterized by 1) a set
of query operations, each of which takes as input an argument from a certain
domain and outputs a corresponding value in a certain range, and 2) a random
experiment for which each elementary event in the sample space is a complete
set of answers to all possible queries, with some probability distribution over the
sample space.

A more operational interpretation of a GRO may help: In many cases a GRO
is constructed using an array of k (usually k is exponential in a security param-
eter) independent random bits. The sample space hence consists of 2* equally
probable elementary events, and each access operation consists of (efficiently)
evaluating a certain function involving the k bits.

The simplest form of a GRO is a random function from n bits to 1 bit (hence
k = 2™). The (single) query operation evaluates the random function for a given
argument. A generalization is obtained by allowing other types of queries, e.g.

" For example, for the case of a MAC, two query operations are allowed: evaluation
of the MAC for a chosen message, and verification of a message-MAC pair (yielding
a binary output) [].
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arbitrary linear combinations of the bits. Allowing outputs of general size (e.g.
also n bits as in [P4]) entails no essential generalization, except that a new type
of binary query exists: for a given input/output pair, do they match?

The concept of locally random functions proposed in [&1] also fits into this
framework: these are efficient constructions of GROs with k£ < 2™ and a single
query operation {0, 1} — {0, 1}, and which are indistinguishable from a random
function for any algorithm accessing them less than, but close to k times.

Definition 4. Two GRO’s A and B have compatible access operations if each
operation for A is compatible with an operation for B in the sense of having
the same input domain and output range. Informally, two GRO’s A and B with
compatible access operations are perfectly (statistically) indistinguishable for a
given number of access operations of each type if no adaptive algorithm that can
access the GROs in the specified manner has different (non-negligibly different)
probability of outputting 1 when the queries are answered using A or 5.

Note that there is no restriction on the computing power of the distinguishing
algorithm; hence a GRO is an information-theoretic rather than a complexity-
theoretic concept.

6 Conclusions

The three main points addressed in this paper are:

— In cryptography and more generally in computer science one generally con-
siders only digital operations. However, all processes in the real world, in-
cluding computation and communication, are physical processes involving
noise and other uncertainty factors. We propose to further investigate and
exploit this fact to achieve unconditional security in cryptography.

— A general definition of an information-theoretic cryptographic primitive was
proposed which encompasses many primitives previously proposed in the
literature and leads to new research problems on the reduction between such
primitives.

— A generalized definition of a random oracle has been proposed which has
applications for security proofs in complexity-theoretic cryptography.
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Abstract. We provide a simple secret-key two-party secure communi-
cation scheme, which is provably information-theoretically secure in the
limited-storage-space model. The limited-storage-space model postulates
an eavesdropper who can execute arbitrarily complex computations, and
is only limited in the total amount of storage space (not computation
space) available to him. The bound on the storage space can be arbi-
trarily large (e.g. terabytes), as long as it is fixed. Given this bound,
the protocol guarantees that the probability of the eavesdropper of gain-
ing any information on the message is exponentially small. The proof
of our main results utilizes a novel combination of linear algebra and
Kolmogorov complexity considerations.

1 Introduction

The most basic problem in cryptography is that of communication over an in-
secure channel, where a Sender S wishes to communicate with a Receiver, R,
while an Eavesdropper, &, is tapping the line. To achieve privacy, the Sender
and Receiver may share a common key. In a seminal work, Shannon [E]| proved
that if the eavesdropper has complete access to the communication line, and is
not bounded in any way, then perfect, information theoretically secure commu-
nication is only possible if the entropy of the key space is at least as large as
that of the Plaintext space. In essence, this means that if the eavesdropper is
unbounded then the one-time-pad scheme, where the size of the secretly shared
pad equals the size of the message, is the best possible scheme. This, of course, is
impractical for most applications. Thus, to obtain practical solutions one must
place some bounds on the eavesdropper’s power. Most of modern cryptography
has proceeded along the line of assuming that the eavesdropper is computa-
tionally bounded and devising schemes that are computationally hard to break.
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These results, though unquestionably impressive, suffer from two drawbacks.
First, they are based on unproven complexity assumptions. Second, many of the
methods tend to require considerable computations, even from the Sender and
Receiver. In theory, any polynomial computation is considered feasible for the
participants. In practice, some of the polynomials are so large as to render the
solution impractical. In other cases, even when the solutions are practical (e.g.
RSA), the amount of computation limits their use to high-security applications
or key-exchange sessions.

The Limited Storage Space Model. Recently, there has been development in con-
structing secure communication protocols not based on computational complex-
ity. In this paper we consider the limited storage space model, where the security
guarantees are based on the limited storage space available to the eavesdrop-
per. This model, first introduced by Maurer [, assumes that there is a known
bound, possibly very large - but fixed, on the amount of storage-space available
to both the Sender and Receiver, and a (possibly much larger but fixed) bound
on the storage space available to the Eavesdropper. It is important to differenti-
ate between this model and the well-known so called bounded space model (e.g.
log-space). The bounded space model considers cases where the space is usually
very limited, and serves as computing space. In this case, the space-bound is in
effect a limitation on computational power. The limited storage space model, by
contrast, allows very large amounts of storage space, placing the limit only to
practically feasible capacities (e.g. a terabyte or several terabytes) of storage. At
the same time we do not stipulate any limitations on the computational power of
the eavesdropper who is trying to subvert the secrecy of the protocol. Given the
bound on the eavesdropper’s storage space, the model enables to obtain results
which are information theoretic, not depending on any unproven assumptions.
Furthermore, the model enables us to construct a very simple and efficient pro-
tocol, requiring very little computation and storage space for the Sender and
Receiver. Informally, the limited storage space model assumes a publicly acces-
sible source of random bits, such as a high rate broadcast of a string « of random
bits, equally accessible to the Sender, Receiver and Eavesdropper. Let the length
of a be |a| = nm, where m is the length of the message to be securely sent. It is
assumed that the Eavesdropper is limited to storing E < n bits, say E = n/5.
The Eavesdropper can listen to the whole of a and compute and store any func-
tion f(a), provided that |f(«)| < E. In one version, the model postulates that
the sender and receiver share a secret key s where |s| = O(logn). Using s and
listening to «, the sender and receiver both read and store ¢ chosen locations of
« and compute from those bits a one-time pad X, |X| = m. The pad X is used
by the Sender to encrypt a message M, |M| = m. We show that the pad X can
be used as a secure one-time-pad for secret communication between the Sender
and the Receiver.

The Limited Storage Space Model - Previous Work. In a ground-breaking work,
Maurer [ presented the first protocol for private-key secure communication in
the Limited-Storage-Space model described above. However, in [l], the proof of



Information Theoretically Secure Communication 67

the security of the protocol is provided only for the case where the bound on
the eavesdropper is not only on the space available to her, but also on the total
number of random bits she can access. In particular, it is assumed that the eaves-
dropper can only access a constant fraction of the random bits of . The analysis
of [ does not provide a proof for the general limited-storage-space case, where
the eavesdropper can access all the bits of a;, can perform any computation on
these bits, and store the results of the computation in the bounded space avail-
able to him. It was left as an open question in [ if any security result can be
proved using the limited-storage-space assumption alone. Recently, Cachin and
Maurer [M] provided a protocol for which they prove security based solely on the
limited-storage-space assumption. However, this protocol is considerably more
complex than the original protocol, employing advanced privacy amplification
techniques. Their proof uses sophisticated Renyi entropy considerations. To as-
sure that the probability of revelation to the eavesdropper of the secret message
M be smaller than e, the protocol of [ requires the Sender and Receiver to
store £logn and transmit ¢ bits, where £ = 3/e2. Thus if we prudently require
e =107% we get that £ = 3-10'? ; the length n of the random string a can be
240 50 that logn = 40. Thus for this choice of ¢, the Sender and Receiver have
to store and transmit very large numbers of bits. Furthermore, the protocol calls
for a multiplication operation in a large field of /-bit numbers.

Our Results. In this paper we return to the simple original protocol of [H, and
show that security can be proved, for a slightly modified protocol, based only on
the limited storage space assumption. Altogether, we obtain a secure secret key
communication scheme secure against any eavesdropper with limited storage
space. The protocol is very simple for the Sender and Receiver, necessitating
only the elementary XOR operations, and minimal storage space. Specifically,
the secret shared key s has klogn bits, where k is a security parameter. For a
secret transmission of a message M of length m, the Sender and Receiver have
each to read from o and store just km bits and the one-time pad X is computed
from those bits, like in ], by just XOR operations. Finally, the probability of
the adversary Eavesdropper to gain even omne-bit information on the message
M, is smaller than 2%/ i.e. exponentially small in k. The results are obtained
using novel techniques, employing linear algebra and Kolmogorov complexity
arguments. An exact formulation of the results is provided in Sectionl. We note,
however, that our protocol requires a longer random string «, than does that of
[@]. It remains a open problem to reduce this number. It will also be interesting
to see whether the new methods can considerably improve the constants in the
protocol of [, or some variation of this protocol.

Related Work. In a series of papers, Maurer and colleagues [ABEM] consider
secure communication solutions not based on computation complexity. In [FH]
the authors consider the setting where all parties (honest and eavesdropper)
communicate over noisy channels. The model of limited-storage-space was first
introduced in [#] and further developed in [], as discussed above. The limited
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Communication Protocol.
Message M = (Mi, ..., M) € {0,1}™. Secret key s = (01, ...,0k) € {1,...,n}"
1 fori=1tomdo
2 for j =1tondo
Broadcast random «
If j € s then
R and S store ag.i) in memory
end for loop
6 S and R set X; := @5:1 af,?
end for loop
Sand R set X = (X1,...,Xm)
S computes Y = X & M. Sends Y to R.
9 R decryptes M = XY

Q)

5 (either produced by S, R or an outside source).

Ut o= W

o

Fig. 1. Communication Protocol

storage space model in the context of Zero-Knowledge proofs was first studied
by De Santis, Persiano and Yung [, and then by Aumann and Feige [f.

2 The Protocol

We consider a secret key setting, where the sender and receiver share a small
secret key. Sender S wants to send a message M € {0,1}" to the receiver R
over an insecure channel. An eavesdropper £ may be tapping the communication
line between & and R. We assume that there is a known bound, E, on the total
storage space available to €. Let k be a security parameter, and let n = 5E. Given
a private key of size klogn chosen uniformly at random, our scheme guarantees
information-theoretic secrecy with probability > 1 — 2+/5.

The scheme is essentially that of [] (with one exception, which is discussed
in the end of this section). First, S and R produce a shared “one-time-pad”,
X =(Xi,...,X.m). Then S computes Y = X @ M. He then sends Y to R, who
then computes M = X @Y to obtain the original message.

To produce each shared bit, X;, ¢ = 1,..., m, the protocol employs a long
random “noise” string a(¥), of size n = 5E, broadcasted from S to R. Alterna-
tively, the string o may be available to both and R from an outside source,
e.g. random channel noise, or a special public “noise” broadcast. We assume
that £ has full access to a(? while it is being broadcast. In particular, £ can
access all the bits of a(? and perform on them any possible computation, poly-
nomial or non-polynomial. The sole restriction is that the total space available
to &, for storing the output of her computation on a(® is bounded by F. Let s
be the secret key. We interpret s as a sequence o1, ..., 0y of integers in [1,n].
As the random string a(*) is broadcasted, both the S and the R retain the k
bits aﬁ,?, ey agfk). Both players then compute X; = @le aﬁfj, to produce the
i-th random bit of the one-time-pad X. A detailed description of the protocol is
provided in Figure ll

We prove that the bit X; can be used as a secure one-time-pad bit for com-
munication between & and R. In particular, we show that the probability of £
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computing X; correctly is < 1/2+ 2-k/5 This holds true even if s is revealed to
& after his computation on the string ¥ is completed. Note that for the honest
players the scheme is very simple, requiring only &k logn storage space and XOR
computations.

To understand the protocol, consider the case where £ can only store original
bits of o, without performing any computations. The storage space available to
& allows her to store at most one fifth of the bits of a. Thus, for any ¢, the
probability that all bits aSﬁ) are available to & is exactly 57%. If £ happens to
have stored exactly the right bits, then she knows the value of X;. Otherwise, it
can be shown that £ has no information on X;, and can only guess its value with
probability 1/2. Thus, if £ can only store original bits of o then her probability
of guessing X; is 1/2+ 57k, A result in this spirit was proven by Maurer [A. In
our model, however, we allow £ to perform any computation on the bits of «,
and retain any function of these bits, provided that the total size of the output
does not exceed E bits. We prove that the extra computations can give £ at
most a very marginal advantage. We prove that in any case, the probability of
& of correctly computing even one bit of knowledge about X is at most 1/2 +
27%/5_The bound is information theoretic and does not depend on any unproven
complexity assumptions.

The Main Theorem. We prove a strong statement concerning the security of
the scheme. We show that even if the Eavesdropper is provided with the full
key s after a is broadcasted, she still has negligible probability of gaining any
information on the message M. Furthermore, we apply the storage restriction
only at one point in time - namely, the time immediately after « is transmitted.
Thus, the dynamics can be described as follows:

Phase I:
(a) The stream « is generated and transmitted (o € {0,1}"™).
(b) The Eavesdropper can perform any computation on «, with no restric-

tions on space or time.

Following this phase, the eavesdropper can store n/5 bits. We denote by 7,
|n| = n/5, the information stored after this phase.

Phase II: The Eavesdropper is provided with Y = X & M and the key s.
Based on 7, Y and s, the Eavesdropper tries to gain information on M.

Thus, any algorithm, A of the eavesdropper, is actually a pair of algorithms
A = (A1, As), where A; is the algorithm for the first phase and Ay is the
algorithm for the second phase (after £ receives s). The first algorithm gets «
as an input, and outputs n = A;(«), with || = n/5. The second algorithm A,
gets s,m and Y as inputs, and outputs a single bit, § = Ax(n, s, Y). Accordingly,
we denote the entire eavesdropper’s algorithm as A(«, s, Y).

We prove that, for any message M, sent from S to R, the probability of £ to
gain any additional information on M from the protocol is exponentially small
(in k). Specifically, consider any two possible distributions on messages, D)
and D). The Eavesdropper wishes to know from which of the two distribution
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the message was drawn. For a message M and an eavesdropper’s algorithm A =
(A1, As), we denote by A(M) the entire output of the algorithm for a message
M, ie A(M) = Ax(A1(a),s, X(s,a) ® M), with a and s chosen uniformly at
random.

Theorem 1. For n large enough, for any distributions D, DM and any
Eavesdropper’s algorithm A, which uses at most E = n/5 storage space,

Pr[A(M) =1|M € DW] — Pr [A(M) = 1]M € DO < 2747,

where the probability is taken over the random choices of o, the random secret
key s, and the random choices of M from the distributions D© and D™,

In particular the theorem says that if there are only two possible messages, M (©)
and M), and the Eavesdropper wishes to know which message was sent, then
she has only an exponentially small probability of success. Note that there is
no limit on the time complexity of the eavesdropper’s algorithm A. The only
limit is that the storage is bounded by E = n/5. Also note that the result is
non-uniform, in the sense that the algorithm A may be tailored to the specific
distributions D(®) and D™,

We note that, in addition to providing provable secrecy, our scheme pro-
vides two important security features, not usually provided in complexity-based
schemes. First, as noted, the secrecy is guaranteed even if following the trans-
mission the secret-key is fully revealed. Thus, the system is secure against future
leakage of the key. Secondly, the system is also secure against the event in which
the eavesdropper £ subsequently obtains more storage space. The bound we have
on &’s storage space need only be true for her current available storage. Any fu-
ture additional storage will not give her any advantage. Thus, future advances
in storage technology do not threaten the secrecy of current communications.
This is in contrast to most-all complexity-based schemes, were messages can be
stored now and deciphered later, if and when computing technology allows (e.g.
using quantum computers to factor numbers).

How many random bits are necessary? The protocol as described above uses n
random bits for each message bit, for a total of nm random bits. The [# protocol,
in contrast, uses only n bits in total, for the entire message. This is achieved in the
following way. A single string « of length n is broadcast. The bit X is defined as
in our protocol. For the subsequent bits, X; is defined to be X; := @le Qs i y-
Thus, all the X;’s are obtained from a single « of length n. For the model of [,
where the eavesdropper can only access E = n/5 bits, Maurer proves that the
reduced bit protocol suffices to guarantee security. The proof, however, does not
carry over to our setting, where the eavesdropper can access all the bits and the
sole bound is on the space available to the eavesdropper. Our proof, as described
in the next section, necessitates n random bits for each message bit. It remains
an important open problem to extend the proof to allow for a similar number of
bits as in the original [ protocol.
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3 The Proof

We provide the proof in several stages. First, we prove that it is sufficient to
prove the theorem for the case where there are only two possible messages.
Next, we prove the theorem for the case of one-bit messages. We do this by
proving that if for a given «, the knowledge of 1 (|n] = n/5) helps the eaves-
dropper in reconstructing the one-bit message M for many different secret-keys
s, then the Kolmogorov Complexity of @ must be small. Since most a’s have
high Kolmogorov complexity, this shows that the eavesdropper’s probability of
being correct is small. Next, having proven the theorem for single bit messages,
we consider the case of long messages that differ in a single bit. Finally, we prove
the full theorem.

Notations: For a string o) = ( gi), . .,agf)) (@ € {0,1}"), and s = (o4,. ..,

o) we denote s(al?) = @le aﬁfj. For a = (oM, ..., a™), we denote s(a) =
(s(a™M), ..., s(al™)). We also denote X(s,a) = s(a).

3.1 From Distributions to Messages.

Lemma 1. Theorem B holds iff for n large enough, for any two messages M(©)
and MY and any Eavesdropper’s algorithm A, which uses at most n/5 storage
space,

Pr [A(M(l)) - 1} _Pr [A(M@)) - 1} ] < o~H/3,
where the probability is taken over the random choices of a and the secret key s.

Proof. Clearly, if Theorem M holds, then in particular it holds when the distri-
bution DM is concentrated solely on M) and D solely on M),
Conversely, suppose that

Pr (A1) = 1] — Pr [Au®) = 1] | <277,

for any two messages. Let D(®) and D() be two distributions. W.l.o.g. assume
that

Pr [A(M) — 1M e D(l)} ~Pr [A(M) — 1M e D(O)} > 0.

Let M be the message such that Pr [A(M ™)) = 1] is the largest, and let M (©)
be the message such that Pr [A(M(O)) = 1] is the smallest. Then,

Pr [A(M) —1M e D(l)} —Pr [A(M) — 1M ¢ D(O)}

> Pr[A(M) = 1]Prpa [M] =Y Pr[A(M) = 1] Prpw [M] <
M M

Pr [A(M(l)) - 1} —Pr [A(M“))) - 1} ’ < 2=H/5,

Thus, it is sufficient to focus on the case of just two possible messages.
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3.2 Single Bit Secrecy

We now prove the theorem for the case of a single bit message, i.e. m = 1. We
use the following notations. Since m = 1, we have o = a(!). Thus, we omit the

superscript from o and write a = (a1, ..., o) (a; € {0,1}). Similarly, we denote
X = X;. Let K =nF and N = 2". Let S = (s1,52,...,5K) be an enumeration
of all possible secret keys, and A = (a1, ..., an) be an enumeration of all strings
of length n. For a bit b we denote b = (—1)® (i.e. we replace 1 by —1 and 0 by
1). For a sequence B = (by,...,bx) we denote B = (b1, ..., bx). For a sequence
a we denote v(a) = (s1(@), ..., sk(a)).

Preliminaries. Forv € {1, —1}" define the discrepancy of v as d(v) = | ZZK:l Vg .

Lemma 2. Let o € {0,1}" be such that the fraction of 1’s and the fraction of
0’s in o is no less then 1/8, then

d(v(a)) < Q(ﬁk'

Proof. Assume k is odd. Let p be the fraction of 1’s in a. Set ¢ = 1 —p. Consider
a random choice of s = (s1,...,s;) € S. Since k is odd,

s(a) =1 |{i:as =1} isodd

For any 0 <t <k,
, kNt k-t
Prifizan =1l =1 = (§) e
Thus

)

Now

k _ _
-0 =30 (}) e ()
t
Since k is odd, when t is even, (—1)k¥~! = —1. Thus, adding (@) and (@),
1+ (p—q) kN ¢ k-t
s =2 ()
t odd
Together with (M), we get,

1 1 1+(p—gqF 1 1
9 90.4k+1 < Prls(a) =1] = 92 < 92 + 90.4k+1"
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For k even, an analogous argument works by considering Pr[s(«) = 0] and the
number of zeros in a.

Thus,
K

D(v(e)) = K|Pr[s(a) = 1] = Pr[s(a) =] | < 0.4k "

Let
D= {oz e A:d(v(w)) > Z(ﬁk} (4)
be the set of vectors a with a large discrepancy.
Corollary 3 For ¢ > 0.798, |D| < 2™ .

Proof. For a string a denote by z(a) the number of zeros in . By Lemma B
a € D only if z(a) < n/8 or z(a) > 7n/8. For a random «, E(z(a)) = n/2.
Thus, by the Chernoff bound (8] p. 70, Theorem 4.2),

Priz(a) <n/8 or z(a)) > Tn/8] = 2 Pr [z(a) < g} <

2P [+(e) < (1- §) Be(@)| < 200 (; (3) ;) < 020,

for n sufficiently large. ad
Lemma 4. Let o, 3 € A,

v(@) & o(B) = v(a ® B),
where ® is the coordinate-wise multiplication.

Proof. For each s € S
s(a)-s(8) = (,1)S(a) . (,1)5([3) — (71)(5((1))@(5(5)) — (,1)8(%9[3) =s(a®pf)

O

Single Bit Case. For the case of single bit messages the only two possible
messages are M =0 and M = 1. For agiven Y, M =1 iff X =1 —Y. Thus,
in order for the Eavesdropper to distinguish between M = 1 and M = 0, she
must be able to distinguish between X = 0 and X = 1. Consider an algorithm
A = (A4, Ag) of the Eavesdropper for guessing X = s(a). Given «, let n = A1 («)
be the information stored by the Eavesdropper following the first phase. By
definition |n| = n/5. Next, when provided with s, and n, algorithm As(7,s)
outputs a bit X, in hope that X = s(«) (note that in this case Ay does not get Y,
as it only needs to guess X). For a message M, we denote A(M) = As(A;1(a), s),
where a and s are chosen at random.

Definition 1 We say that Ay is good for « if there exists an n € {0, 1}n/5 such

that Pr[As(n, s) = s(a)] > % + ZO.ik/z, where the probability is taken over the
random choices of s.



74 Y. Aumann, M.O. Rabin

We prove that for any Ao, for almost all a’s, Ay is not good.
Let us concentrate on a given 7. For the given n, let

B = B, = (A2(n, 51), ..., A2(n, sx))
(where s1,..., sk is the enumeration of all possible keys). The vector B is an

enumeration of the answers of As on input 7, given the various keys s;. For a
given answer vector B, let

_ 2K
Lp = {oz: |B - v(a)| > 20_4k/2}.

Lp is the set of o’s for which the answers in B are good. By definition, if Ay is
good for « then o € L, , for some 7. We now bound the size of Lp, for any B.

Let V be the K x N matrix, whose columns are v(aq),...,v(an), i.e.
S1 (al) S1 (012) ...... S1 (aN)
52(011) :
V= .
SK(al) L IR SK(aN)

Consider a specific B € {0,1}. Let LT = {a:B-v(a) > 20?4},5/2} and L~ =
Lp — L. We bound the size of LT. The proof for L™ is analogous.

Let 17+ be the characteristic vector of L™ (1.+ € {0, 1}N). For any i, B-V -
e; = B -v(a;) (where e; is the unit vector with 1 in the i-th coordinate). Thus,
by definition of LT,
2K

BVolpe 2 |L¥ s (5)

On the other hand, by the Cauchy-Schwartz inequality,
BV 1y <||B||- IV -1+l (6)
Since B € {1,—1}*, we have
18Il = VE. (7)

Next, by definition,
V1P =12, - vTvV . 1.4,

Consider the matrix H = VTV. Set H = (h; ;). By definition and Lemma B
|hi ;| = d(v(a;) ® v(ay)) = d(v(e; B ). Thus,

K

K a;®a; €D
il < therwi
o Otherwise
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(where D is the set of a’s with large discrepancy (eq. (). Let

. 1 OliGL+
0 ={s Tt

We have,

N N
IV dpel =17 - VIV I =)0 " hi 10(6)6(5) <

i=1 j—1
N
> 4(i) Sl DD [hagldG) | <
i=1 jra;®a; €D Jjioi@a; D
Z Z |hij| + Z |higl | <
ica, €Lt \j:a; o €D jia;€ELT a;i®a,; gD
+ cn + K
2] (278 127 ) ®)

(for ¢ as in corollary H). Combining Equations (), (f), (H), and (&), we get,

2K

+ LK
L7 20.4k/2

+1/2 cn
VK ’L ’ (2 Kt 0.4k
Solving for |L ™| gives,
3‘L+‘ < 2cn+0.4k
Similarly, for L™, 3|L~| < 2ent0-4k,
In all we conclude,

Lemma 5. For any possible answer vector B, |Lg| < 26n+04k,

We now relate the Kolmogorov complexity of « to the success probability of A
on « (see [{ for a comprehensive introduction to Kolmogorov Complexity). For
a string « denote by C'(a]As) the Kolmogorov complexity of «, with regards to
a description of As .

Corollary 6 For any algorithm Ay and o € {0,1}" if Ay is good for o, then
C(alds) < Z +cn+ 0.4k.

Proof. If As is good then, given As, the string a can be fully specified by:

1. n - n/5 bits, and
2. the index iy of o in Lp, (in lexicographic order) - at most cn + 0.4k bits,

Given this information, « is constructed as follows. First, using As and 7, the
answer vector By, = (Aa(n, s1),. .., A2(n, sk)) is constructed. Next, all possible
strings 8 € {0,1}" are constructed one by one, in lexicographic order. For each
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string, 3, we check if |B - v(3)| > 9. 4k/2 If so, it is marked as a member of Lg.
The desired string « is the ¢,, member of L. O

Since ¢ < 0.8, we have 7 +cn+ 0.4k < n for n sufficiently large. Thus, only a
negligible fraction (27(") of the o’s have C'(a|As) < £ +cn+0.4k. Thus, since
« is chosen at random, there is only a negligible probability that As is good for
«, even for an optimal Aj.

3.3 Multi-bit Secrecy - The One-more Bit Problem

Next, we consider the secrecy of the “one-time-pad” X for the case m > 1.
Thus, we consider the case where X = (X3,..., X,,). We consider the following
problem. Suppose that the Eavesdropper is given all of X except for the last bit,
X, = s(a(™)). Her aim is to guess the value of X,,,. We call this the One-more
Bit Problem.

Thus, we consider the following scenario. First, o = (a1, ..., Q) is trans-
mitted. The Eavesdropper may compute any function n = Aj(«), such that
|n| = n/b, 5 and retain 7 alone. Next, she is provided with s and X; for all
1=1,. — 1. She must now guess X

AS above, let A5 be the algorithm the Eavesdropper uses to guess X,,, given
n, s and the X;’s. Denote X~ = (X1,..., X;n_1) and a~ = (D), . ..,a(m D).
Note that X~ is fully determined by o~ and s. Thus, we write X~ = X~ (a7, ).

Using As we can construct another algorithm A, which, given n = A (o),
s and o~ guesses X,,,. (The difference between A, and Ag is that Ag gets a~
as input, instead of X~.) Algorithm A, works as follows. First, Ay computes
X~ = X (s,a7). Then, it runs As(n, s, X~). Thus, the success probability of
any algorithm As is at most the success of the best algorithm As. We now bound
the success probability of As.

For a given n and o™, let B = B, - = (As(n, s1,07),. ..,Ag(n, Sk, 7).
In other words, B is the enumeration of answers of A, for the given n and o~ .
Set

_ 2K
Lg = {ozm 2B v(am)| > 50. 4k/2}
By Lemmall, |Lp| < 26704k Thus,

Lemma 7. Ifa € Lp,  _, for somen, then C(a)Ay) < (m—1)n+ £ +cn+0.4k.

Proof. The sequence o is composed of o~ together with a("). Thus, given Ay
the entire sequence « can be fully characterized by:

1. n - n/5 bits,
2. a~ - (m — 1)n bits, and
3. The index of a,, in LBn Lt 0.4k bits,

The construction of a from this information is analogous to that given in the
proof of Corollary B O
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Corollary 8 For any Ay, As,

_ 1 2
Pr [Ax (41 (@), 5, X ) = X < )+ 2
Proof. By LemmaBand the definition of L, if C(a|Ay) > (m —1)n + c+en+
0.4k, then, for any n

- _ 1 1
Pr |:A2(T], s,a7) = Xm)} <, + 00.41/2"
Thus, we also have that for such a and any algorithm As (which gets X~ instead
of ™ as input) and n = 4; (),

) 11
Pr[Ay(Ai(a),s,X7) = X)) < 9 T 90.4k/2°

For a € {0,1}""™,

Pr [C’(a\fig) <(m-—1)n+ Z +en+ 0'44 < 0.4k /2"

Thus, in all,

B 12
Pr[As(Ai(a),8,X7) = Xpn] < 9 + 90.2k "

3.4 Multi-bit Security - Any Two Messages

We consider the case of distinguishing two messages. Let M(©) M® be two
distinct messages, M) e {0,1}™. We show that if an eavesdropper’s algorithm
A can distinguish between M) and M), with probability p, then there is
another algorithm B = (Bj, Bz2), which solves the One-more Bit Problem with
probability > 1/2 4 p/2. Specifically, w.l.o.g. assume that

Pr [A(M(l)) - 1} —Pr [A(M“))) - 1} —p>0.

We construct B(Bj, Bs), such that for 3 € {0,1}™",

Pr [B(Bu(8), 5, X~ (8,9)) = s(5™)] > | + 1.

Suppose that M®) £ 0, for i = 0,1. Let P be an m x m non-singular matrix
over Fy such that P - M = ¢; and P- M) = ¢; + e,,, where e; and ey,
are the unit vectors with a 1 in the first and last coordinates, respectively. For
B =(BM,..., ) we view 3 as an m x n matrix. Thus, P - is another m x n
matrix. A detailed description of B = (B1, Bs), given A = (A1, As), is provided
hereunder. For the case that M) = 0, an analogous proof works, omitting e;
in all its appearances.
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Input: 8. Output: 5.
o= P71
7 := Ai(a).

Input: 5, s and X~ = X~ (s, 8). Output: X,,, = s(5"™)).
Choose r € {0,1} at random.

X := X~ 00 (concatenation).

=X &del Drey,.

Y =P 17

Output As(n,s,Y)®r.

[t
.o

N

First we prove a technical lemma.

Lemma 9. Suppose that
Pr [A(M(l)) - 1} —Pr [A(M“))) - 1} —p>0.
Consider choosing r € {0,1} at random and then running A on M), Then

Pr [A(MW) - r} = ; +§.

Proof.

Lemma 10.

Pr [Ba(By(8), 5, X (8,5)) = s(3™))] =, + 1.

Proof. Set § = s(8™)), and B~ = (8,..., 8™ 1). By construction Z = (s(37)
00)B(e1 B rem) = (s(8) & dem)®(e1 ® rem) = s(B)B(e1 & (1 & 6)em) . Also, by
construction, « = P~'f (B; line 1), and P~ le;, = M®©® and
P~ Y(e1 ®ep) =MD, Thus, P~ (e1 @ ((r ® 6)enm)) = M, Thus,

V=P 'Z=P ' (s(8) @ (e1® (r®dem)) =s(PT'0) &P (e1 @ (r ®d)em)
= s(a) @ M®9),

By construction, By (3) = Aj(«), and By(n, s, X (s, 3)) = Aa(n, s,Y)@r. Thus,
Pr [Ba(Bi(8), 5, X~ (5, 0)) = 6] = Pr [As(Au(a). 5, s(a) & MU®)) = r @] =
Pr [A(M(T@‘”) = r@(ﬂ < ; + ’2).

O
Together with Corollary B we get



Information Theoretically Secure Communication 79

Corollary 11 For any M© and M®,

1

’Pr [A(Mm) - 1} —Pr [A(M“))) - 1} ’ < s

By Lemma [l this completes the proof of Theorem
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Abstract. A function f is computationally securely computable if two
computationally-bounded parties Alice, having a secret input z, and Bob,
having a secret input y, can talk back and forth so that (even if one of
them is malicious) (1) Bob learns essentially only f(z,y) while (2) Alice
learns essentially nothing.

We prove that, if any non-trivial function can be so computed, then so
can every function. Consequently, the complexity assumptions sufficient
and/or required for computationally securely computing f are the same
for every non-trivial function f.

1 Introduction

SECURE COMPUTATION. Let f be a two-argument finite function, that is, f :
S1 % Sy — S3 (where S1, S, and Ss are finite sets), and let Alice and Bob be two
possibly malicious parties, the first having a secret input « € S; and the second
having a secret input y € Ss. Intuitively, securely computing f means that Alice
and Bob keep turns exchanging message strings so that (1) Bob learns the value
z = f(z,y), but nothing about x (which is not already implied by z and y), no
matter how he cheats, while (2) Alice learns nothing about y (and thus nothing
about z not already implied by x), no matter how she cheats.

In a sense, therefore, a secure computation of f has two constraints: a cor-
rectness constraint, requiring that Bob learns the correct value of f(z,y), and a
privacy constraint, requiring that neither party learns more than he/she should
about the other’s input.

Throughout this paper, any function to be securely computed is a finite,
two-argument function.

THE ONE-SIDEDNESS OF SECURE COMPUTATION. The notion of secure com-
putation informally recalled above is the traditional one used in the two-party,
malicious model (cf., [ENRARA Section 4.2], and [RalAEQIGH] ). This notion is

Michael Wiener (Ed.): CRYPTO’99, LNCS 1666, pp. 80—l 1999.
© Springer-Verlag Berlin Heidelberg 1999
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“one-sided” in that only Bob learns the result of computing f, while Alice learns
nothing. Such one-sidedness is unavoidable in our malicious model. In principle,
one could conceive of a more general notion of secure computation in which
“both Alice and Bob learn f(z, y,.” However, such a more general notion is not
achievable in a two-party, malicious model: the first party who gets the desired
result, if malicious, may stop executing the prescribed protocol, thus preventing
the other from learning f(z, y)l Moreover, such a malicious party can terminate
prematurely the execution of the prescribed protocol exactly when he/she “does
not like” the result.

TRIVIAL AND NON-TRIVIAL FUNCTIONS. A function f is called trivial if it
can be securely computed even if a cheating party has unlimited computational
power, and non-trivial otherwise.

An example of a trivial function is the “projection of the first input”; namely
the function Py : {0,1} x {0,1} — {0,1} so defined: Py (bo,b1) = bg. Another
example is the “exclusive-or function”; namely, the function XOR : {0,1} x
{0,1} — {0, 1} so defined: XOR(bg,b1) = by + by mod 2. Indeed, a secure way
of computing either function consists of having Alice send her secret bit to Bob.
This elementary protocol clearly is a correct and private way of computing P;. It
also is a correct and private way of computing XOR. Indeed, Alice’s revealing her
own secret bit by enables Bob to compute locally and correctly the desired XOR
of by and b;. Moreover, Alice’s revealing by also satisfies the privacy constraint:
Bob could deduce Alice’s bit anyway from the output of the XOR function he is
required to learn.

An example of a non-trivial function is the function AND : {0,1} x {0,1} —
{0,1} so defined: AND(bg, b1) = bpAb;. Another non-trivial function is the (cho-
sen 1-out-of-2) oblivious transfer; namely, the function OT : {0,1}* x {0,1} —
{0,1} so defined: OT((bo, b1), %) = b;, that is, Bob only learns the bit of Alice he
chooses. (The non-triviality of these functions follows from [EKXT].)

SECURE COMPUTABILITY OF NON-TRIVIAL FUNCTIONS. By definition, securely
computing non-trivial functions is conceivable only when (at least one of) Alice
and Bob are computationally bounded, but by no means guaranteed. Nonethe-
less, a series of results have established that secure computation of non-trivial
functions is possible under complexity assumptions of various strengths. In par-
ticular,

— The OT function is securely computable under the assumption that integer
factorization is computationally hard [RabxlENERRA ECIRETE voXy|

! Or even a more general scenario where Bob learns f(z,y) while Alice learns g(z, ).

2 Or g(z,y) in the more general scenario.

3 Rabin [E2BZ1 introduced a variant of the oblivious transfer, the random oblivi-
ous transfer, and provided an implementation of it which is provably secure in the
honest-but-curious model. Fischer, Micali, and Rackoff [EEGE=A] improved his pro-
tocol so as to be provably secure against malicious parties. Even, Goldreich, and
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— All functions are securely computable if factoring is hard [MaaxH]; and, ac-
tually,
— All functions are securely computable if any trapdoor permutation exists

[ — N AN X 1}

Such results raise fundamental questions about the strength of the compu-
tational assumptions required for secure computation. In particular,

Q1: What assumption is required for securely computing at least one non-trivial
function?

Q2: What assumption is required for securely computing a given non-trivial func-
tion f?

Q3: Are there assumptions sufficient for securely computing some non-trivial
function f but not sufficient for securely computing some other non-trivial
function g?

COMPLETENESS FOR SECURE COMPUTATION. Another important result is that
the OT function is complete for secure computation [«HMJI. By this we mean
that, if OT is securely computable, then so are all functions. A bit more specif-
ically, given any function f and any protocol securely computing OT, one can
efficiently and uniformly construct a protocol securely computing f.

The completeness of the OT function raises additional fundamental ques-
tions. In particular,

Q4: Are there other (natural) functions that are complete for secure computation?
Q@5: Is there a (natural) characterization of the functions complete for secure
computation?

1.1 Main Results

A CHARACTERIZATION OF COMPLETE FUNCTIONS. In this paper we prove the
following

Main Theorem: Any non-trivial function is complete for secure computa-
tion.

Lempel [ELZi3] introduced the notion of the chosen 1-out-of-2 oblivious transfer,
together with an implementation of it which is provably secure in the honest-but-
curious model. Finally, Crépeau [=aXd] showed how to transform any secure proto-
col for the random oblivious transfer to a secure protocol for the chosen 1-out-of-2
oblivious transfer.

4 The hardness of factoring implies the existence of trapdoor permutations, but the
vice-versa might not hold.

5 Kilian [E25] also proves a more general result, but in a different model, which we
discuss in Subsection B2
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Clearly, our result provides an explicit and positive answer to questions Q4
and @5, and an explicit and negative answer to 3. Our result also provides
an implicit answer to questions Q1 and (2. Namely, letting f be any given
non-trivial function, and Ay be the assumption that f is securely computable:

For any non-trivial function g, assumption Ay is both necessary and suffi-
cient for securely computing g.

AN INTERPRETATION OF OUR MAIN THEOREM. Our main theorem also sug-
gests that just assuming the existence of one-way functions may be insufficient
to guarantee secure computation. Let us explain. Impagliazzo and Rudich [E&XY]
show that, without also proving that P # NP, no protocol having oracle-access
to a random function can be proved to compute the OT function securely. This
result has been interpreted as providing strong evidence that “one-way functions
are not sufficient for constructing a protocol securely computing the OT func-
tion.” It is then according to the same interpretation that our main theorem
suggests that, for any non-trivial function f, Ay should be stronger than the
existence of one-way functions.

A CHARACTERIZATION OF TRIVIAL FUNCTIONS. Is there a combinatorial prop-
erty that makes a two-argument function securely computable by two, possibly
malicious, parties with unbounded computing power? In our paper we also pro-
vide such a characterization (actually crucial to the proof of our main theoren.)
in terms of insecure minors.

We say that f contains an insecure minor if there exist inputs xg, yo, 1, y1

such that f(x()a yO) = f(xlayo) and f(x()a yl) 7& f(xla yl)v and prove:

Main Lemma: A two-argument function f is trivial if and only if f does
not contain an insecure minor.

1.2 Comparison to Previous Work

THE HONEST-BUT-CURIOUS MODEL. Both completeness and characterization
of non-trivial functions have been extensively investigated with respect to a
weaker notion of two-party secure computation introduced in [EENMIAXT]: the
honest-but-curious modell. In this model, the parties are guaranteed to properly
execute a prescribed protocol, but, at the end of it, each of them can use his/her
own wview of the execution to infer all he/she can about the other’s input. In this
model, because no protocol can be prematurely terminated, it is meaningful to
consider “two-sided” secure computation of a function f; that is, one in which
each party learns f(x,y), but nothing else about the other’s input that is not

6 Note that our main theorem provides a characterization of both trivial and non-
trivial functions, though not a combinatorial-looking one!
7 Originally called “the semi-honest model” in [N
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already implicit in f(x,y) and his/her own input. Indeed this is the traditional
notion of secure function computation in the honest-but-curious model.

Similar to the malicious model, a function is said to be trivial in the honest-
but-curious model if it can be securely computed even if the two (honest-but-
curious) parties have unbounded computing power, and non-trivial otherwise.
The above mentioned results of [EEaRAERTVRA immediately imply that every
two-argument function is securely computable in the honest-but-curious model,
under the corresponding complexity assumptions (hardness of factoring and ex-
istence of trapdoor permutations).

A combinatorial characterization of the trivial functions in the honest-but-
curious model was first given by Chor and Kushilevitz [ZE3Y] for Boolean func-
tions (i.e., predicates), and then by Kushilevitz [KasXd] for all functions.

While in the malicious model we prove that all non-trivial functions are
complete, in the honest-but-curious one the “corresponding” theorem does not
hold; there exists a (non-Boolean) function that is neither trivial nor complete
mmm}l On the other hand, Kilian, Kushilevitz, Micali, and
Ostrovsky [BERICSA] prove that any non-trivial Boolean function is complete
in the honest-but-curious model.

KILIAN’S MODEL. In [EGI9H Kilian characterizes the functions f that are com-
plete in an hybrid model of secure computation. Namely, the functions f for
which, given access to a two-sided black-boz for f (i.e., one giving the result
f(z,y) to both Alice and Bob), one can construct, for any function, a one-
sided protocol that is information-theoretically secure against unbounded ma-
licious parties. He proves that these functions f are exactly those containing
an embedded-or, a special case of our insecure minor (i.e., one satisfying the
additional constraint f(zo,yo) = f(zo,y1)).

In sum, Kilian’s result “reduces” standard (one-sided) protocols to two-sided
black boxes. Notice that this is different (and not applicable) to our case, where
we reduce standard protocols to standard protocols. (Indeed, our characteri-
zation of the complete function is different, and there are functions that are
complete in our setting but not in his.)

Also notice that two-sided black boxes might be implementable via “tamper-
proof hardware” or in some other physical model, but, as explained above, no
protocol can securely implement a two-sided black box for a function f against
malicious parties

8 RIS prove this by combining the following two results. [E@as| shows an
example of a function which is non-trivial yet does not contain an embedded or,
and [ESE0] shows that a function that does not contain an embedded or cannot be
complete in this model. We note that this example is a function which contains an
insecure minor, and thus is complete in the malicious (one-sided) model, as we prove
in this paper.

Two-sided boxes may instead be implemented by protocols (under certain complex-
ity assumptions) in the honest-but-curious model.
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REDUCTION MODELS. Black-boxreductions (as those of [ERXAEGITHFKRTICITUN] )
are an elegant way to build new secure protocols. While two-sided boxes are not
implementable by secure protocols against malicious parties, one-sided black
boxes can be (under certain complexity assumptions). Thus, one may consider
completeness under one-sided black box reductions. However, as we shall point
out in Section 2N, such reductions are not strong enough to solve the questions
we are interested in. We thus use an alternative definition of a reduction that is
natural for protocols secure against bounded malicious parties. Informally, for
us a reduction is a transformation of a given secure protocol for f (rather than
a one-sided black box for f) into a protocol for g secure against computationally
bounded malicious parties.

Organization. In Section ll we define protocols, and secure computation in the
unbounded honest-but-curious model. In Section [l we provide a definition of
secure computation in the unbounded malicious model, and proceed to charac-
terize the trivial functions. Finally, in Section ll we characterize the complete
functions, and prove that any non-trivial function is complete.

2 Preliminaries

2.1 Protocols

Following [ENIEXT], we consider a two-party protocol as a pair, (A, B), of In-
teractive Turing Machines (ITMs for short). Briefly, on input (z,y), where z is
a private input for A and y a private input for B, and random input (ra,r5),
where 74 is a private random tape for A and rg a private random tape for B,
protocol (A, B) computes in a sequence of rounds, alternating between A-rounds
and B-rounds. In an A-round (B-round) only A (only B) is active and sends a
message (i.e., a string) that will become an available input to B (to A) in the
next B-round (A-round). A computation of (A, B) ends in a B-round in which
B sends the empty message and computes a private output,

TRANSCRIPTS, VIEWS, AND OUTPUTS. Letting E' be an execution of protocol
(A, B) on input (x,y) and random input (ra,rp), we define:

— The transcript of E consists of the sequence of messages exchanged by A
and B, and denoted by TRANSA’B(I, TA,Y,TB)

— The view of A cousists of the triplet (x,74,t), where ¢ is E’s transcript, and
denoted by VIEW?’B(I, TA, Y, TB);

— The view of B consists of the triplet (y,rp,t), where t is E’s transcript, and
denoted by VIEW‘;’B(I, TA, Y, TB);

— The output of E consists of the string z output by B in the last round of F,
and denoted by OUTg(y, rs,t), where t is E’s transcript.

10" Due to the one-sidedness of secure computation, only machine B produces an output.
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In all the above the superscript (A, B) will sometimes be omitted when clear
from the context.

We consider the random variables TRANS(z,-,y,r5), TRANS(z,74,y,")
and TRANS(z, -,y,-), respectively obtained by randomly selecting r4, rg, or
both, and then outputting TRANS(x,r4,y,r5). We also consider the similarly
defined random variables VIEW 4(z, -, y,7B), VIEW 4 (2, 74,9, ),
VIEW 4(z,-,y,), VIEWg(z,-,y,rB), VIEWg(z,r4a,vy,"), and VIEW(x, -, y, -),

2.2 Secure Computation in the Unbounded Honest-but-Curious
Model

Among all notions of secure computation, the one for two unbounded honest-
but-curious parties is the simplest one to formalize. In this model the parties
Alice and Bob are guaranteed to follow the prescribed protocol (A, B) (namely
they use the right ITMs A and B), but may try to obtain as much information
as they can from their own views. Intuitively, a protocol is secure in this model if
the following conditions hold: (1) Bob learns the value z = f(x,y), but nothing
about z (not already implied by z and y), while (2) Alice learns nothing about y
(and thus nothing about z not already implied by x). A formal definition follows.

Definition 1. Let f : S1 x So — S3 be a finite function. A protocol (A, B) se-
curely computes f against unbounded honest-but-curious parties, if the following

conditions hold:

1. Correctness: Va € S1,Vy € Sy, Vra, Vrg, lettingv = VIEW‘;’B(I, TA, Y, TB),

. OUT5g(v) = f(z,y).
2. Privacy:
Alice’s Privacy: Yo, x1 € S1, Vy € So, Vrp, if f(xo,y) = f(z1,y) then
VIEWZ;’B(IO’ S5 Y, TB) = VIEWZ;TB(ID S5 Y, TB)E
Bob’s Privacy: Yz € S1, Yyo,y1 € Sa, Vra,
VIEWQ’B(IG TA5 Y0, ) = VIEWﬁB(Ia TA, Y1, )

3 A Combinatorial Characterization of Trivial Functions

So far, we have intuitively defined a trivial function to be one that is computable
by a protocol that is secure against unbounded malicious partiesn Combinatori-
ally characterizing trivial functions, however, requires first a quite formal notion
of secure computation in our setting, a task not previously tackled. This is what
we do below.

' Equivalently, the corresponding transcripts are identically distributed (and similarly
below).

12 By this we do not mean that the parties participating in a protocol computing a
trivial function are computationally-unbounded, but that the “privacy and correct-
ness” of their computation holds even when one of them is allowed to be malicious
and computationally-unbounded.
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3.1 Secure Computation in the Unbounded Malicious Model

In this model Alice or Bob may be malicious, namely cheat in an arbitrary way,
not using the intended ITM A (or B), but rather an arbitrary (computationally
unbounded) strategy A’ (or B’) of their choice. The definition of secure compu-
tation in the malicious model requires some care. For example, it is not clear
how to define what the input of a malicious party is.

We handle the definition of secure computation in the spirit of [BEESY (a
definition primarily aimed at secure computation in a multi-party scenario, such
as [BCIRAICTCTRA]). Intuitively, we require that when Alice and Bob are honest
then Bob computes the function f correctly relative to his own input and Alice’s
input. We also require that when Bob is honest and for any possible malicious
behavior of Alice, Bob computes the function f correctly relative to his own
input and Alice’s input as defined by evaluating a predetermined input function
on Alice’s view of the joint computation. Because the computation is one-sided
and a malicious Bob might not output any value, the correctness requirement
is limited to the above two cases. Finally, we require privacy for an honest
Alice against a possibly malicious Bob, and privacy for an honest Bob against a
possibly malicious Alice.

Definition 2. Let f : S1 X So — S35 be a finite function. A protocol (A, B)
securely computes f against unbounded malicious parties, if the following con-
ditions hold:

1. Correctness: Vx € S1,Vy € Sy, Vra, Vrpg,
Correctness when both Alice and Bob are honest:
Letting v = VIEW};’B(I, r4,Y,7B), then OUTg(v) = f(z,y).
Correctness when only Bob is honest: For cvery strateqy A’ there is
Ta :{0,1}" — S; such that, letting

vy = VIEW?:’B(I, ra,y,rB) and v = VIEW};/’B(I, A, Y, TB),

OUTg(vp) = f(Za (v)y),y) B

2. Privacy:
Alice’s Privacy: For every strateqgy B', VYxo,x1 € S1, Vy € Sa, Vrp, if

f(xoay) = f(Il,y)

13 By the previous condition, the mapping Za (i.e., for honest Alice) gives a “correct”
input, which is either x itself or “equivalent” to z, in the sense that it yields the same
output f(z,y). Notice that for secure computation of a function f we may restrict the
protocol so that Bob always ouputs a value that is compatable with his input. That
is, on input y Bob outputs a value z such that there is some x for which f(z,y) = 2z
(indeed, Bob before outputing z can always check for compatibility and output
£(0,y) otherwise). When restricted to these secure computation the correctness for
honest Bob and Alice implies the correctness when only Bob is honest, that is, the
function 7 4+ is guaranteed to exist.
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then
A,B’ A,B’
VIEWB',B (xo,,y,mB) = VIEWB;B (x1,,y,7B).
Bob’s Privacy: For every strateqy A’, Yo € S1, Yyo,y1 € Sa, Vra,

VIEW4, B (2,74, 40, ) = VIEWS B (2, 74,11, ).

Note that security against malicious parties implies security against honest-
but-curious parties. That is,

Fact 1 If a protocol securely computes the function f in the unbounded malicious
model, it securely computes f in the unbounded honest-but-curious model.

Definition 3 (Trivial and non-trivial functions). A finite function f is
called trivial if there exists a protocol securely computing it in the unbounded
malicious model; otherwise, f is called non-trivial.

3.2 The Combinatorial Characterization

We prove that the trivial functions are exactly those that do not contain an
insecure minor (a simple generalization of an embedded or | YKXL}H).

Definition 4 (Insecure minor). A function f : Sy x So — S3 contains an
insecure minor if there exist xg,x1 € S1, Yo,y1 € S2, and a,b,c € S3 such

that b 7& C, and f(x()ayo) = f(xlayo) = a, f(x()ayl) = b7 and f(xlayl) = C.
Graphically

fIXOX]_
Yo a a
yib c

Examples. As immediately apparent from their tables, each of the AND and
OT functions contain an insecure minor (and actually an embedded or):

AND: 0 1 OT : (0,0) (0,1)
0 00 0 0 0
1 01 1 0 1

Theorem 1. A function f(-,-) is trivial if and only if f does not contain an
nsecure minor.

14" An embedded or is an insecure minor in which a@ = b. As shown in [E=853), having an
embedded or implies non-triviality in the two-sided honest-but-curious model, and
characterizes the Boolean non-trivial functions in this model.

15 This graphical convention will be used in the rest of the paper, namely a table where
columns correspond to possible inputs for Alice, rows correspond to possible inputs
for Bob, and the entries are the corresponding output values.
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Proof. We break the proof into two parts; Theorem [l follows from the following
Claim [l and Claim @

First, we assume that f does not contain an insecure minor and prove that
f is trivial by constructing a protocol (A, B) that securely computes f against
malicious unbounded parties. Fix any xg € S7 and yo € S2. The protocol (4, B),
described in Fig.[l, has a single round of communication (one message sent from
A to B), and is deterministic (namely A and B ignore their random inputs).

Claim 1. If f does not contain an insecure minor then it is trivial.

Proof. We prove our claim by showing that f is securely computed against
unbounded malicious parties by the following protocol (A, B) described in Fig. [l

Protocol (A, B)

A, on input z € Si:
send to Bob the message a = f(z,y0).
B, on input y € S2, upon receipt of the message a from Alice:
Find the lexicographically first z1 such that f(z1,y0) =a
Set the output OUTg(y, rB,a) to f(z1,y).
If no such z1 exists, set the output OUTg(y,m,a) to f(zo,y).

Fig.1. A secure protocol (against unbounded malicious parties) for a function
f not containing an insecure minor.

We first prove the correctness of the protocol. Recall that x and y are the
inputs held by honest Alice and honest Bob respectively. Correctness when both
parties are honest follows since for any message a = f(x, yo) sent by honest Alice,
an honest Bob finds x7 such that f(z,y0) = f(x1,y0). Since f does not contain
an insecure minor then it must hold that f(z,y) = f(z1,y) (otherwise x, z1, yo, y
constitute an insecure minor). Thus, Bob’s output — f(x1,y) — is correct.

To prove correctness when only Bob is honest, we first define the following
input function Z4/ : {0,1}" — S5 where if there is no 2; such that a = f(z1, o)
then Za/(x,74,a) = xo and otherwise Za/(x, 74, a) is the lexicographically first
x1 such that a = f(z1, yo). Notice that the input function Z 4/ is the same for ev-
ery adversary A’. By the definition of Z 4/ it always holds that OUT g(y, r5,a) =
f(Zar(z,7r4a,a),y) and correctness follows.

Alice’s privacy follows by observing that all information sent to Bob, namely
f(z,y0), can be computed by Bob alone from the output of the function f(z,y).
This is because Bob can find some &’ such that f(z’,y) = f(z,y), and conclude
that f(z,y0) = f(2’,y0) (since f does not contain an insecure minor). Bob’s
privacy follows immediately from the fact that this is a one-round protocol,
where Bob sends no information to Alice, and thus her view is clearly identical
for any input he may have. a

Let us now prove the second part of Theorem HL

Claim 2. If a function f is trivial then it does not contain an insecure minor.
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Proof. 1If f is trivial, then there is a protocol (A4, B) securely computing f
against unbounded parties. In particular, by Fact ll Protocol (4, B) securely
computes f against honest-but-curious unbounded parties. We assume, for sake
of contradiction, that f contains an insecure minor.
Let xo, x1, Yo, y1 constitute an insecure minor of f, that is there are a, b, c € Ss

such that b # ¢ and

f: X0 X1

Yo a a

yib c

By Bob’s privacy from Definition l
VIEW 4 (20,74, 41, ) = VIEW 4(z0, 74, Y0, *)
for every r4. By ranging over all possible 74 we get
TRANS(zo, -, 91, -) = TRANS(zo, -, yo, -)-
On the other hand, by Alice’s privacy, since f(xo,y0) = f(x1,y0) = a,
VIEW g(xo, -, y0,78) = VIEW (21, -, %0,7B)
for every rp. Again, by ranging over all possible rg we get
TRANS(zo, -, ¥o, -) = TRANS(x1, -, yo, *)-
Finally, again by Bob’s privacy
TRANS(z1, -, yo, -) = TRANS(x1, -, y1, *)-
Thus, by transitivity,
TRANS(zo, -, 1, ) = TRANS(21, -, y1, *)- (1)

We next use the following proposition, proved by [E&EZd to hold for every
protocol, to argue that this transcript is equally distributed even if we fix the
random input of Bob.

Proposition 1. Let ug, u1,v0,v1,74,0,7A,1,7B,0,7B,1 be inputs and random in-
puts such that

TRANS(U(), T’Awo, Vo, TB,O) = TRANS(Ul, T’Awl, V1, rB,l) =t.

Then, TRANS(ug,74,0,v1,78,1) = TRANS(u1,74.1,%,7B,0) = t.

In other words, if changing the inputs for both Alice and Bob yields the same
transcript, then changing the input for Alice only (or Bob only) will also yield
the same transcript.

Fix arbitrary random inputs g4 and ¢gg, and let t = TRANS(zo, ¢4, 1, 9B)-
By Equation (W, there exist ¢4, ¢ such that TRANS(x1, ¢4, y1, ¢5) = ¢, which
by Proposition Bl implies that t = TRANS(z1, ¢4, ¥1,9B).
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Now, by Proposition ll it holds that
Pr [TRANS(zg,,y1,:) =1]
TA,TB

= E;r [TRANS(IOa 55 Y1, qB) =t } : E‘); [TRANS(IOa qA, Y1, ) =1 } ) (2)

and similarly
Pr [TRANS(ID 5 Y1, ) =t }
TA,TB
=Pr [TRANS(ID 55 Y1, qB) =t } - Pr [TRANS(Ila q;}a Y1, ) =t } . (3)
TA TB
By Proposition ll, for every rp

TRANS(z0,qa,y1,75) =t if and only if TRANS(z1,¢,y1,78) =t

Hence,
Pr[TRANS(zo,qa,91,:) =t ] = Pr[TRANS(21, ¢4, v1,) =t ]. 4)
B B

Since by (n) Pr’r‘A,’r‘B [TRANS(IOa YY1, ) =1 } = Pr’f‘A "B [TRANS(Ila Y1, )

=t ], and from (@), (@, @), we get that, for every ¢p and t,

Pr[TRANS(zo,,y1,98) =t] = Pr[TRANS(z1,-,y1,98) =1].
TA TA

That is,
TRANS(IOa'aylan) = TRANS(Ila'aylan)' (5)

for every ¢p.

Recall that the view of Bob is defined as his input, his random input, and
the transcript of the communication. By Equation (@), for every gp the com-
munication transcript between Alice and Bob is identically distributed when the
inputs of Alice and Bob are zg, y1 and when their inputs are x1, y1. In both cases
Bob has the same input y; and random input ¢p, so Bob’s view is identically
distributed in both cases, namely for every ¢p it holds that

VIEWB(IOa'aylan) :VIEWB(Ila'aylan)' (6)

Equation (@) contradicts the correctness requirement from Definition ll, because

f(zo,y1) = b # ¢ = f(x1,y1), whereas the identical distributions of Bob’s view

imply that Bob has the same output distribution in both cases. Thus, we have

reached a contradiction, which concludes the proof of the claim. a
Claim ll and Claim B complete the proof of Theorem

3.3 The Round Complexity of Secure Computation against
Unbounded Malicious Parties

Typically, multiple rounds and probabilism are crucial ingredients of secure com-
putation. As stated in the following corollary, however, two-party secure com-
putation in the unbounded malicious model is an exception.
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Corollary 1. If a function f is securely computable in the unbounded malicious
model, then it is so computable by a deterministic single-round (actually, single-
message) protocol.

Proof. The corollary follows immediately from our proof of Theorem M (rather
than from its statement). That proof, shows that, if a function f is computable
in the unbounded two-party malicious model, then it is so computed by the
protocol of Fig.[ll in which only a single message is exchanged (from A to B).

Together with the above corollary, our proof of Theorem H (actually, of
ClaimBalone) also immediately implies the following relationship between secure
computation in the unbounded honest-but-curious model and in the unbounded
malicious one.

Corollary 2. For every two-argument function f, one of the following holds:
FEither

1. f is securely computable deterministically and in one round in the unbounded
malicious model; Or

2. f is not securely computable in the unbounded honest-but-curious model, even
by probabilistic and multi-round protocols.

4 Characterization of Complete Functions

In this section we prove that every function that contains an insecure minor is
complete for secure computation. That is, every non-trivial function is complete.

We shall consider secure computation in the (computationally) bounded ma-
licious model. That is, the computation is secure provided that the (malicious)
parties run in polynomial time. Thus, for the privacy conditions to hold, the
appropriate probability distributions are only required to be indistinguishable
by polynomial time Turing Machines (rather than identical as in the unbounded
case of Definition H). In our proof we also consider the bounded honest-but-
curious model. For lack of space we do not give precise definitions of secure
computation in the bounded models, definitions which are much more involved
and complex than the definitions in the unbounded models. Such definitions
can be found, e.g., in [Zal84]. We note that our results hold for all reasonable
definitions of secure computation in these model.

4.1 Reductions and Completeness
As usual, the definition of completeness relies on that of a reduction.

Definition 5 (Reductions). Let f(-,-) and g(-,-) be finite functions. We say
that the function g reduces to f in the bounded malicious model (respectively,
in the bounded honest-but-curious model) if there exists a tmnsformatioru from

16 A1l reductions presented in this paper consist of efficient and uniform transforma-
tions.
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any protocol securely computing [ in the bounded malicious model (respectively,
in the bounded honest-but-curious model) to a protocol securely computing g in
the same model.

Definition 6 (Completeness). The function f(-,-) is complete for bounded
malicious secure computations (respectively, bounded honest-but-curious secure
computations) if every finite function g(-,-) reduces to f in the bounded malicious
model (respectively, in the bounded honest-but-curious model).

Informally, a function g reduces to a function f if a secure protocol for f
can be converted to a secure protocol for g without any additional assumptions.
(Even more informally, f is “harder” to compute securely than g.)

4.2 Our Reduction vs. Black-Box Reductions

As mentioned in the introduction, our reductions are not black-box ones, but
are natural and very suitable for investigating which assumptions are sufficient
for secure computation. In contrast, black-box reductions are not strong enough
to establish our main theorem, the all-or-nothing nature of two-party secure
computation. For instance, the (non-trivial) OR function is not complete under
black-box reductions [Kalls ﬂ Hence, black-box reductions do not give any in-
dication regarding which is the minimal assumption necessary for implementing
OR securely. On the other hand, using our notions of reductions and complete-
ness, our main theorem implies that the complexity assumptions necessary for
implementing OR securely are exactly the same as for all other non-trivial func-
tions.

Let us now emphasize that our reductions and completeness satisfy basic
expected properties of such notions.

Lemma 1. Let f and g be finite functions such that g reduces to f in the
bounded malicious model of secure computation. Then any assumption sufficient
for computing f securely in the bounded malicious model is also sufficient for
securely computing g in the same model.

Proof. Consider a protocol (Af, By) that securely computes f under some as-
sumption ASSUM;. Since g reduces to f, we can apply the transformation from
(Af, By) to obtain a protocol (A4, By) such that if (Ay, By) securely computes
f then (Ag, By) securely computes g. Thus, if ASSUM; holds then (A, By)
securely computes g.

Furthermore, by definition, these reductions are transitive:

17 Indeed, it is not hard to see that in any protocol that uses a black-box for OR, the
party receiving the output can input 0 to the black-box, thus obtaining the other
party’s input, without any way of being detected. Since this cannot be prevented, any
protocol which is unconditionally secure using an OR black-box can be transformed
into an unconditionally secure protocol, implying that only trivial functions can be
black-box reduced to OR.
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Lemma 2. Let f, g, and h be finite functions. If h reduces to g and g reduces
to f then h reduces to f.

Lemma 3. Let f and g be any finite functions. If g can be computed securely
in the bounded malicious model without any assumptions then g reduces to f in
the bounded malicious model.

Proof. Consider a protocol (A4, By) that computes g securely. The transforma-
tion from any protocol (A, By) securely computing f to a protocol securely
computing g ignores (Ay, By) and outputs (A,, By).

Remark 1. We stress that our notion of completeness highlights the all-or-nothing
nature of secure computation. Furthermore, by [ESaR0ESENERT], if factoring is
hard or if trapdoor permutations exist, then all finite functions (even the trivial
ones!) are complete.

4.3 Main Theorem

Theorem 2. If f(-,-) is a non-trivial function, then f is complete in the bounded
malicious model.

Proof Outline. Although we aim towards the bounded malicious model, our
proof of Theorem B wanders through the bounded honest-but-curious model
(more direct proofs seem problemati(ﬂ). We first prove that every non-trivial
function is complete in the honest-but-curious model. We then use standard
techniques of [LMMZXA to transform any secure protocol in the bounded honest-
but-curious model into a secure protocol in the bounded malicious model. In
general this transformation requires some complexity assumptions, however in
our case the protocol in the honest-but-curious model implies these assumptions.
Thus, combining the above steps, every non-trivial function is complete in the
malicious model.

Proof. We start by proving the analogue of Theorem Bfor the honest-but-curious
model.

Claim 3. If a function f(-,+) contains an insecure minor, then f is complete in
the bounded honest-but-curious model.

Proof. Tt is proven in [EE3224 that OT is complete in the bounded honest-but-
curious model. Therefore, to establish our claim it suffices to prove that whenever
f contains an insecure minor then OT reduces to f.

Let (Af, Bf) be a secure protocol computing the function f in the bounded
honest-but-curious model. Because the function f contains an insecure minor,
there are values xg, 1, Yo, 1, @, b and ¢ such that b # ¢, f(zo,v0) = f(z1,v0) = a,

f(Ianl) = ba and f(xlayl) =cC.
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Protocol (Aor, Bor)

Aor’s input: B, 61 € {0,1}

Bor’s input: 2 € {0,1}

Aor’s and Bor’s code: Execute protocol (A, By) on input zga,, y,.
Denote by zg the output of By.
Execute protocol (Af, By) on input xg,,¥..
Denote by z1 the output of By.

Bor’s output: If z, = b then output 0, else output 1.

Fig. 2. A secure protocol in the bounded honest-but-curious model for com-
puting OT from a function f containing an insecure minor with values

Zo, L1, Yo, Y1, a, ba C.

In Fig. B we describe a protocol (Aor, Bor) which securely computes OT
using this insecure minor and the protocol (A, By).

In Protocol (Aor, Bor) it holds that z, = f(xgs,,y1), and, thus, z, = b if
B, = 0 (and z, = ¢ # b otherwise), implying that the output of Bor is correct.
We next argue that the privacy constrains are satisfied for bounded honest-but-
curious parties Aor and Bor. First note that the only messages exchanged in
(Aor, Bor) are during the executions of (Af, By). Since (Af, By) computes f
securely, A; (and thus Aor) does not learn any information about ¢. Recall that
By is not allowed to learn any information that is not implied by his input and
the output of the function. In the case of OT, this means B,y should not learn
any information about 3,. However, the only information that Ao sends that
depends on 3, are during the execution of (A, By) on input (zs,, o) and, thus,
z, = a for both values of 8,. By the fact that (As, By) computes f securely, B
does not learn any information on f,. a

Note that the above protocol is secure only if By is honest. Also note that
in protocol (Aor, Bor) it is important that only By gets the outputs zo and z;
of (Af, By). That is, if Aor gets zp or z; then she can learn Bor’s input for at
least one of the possible values of her input (since either b # a or ¢ # a or both).

Let us now prove an “hybrid result” bridging the completeness in the two
bounded models of secure computation.

Claim 4. Let f(-,-) be any finite function. If f is complete in the bounded honest-
but-curious model then it is complete in the bounded malicious model.

Proof Sketch. Let g be any finite function. We need to prove that g reduces
to f in the bounded malicious model. We are promised that g reduces to f in
the bounded honest-but-curious model. That is, there is a transformation from
any protocol securely computing f to one securely computing g in the bounded
honest-but-curious model.

To obtain a protocol securely computing ¢ in the malicious model, we pro-
ceed as follows. First, there exists a transformation mapping any protocol that

18 For example, we cannot use Kilian’s reduction [Eadl] from OT to a two-sided

computation of OR in the bounded malicious model.
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securely computes OT in the bounded honest-but-curious model into a one-way
function [EEXY]. Second, since f is complete in the bounded honest-but-curious
model, this implies that there exists a transformation mapping any protocol that
securely computes f in the bounded honest-but-curious model into a one-way
function. Third, one-way functions imply pseudo-random generators [Eim],
which in turn imply bit commitment [NagXd]. Finally, bit commitment implies
that it is possible to transform any protocol securely computing an arbitrary
function g in the bounded honest-but-curious model into a protocol securely
computing ¢ in the bounded malicious model [ENMINVXA. Putting the above to-
gether, we obtain a transformation from a protocol securely computing f in
the bounded honest-but-curious model to one computing the function g in the
bounded malicious model. ad

We are ready to complete the proof of Theorem Bl By Theorem M any non-
trivial function f contains an insecure minor. Thus, by Claim B and Claim W, f
is complete in the bounded malicious model.
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Abstract. We present adaptively-secure efficient solutions to several
central problems in the area of threshold cryptography. We prove these
solutions to withstand adaptive attackers that choose parties for corrup-
tion at any time during the run of the protocol. In contrast, all pre-
viously known efficient protocols for these problems were proven secure
only against less realistic static adversariesthat choose and fix the subset
of corrupted parties before the start of the protocol run.

Specifically, we provide adaptively-secure solutions for distributed key
generation in discrete-log based cryptosystems, and for the problem of
distributed generation of DSS signatures (threshold DSS). We also show
how to transform existent static solutions for threshold RSA and proac-
tive schemes to withstand the stronger adaptive attackers. In doing so,
we introduce several techniques for the design and analysis of adaptively-
secure protocols that may well find further applications.

1 Introduction

Distributed cryptography has received a lot of attention in modern cryptographic
research. It covers a variety of areas and applications, from the study of secret-
sharing schemes, to the distributed computation of general functions using secure
multi-party protocols, to the design and analysis of specific threshold cryptosys-
tems. Two main goals that motivate this research area are: (i) provide security
to applications that are inherently distributed, namely, several parties are trying
to accomplish some common task (e.g., secure elections, auctions, games) in the
presence of an attacker, and (ii) avoid single points-of-failure in a security system
by distributing the crucial security resources (e.g. sharing the ability to generate
signatures). In both cases the underlying assumption is that an attacker can
penetrate and control a portion of the parties in the system but not all of them.

Coming up with correct protocols for meeting the above goals has proven
to be a challenging task; trying to design protocols that are practical as well
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as fully-analyzed is even more challenging. One inherent difficulty in the anal-
ysis of cryptographic systems, in general, is the need to define a mathematical
model that is strong enough to capture realistic security threats and attacker’s
capabilities, and which, at the same time, allows to prove the security of sound
solutions. Due to the complexity of building and reasoning about distributed
protocols, this difficulty is even greater in the area of distributed cryptography.
In this case a large variety of security models have been proposed. This is not
just due to “philosophical disagreements” on what the best way to model rea-
sonable attackers is, but it is also influenced by our ability (or lack of it) to prove
security of protocols under strong adversarial models.

One major distinction between security models for distributed protocols is
whether the attacker is static or adaptive (the latter is also called “dynamic”).
In both cases the attacker is allowed to corrupt any subset of parties up to some
size (or threshold) as specified by the security model. However, in the case of an
adaptive adversary the decision of which parties to corrupt can be made at any
time during the run of the protocol and, in particular, it can be based on the
information gathered by the attacker during this run. In contrast, in the static
case the attacker must choose its victims independently of the information it
learns during the protocol. Therefore, the subset of corrupted parties can be
seen as chosen and fixed by the attacker before the start of the protocol’s run.

While the adaptive attacker model appears to better capture real threats,
the bulk of published works on distributed cryptography assumes a static adver-
sary. This is due to the difficulties encountered when trying to design and prove
protocols resistant to adaptive adversaries. Still, general constructions have been
shown in the adaptive-adversary model for secure distributed evaluation of any
polynomial-time computable function (see below). However, these general re-
sults do not provide sufficiently efficient and practical solutions. Until now, no
efficient adaptive solutions for threshold cryptosystems were known.

Our Contribution. The main contribution of this paper is in providing con-
crete, fully-specified, fully-analyzed solutions to some of the central problems
in threshold cryptography, and proving their security in the adaptive adver-
sary model. Our solutions add little overhead relative to existing solutions for
the same problems in the static-adversary model. They are also constant-round;
namely, the number of rounds of communication is fixed and independent of
the number of parties in the system, the input length, or the security parame-
ter. Thus we believe that our protocols can be of real use in emerging threshold
cryptography applications. Very importantly, we provide full analysis and proofs
for our solutions. This is essential in an area where simple intuition is usually
highly misleading and likely to produce flawed protocols.

In addition, our work introduces general new techniques for the design and
analysis of protocols in the adaptive-adversary model. In section B we give an
overview of these techniques to aid the understanding of the protocols and the
proofs given in the following sections. We also hope that these techniques will
be applicable to the design of adaptively-secure solutions to other problems.
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In section [l we start the presentation of our protocols with an adaptively-
secure solution for the distributed generation of keys for DSS, El Gamal, and
other discrete-log based public-key systems (for signatures and encryption). Such
a protocol is not only needed for generating keys in a distributed way without
a trusted party, but it is also a crucial component of many other cryptographic
protocols. We illustrate this in our own work by using it for distributed genera-
tion of the r = ¢g* part in DSS signatures.

In section ll we present a threshold DSS protocol for the shared generation
of DSS signatures that withstands adaptive attackers. We first show a simplified
protocol where the attacker can control up to ¢ < n/4 players. This protocols
helps in highlighting and understanding many of our new and basic techniques.
Next we describe an optimal-resilience, t < n/2, threshold DSS protocol.

In section W we show how our techniques can be used to achieve adaptively-
secure distributed protocols for other public-key systems. We show how to mod-
ify existing threshold RSA protocols (proven in the static model) to obtain
adaptively-secure threshold RSA. Here also we achieve optimal-resiliency and
constant-round protocols. Similarly, our techniques allow for “upgrading” ex-
istent proactive discrete-log based threshold schemes from the static-adversary
model to the adaptive one.

Related Work. Our work builds directly on previous protocols that were secure
only in the static-adversary model, particularly on [BedSiflLoliROY for the
distributed key generation and [IEARIRGH] for the threshold DSS signatures. We
modify and strengthen these protocols to achieve adaptive security. Similarly, our
solution to adaptive threshold RSA is based on the previous work of [Eahu].

As said before, if one is not concerned with the practicality of the solutions
then general protocols for secure distributed computation of polynomial-time
functions in the presence of adaptive adversaries are known. This was shown
in [RCWRNICCOIRA] assuming (ideal) private channels. Later, [RES] showed
that with the help of standard encryption and careful erasure of keys one can
translate these protocols into the model of public tappable channels. Recently,
[EECESH] showed how to do this translation without recurring to erasures but
at the expense of a significant added complexity. Other recent work on the
adaptive-adversary model includes [EEnS3CI0 00 Also, independently from
our work, adaptively-secure distributed cryptosystems have been recently stud-
ied in [EEE].

2 Technical Overview: Road-Map to Adaptive Security

This section provides an overview of some basic technical elements in our work.
It is intended as a high-level introduction to some of the issues that underly
the protocol design and proofs presented in this paper (without getting into a
detailed description of the protocols themselves). We point out to some general
aspects of our design and proof methodology, focusing on the elements that are
essential to the treatment of the adaptive-adversary model in general, and to
the understanding of our new techniques. For simplicity and concreteness, our
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presentation focuses mainly on threshold signature schemes which are threshold
solutions to some existing centralized scheme like DSS or RSA. However, most of
the issues we raise are applicable to other threshold functions and cryptosystems.

Threshold Signature Schemes. A threshold signature scheme consists of a
distributed key generation protocol, a distributed signature generation protocol
and a centralized verification algorithm. The signing servers first run the key
generation, and obtain their private key shares and the global public key. Next,
whenever a message needs to be signed, the servers invoke the signature gener-
ation protocol. The definition of secure threshold signature scheme makes two
requirements. The first is unforgeability, which says, roughly, that, even after
interacting with the signing parties in the initial generation of the distributed
key and then in the signing protocol invoked on adaptively chosen messages,
the adversary should be unable (except with negligible probability) to come up
with a message that was not signed by the servers together with a valid signa-
ture. The second requirement is robustness, which says that whenever the servers
wish to sign a message, a valid signature should be generated. Our model and
definitions are a natural adaptation to the adaptive-adversary model of the def-
initions for threshold signatures found in [E=558SH1], which in turn are based on
the unforgeability notions of [LaMEXA]|.

Proofs by Reduction and the Central Role of Simulations. We use the
usual “reductionist” approach for the proofs of our protocols. Namely, given an
adversary A that forges signatures in the distributed setting, we construct a
forger F that forges signatures of the underlying centralized signature scheme.
Thus, under the assumption that the centralized scheme is secure, the threshold
signature scheme must also be secure. A key ingredient in the reduction is a
“simulation” of the view of the adversary A in its run against the distributed
protocol. That is, the forger F builds a virtual distributed environment where
the instructions of A are carried out. Typically, first F has to simulate to A an
execution of the distributed key generation that results in the same public key
against which F stages a forgery. Then A will successively invoke the distributed
signature protocol on messages of his choice, and F, having access to a signing
oracle of the underlying centralized signature scheme, has to simulate to A its
view of an execution of the distributed signature protocol on these messages.
Eventually, if A outputs a forgery in the imitated environment, F will output a
forgery against the centralized signature scheme. Two crucial steps in the analy-
sis of this forger are: (1) Demonstrate that the adversary’s view of the simulated
interaction is indistinguishable from its view of a real interaction with parties
running the threshold scheme. (2) Demonstrate that the forger can translate a
successful forgery by the adversary (in the simulated run) to a successful forgery
of the centralized signature scheme.

The first step is the technical core of our proofs. Furthermore, to carry out
the second step we need simulators that are able to generate views that are
indistinguishable from the view of the adversary under a given conditioning.
More specifically, F has to simulate a run of the distributed key generation that
arrives at a given public key of the underlying centralized scheme, and it has
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to simulate a run of the distributed signature scheme that arrives at a given
signature output by the signing oracle of the centralized scheme. We refer to
this as the problem of hitting a particular value in the simulation.

Problems with Simulating an Adaptive Adversary. The above proof tech-
nique is also used in the case of static adversaries. However, an adaptive adver-
sary can corrupt any player at any time (as long as not too many parties are
corrupted) and at that point the simulator needs to be able to provide the at-
tacker with the current internal state of the broken party. In particular, this
information must be consistent with the information previously seen by the
attacker. Providing this information is typically the main difficulty in proving
adaptive security of protocols.

We demonstrate this difficulty with a simplified example adapted from our
protocols: Assume that the protocol specifies that each server P; chooses a ran-
dom exponent z; and makes public (broadcasts) g%, where g is a known group
generator. Next, the adversary sees ¢g*!...g%", corrupts, say, 1/3 of the servers,
and expects to see the secret exponents x; of the corrupted servers being consis-
tent with ¢g”¢. Since the simulator cannot predict which servers will be corrupted,
the only known way to carry out the simulation is to make sure that the simu-
lator knows in advance the secret values x; of all the servers, even though the
adversary corrupts only a fraction of them. However, this is not possible in our
protocols where the z;’s encode a secret quantity = (such as a signing key) un-
known to the simulator. Note that trying to guess which servers will be corrupted
does not help the simulation: there is an exponential number of such sets. (In
contrast, the simulation of such a protocol is possible in the case of a static
attacker where the simulator knows in advance the set of corrupted players.)

Erasures. One way to get around the above problem in the adaptive-adversary
model is to specify in the protocol that the servers erase the private values x;
before the values g”* are broadcasted. Now, when corrupting P;, this information
is not available to the adversary in the real run of the protocol and therefore
there is no need to provide it in the simulation. However, this technique can
only be applied when the protocol no longer needs x;. A careful use of erasures
is at the core of the design of our protocols. In some cases, this requires that
information that could have been useful for the continuation of the protocol be
erased. Two examples of crucial erasures in our protocols are the erasure of some
of the verification information kept by Pedersen’s VSS protocol [Eeddiz] (which
we compensate for with the use zero-knowledge proofs — see below), and the
erasure of all temporary information generated during each execution of the sig-
nature protocol. Furthermore, erasures simplify the task of implementing private
channels with conventional encryption in the adaptive model (see below).

Successful erasure of data is not a trivial task; one needs to make sure that the

data, and all its back-ups, are carefully overwritten. In our setting, we trust un-
corrupted parties to properly erase data whenever required by the protocol. (See
[EHECRSEESRGH] for further discussion on the issue of data erasures.)
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Rewinding the Adversary. Another useful technique for getting around the
problem of having to present the attacker with information not available to the
simulator is rewinding. This is a well-known technique for proving zero-knowledge
(and other) protocols. In its essence it allows a simulator that is “in trouble”
with its simulation to rewind the adversary’s state to a previous computation
state, and restart the computation from there. At this point the simulation will
try some other random choices in the computation hoping that it will not end
in another bad position as before. Thus, in the case where the chances to get
“stuck” again are not too large then rewinding is a very useful technique. In a
second try, after the simulator makes some different choices, the adversary will
hopefully not hit an “inconsistent” situation again.

Note that rewinding is a proof technique, not a protocol action. Yet, one
has to design the protocol in ways that make rewinding a useful tool. As in the
case of erasures, correct use of rewinding requires care. Following is an impor-
tant instance where an improper use of rewinding can render the whole sim-
ulation useless M Assume that the distributed adversary A asks for signatures
on a sequence of messages mj,ma,.... For each message m;, in order to sim-
ulate the signature protocol, the forger F must ask the signing oracle of the
underlying centralized signature scheme for a signature on m;. Assume now
that during the k' signature protocol (while simulating the distributed signing
of message my) the simulator gets “stuck” and needs to rewind the adversary
back to a previous signature protocol, say the j* one for j < k. Now the ad-
versary is rewinded back to m;, the subsequent view is different, so with all
likelihood the adversary will start asking for signatures on different messages.
In other words the sequence of messages is now my,...,m;,mi 4, ...,mp, ...
However the sequence of messages asked by the forger F to the signature oracle
is ma,...,mj,m g1, Mg, Mg, ..., My, ie. the forger has now asked more
messages than the adversary (indeed since the adversary was rewinded he has
no recollection of asking the messages mjy1,...,mx). This means that the ad-
versary A may output one of those messages as a successful forgery, but such
event will not count as a success for the forger F.

It is important then to confine rewinding of the adversary inside a simulation
of a single run of the signature protocol. One of the tools that we use to ensure
that our protocols are simulatable in such a way is the erasure of local temporary
information generated by our protocols.

The Single-Inconsistent-Player Technique. Another concern that needs to
be addressed is making sure that rewindings do not take place too often (other-
wise the simulator may not run in polynomial time). Very roughly, we guarantee
this property as follows. We make sure that the simulator can, at any point of
the simulated run, present the attacker with a correct internal state (i.e. state
that is consistent with the attacker’s view) for all honest players except, maybe,

2 We remark that the rewinding technique may also cause difficulties when the signa-
ture protocol is composed with other protocols, and in particular when several copies
of the signature protocol are allowed to run concurrently. We leave these issues out
of the scope of this work. See more details in [ENSSEIRERGS].
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for one server. The identity of this server is chosen at random. Moreover, the
view of the attacker is independent from this choice. This guarantees that the
inconsistent server is corrupted (and then the simulation is rewinded) with prob-
ability at most one half (this probability is given by the ratio ¢/n of corrupted
players). Thus, the expected number of rewindings is at most one.

Zero-Knowledge to the Rescue, and Efficiently. Another tool used in our
protocols are zero-knowledge proofs [L=MEXY] and more specifically zero-know-
ledge proofs of knowledge. Useful as they are, zero-knowledge proofs may add
significant complexity to the protocols, degrade performance, and increase com-
munication. We show how to make intensive use of zero-knowledge proofs with
significant savings in complexity. Specifically, we show how to achieve the ef-
fect of O(n?) zero-knowledge proofs of knowledge (where each of the n players
proves something to each of the other players) in a single 3-move honest verifier
zero-knowledge proof. This is done by implementing the honest verifier using a
distributed generation of a challenge by all players.l We implement this tech-
nique for Schnorr’s proof of possession of discrete-log [Shtil]; the same technique
can be used for other zero-knowledge protocols as well [EESA].

Maintaining Private Channels in the Adaptive Model. An important
observation about the design of our protocols is that we specify them using
the abstraction of “private channels” between each pair of parties. This is a
usual simplifying approach in the design of cryptographic protocols: The un-
derlying assumption is that these private channels can be implemented via en-
cryption. In the case of adaptive security, however, this simple paradigm needs
to be re-examined. Indeed, a straightforward replacement of private channels
with encryption could ruin the adaptive security of our protocols. Fortunately,
in settings where data erasures are acceptable (and in particular in our setting)
a very simple technique exists [BESI| for solving this problem. It involves lo-
cal refreshment of (symmetric) encryption keys by each party, using a simple
pseudorandom generator and without need for interaction between the parties.
This adds virtually no overhead to the protocols beyond the cost of symmetric
encryption itself.

3 Adaptively-Secure Distributed Key Generation

A basic component of threshold cryptosystems based on the difficulty of com-
puting discrete logarithms is the shared generation of a secret x for which the
value g” is made public. Not only is this needed to generate a shared key without
a trusted dealer but it is also a sub-module of other protocols, e.g. as used in
our own threshold DSS scheme for generating r = g~ (see Sec. ). We call
this module a “Distributed Key Generation” (DKG) protocol. The primitive of

3 Recall that 3-move zero-knowledge proofs cannot exist for cheating verifiers if the
underlying problem is not in BPP [EERSEESSE]. Thus, the distributed nature of the
verifier in our implementation is essential for “forcing honesty”. In particular, our
simulation of these proofs does not require rewinding at all.
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Distributed Key Generation for Discrete-Log Based Cryptosystems is defined in
[EE0Y], yet the solution provided in that paper is proven secure only against
a non-adaptive adversary. Briefly stating, a DKG protocol is performed by n
players Py, ..., P, on public input (p, q, g) where p and ¢ are large primes, ¢ di-
vides p—1, and g is an element of order ¢ in Z7. DKG generates a Shamir secret
sharing of a uniformly distributed random secret key x € Z,, and makes public
the value y = ¢® mod p. At the end of the protocol each player has a private
output x;, called a share of x. The protocol is secure with threshold (¢,n) if in
the presence of an adversary who corrupts at most ¢ players, the protocol gen-
erates the desired outputs and does not reveal any information about x except
for what is implied by the public value g* mod p.

To ensure the ability to use the DKG protocol as a module in a larger, adap-
tively secure, threshold scheme (like the DSS-ts signature scheme of Section )
we add to the requirements of [EIEEIY| that at the end of the protocol each
party must erase all the generated internal data pertaining to this execution of
the protocol except of course for its private output ;. This requirement ensures
that the simulator of the threshold scheme within which DKG is used as a module
(e.g. DSS-ts) is able to produce the internal state of a player whom the adversary
corrupts after the execution of the DKG module is completed.

Distributed Key Generation Protocol. We present a distributed key gen-
eration protocol DKG with resilience ¢ < n/3, which is simple to explain and
already contains the design and analysis ideas in our work. (See below for the
modifications required to achieve optimal resilience ¢t < n/2.) DKG is based on
the distributed key generation protocol of [LeliBUY] which is proven secure only
against a non-adaptive adversary. (Some of the changes made to this protocol
in order to achieve adaptive security are discussed below.)

Protocol DKG presented in Figlll starts with inputs (p, q, g, h) where (p, q, g)
is a discrete-log instance and h is a random element in the subgroup of Z; gen-
erated by g. When DKG is executed on inputs (p, g, g) only, a random h must
first be publicly generated as follows: If ¢ does not divide p — 1, the players
generate a random r € Z* via a collective coin-flipping protocol [RELMZH] and
take h = r®~1/7 mod pi The protocol proceeds as follows: The first part of
generating x is achieved by having each player commit to a random value z; via
a Pedersen’s VSS [EedSil[EedSiil [STRGY] . These commitments are verified by
the other players and the set of parties passing verification is denoted by QUAL.
Then the shared secret z is set (implicitly) to @ = 37,0y, 2 mod g. We de-
note this subprotocol by Joint-RVSS (see Figureﬂ)l In addition to enabling the
generation of a random, uniformly distributed value z, Joint-RVSS has the side
effect of having each player P; broadcast an information-theoretically private
commitment to z; of the form C;g = gzihfi/(o) mod p, where f! is a random-

4 We chose to write DKG with h as an input so that it could be invoked as a module
by the DSS-ts scheme of Section ll without generating h each time.

® See [EIREGY for an analysis of Joint-RVSS in the non-adaptive adversarial model.
The same analysis applies to the adaptive model treated here.
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Input: Parameters (p, g, g), and h an element in the subgroup generated by g.

Public Output: y the public key

Secret Output of P;: z; the share of the random secret =

(all other secret outputs are erased)

Other Public Output: Public commitments.

Generating x:

Players execute Joint-RVSS(t,n,t)

1. Player P; gets the following secret outputs of Joint-RVSS:

— x;, x, his share of the secret and the associated random value (resp.)
— fi(2), fi(2) polynomials he used to share his contribution z; = f;(0)
to x.
— sji, 8% for j = 1..n the shares and randomness he received from others
Players also get public outputs Cix for ¢ = 1.n, kK = 0..t and the set
QUAL.

Extracting y = g mod p:
Each player exposes y; = g** mod p to enable the computation of y = g° mod
.

2. Each player P;, i € QUAL, broadcasts A; = gfi(o) = ¢g** mod p and B; =
hfi/(0> mod p, s.t. Cijo = A;B;. P; also chooses random values r; and 7}
and broadcasts T; = g™, T} = A" mod p.

3. Players execute Joint-RVSS(t, n, t) for a joint random challenge d. Player
P; sets his local share of the secret challenge to d;. All other secret output
generated by this Joint-RVSS and held by P; is erased.

4. Each player broadcast d;. Set d = EC-Interpolate(ds,...,dx»).

5. P; broadcasts R; = r; +d - f;(0) and R, = r; +d - f{(0)

6. Player P; checks for each P; that g% =T, - A and hEi = T! - B If the
equation is not satisfied then P; complains against P;.

7. If player P; receives more than ¢ complaints, then P; broadcasts s;j. Set
z; = EC-Interpolate(s;q, ..., 8i,) and A; = ¢g**.

8. The public value y is set to y = HiGQUAL A; mod p.

9. Player P; erases all secret information aside from his share ;.

Fig.1. DKG - Distributed Key Generation, n > 3t + 1

izing polynomial chosen by P; in the run of Joint-RVSS. We will utilize these
commitments to “extract” and publish the public key y = g* mod p.

We have that g% = gZiGQUAL o= [Licouur 97 mod p. Thus, if we could
have each player “deliver” g* in a verifiable way then we could compute y. To
that end, we require P; to “split” his commitment C;( into the two components
A; =g and B; = hii(0) (Step B). To ensure that he gives the correct split, P;
proves that he knows both DlogysA; and Dlogy B; with Schnorr’s 3-round zero-
knowledge proof of knowledge of discrete-log [Sehiil]. We exploit the fact that
each player is proving his statement to many verifiers by generating a single
challenge for all these proofs. Joint challenge d is generated with Joint-RVSS
with public reconstruction (Steps ). The proof completes in Steps . For
the interesting properties of this form of zero-knowledge proof see Section l If
a player fails to prove a correct split, then his value z; is reconstructed using
polynomial interpolation with the error-correcting code procedure such as [R3A1],
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Threshold Parameters: (¢,n,t’)
Input: Parameters (p, q, g) and element h generated by g
Public Output: Cj, fori = 1..n, k =0..t' (referred to as the “commitment
to the polynomial”). Set QUAL of non-disqualified players
Secret Output of P;: z; and z) the share and the associated random value
fi(2), fi(2) the polynomials used to share z;
8ji, 85; for j = 1..n shares received from P;

1. Each player P; performs a Pedersen-VSS of a random value z; as a dealer:

(a) P; chooses two random polynomials f;(2), fi(z) over Z, of degree t':

fi(z) = aio + @iz + ... + ait/zt/ fi(z) =bio +binz+ ... + bit/zt/

Let z; = aio = fi(0). P; broadcasts Csp = g%ik hPik mod p for k =

0,...,t". P; sends shares si; = fi(j),si; = fi(j) mod ¢ to each P; for
j=1,...,n.

(b) {Each Pj verifies the shares received from other players fori =1,...,n

+

g b = T](Cn)’" mod p (1)

k=0

If the check fails for an index ¢, P; broadcasts a complaint against P;.
(¢) Each player P; who, as a dealer, received a complaint from player P;
broadcasts the values si;, s;; that satisfy Eq. ().
(d) Each player builds the set of players QUAL which excludes any player
— who received more than ¢ complaints in Step I or

— answered to a complaint in Step Il with values that violate

Eq.().
2. The shared random value x is not computed by any party, but it
equals x = ZZEQUAL z; mod q. Each P; sets his share of the secret

to x; = ZJ.GQUAL sj; mod ¢ and the associated random value z; =

ZJ.GQUAL 8% mod q.

Fig. 2. Joint-RVSS - Joint Pedersen VSS, n > 2t + 1

which we denote by EC-Interpolate (Steps l, H). The players then erase all the
information generated during the protocol except of their share of the secret key.

Proving Adaptive Security of Key Generation. In Figure ll we present a
simulator SIM-DKG for the DKG protocol.l This simulation is the crux of the
proof of secrecy in the protocol, namely, that nothing is revealed by the protocol
beyond the value y = g* mod p (to show this we provide the value of y as input
to the simulator and require it to simulate a run of the DKG protocol that ends
with y as its public output). We denote by G (resp. B) the set of currently good
(resp. bad) players. The simulator executes the protocol for all the players in
G except one. The state of the special player P (selected at random) is used
by the simulator to “fix” the output of the simulation to y, the required public
key. Since the simulator does not know Dlog,y it does not know some secret

5 If DKG is preceded with generation of h (see above), the simulator plays the part
of the honest players in that protocol before running SIM-DKG to simulate DKG.
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information relative to this special player (in particular the component zp that
this player contributes to the secret key). This lack of knowledge does not disable
the simulator from proving that it knows P’s contribution (Steps Il in DKG)
since the simulator can utilize a simulation of this ZK proof. However, if the
adversary corrupts P during the simulation (which happens with probability
< 1/2) the simulator will not be able to provide the internal state of this player.
Thus, the simulator will need to rewind the adversary and select another special
player P’. The simulation will conclude in expected polynomial time.

Input: public key y and parameters (p,q, g) and h an element generated by
g

1. Perform Step [l of DKG on behalf of the players in G. At the end of this
step the set QU AL is defined. SIM-DKG knows all polynomials f;(z), fi(2)
for ¢ € QUAL (as it controls a majority of the players). In particular,
SIM-DKG knows the values f;(0), f7(0).

Perform the following pre-computations:

— Choose at random one uncorrupted player P € G

— Compute A; = ¢7®, B; = h#i® for i € QUAL \ {P}

~Set Ap=y- I_L.GMMAL\{P})(Ai)f1 mod p, and By = Cpo/A} mod p

— Pick values d, Rp, Rp €r Zy, set Tp = g"P -(A%) ™% and Tl/g* = hfip (Bp)¢

2. For each player i € G\ {P} execute Step l according to the protocol. For
player P broadcast Ay, Bp,Tp, Tl/g* which were computed previously.

3. Perform the Joint-RVSS(¢,n,t) protocol on behalf of the uncorrupted
players. Note that SIM-DKG knows the shares d;, i € B. Erase all the
secret output of the uncorrupted players in this protocol. Pick a t-degree
polynomial f7(z) s.t. f7(0) = d and f;(i) = d; for i € B. Set dj = f;(7)
for i € G.

4. Broadcast d; for each i € G.

5. Broadcast R; = r; +d - fi(0) mod ¢ and R, = 7, + d - f{(0) mod q for
i € G\ {P} and Rp, Ry for player P.

6. Execute Step Bof DKG for all players. (Notice that the corrupted players
can publish a valid complaint only against one another.)

7. For each player with more than ¢ complaints participate in the recon-
struction of their value. Note that only players in B can have more than
t complaints.

8. Erase all information aside from the value z;.

Fig.3. SIM-DKG - Simulator for the Distributed Key Generation Pro-
tocol DKG

Lemma 1. Simulator SIM-DKG on input (p,q, g, h,y) ends in expected polyno-
mial time and computes a view for the adversary that is indistinguishable from
a view of the protocol DKG on input (p, q, g, h) and output y.

Proof: First we show that SIM-DKG outputs a probability distribution which
is identical to the distribution the adversary sees in an execution of DKG that
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produces y as an output. In the following denote by G, the subgroup of Z7
generated by g.

1. The first step is carried out according to the protocol, thus values f; (j), f!(4),
1€G,7e€B,and Cy, i € G, k =0...t have the required distribution.

2. The values A; for i € G\ {P} are distributed exactly as in the real pro-
tocol. The value Ap = y - [Licquar\ipy)(4i) ™" = ¥ [lico\ iy (4i) "
Hie(BmQUAL)(Ai)il is distributed uniformly in G4 and independently from
the values A; for all 4. This is because y is random and uniformly distributed
and the A; for i € B are generated independently from the other ones (be-
cause Joint-RVSS is information theoretically private).

A similar argument holds for values B;, i € G\ {P} and Bj.

Finally, values T;,T;, i € G\ {P} are picked at random in G4 as in the
protocol. Values 15, TI/D* are also uniformly distributed in G4. Thus the view
in this step is identical.

3. Here SIM-DKG performs a Joint-RVSS(¢, n, t) protocol on behalf of the play-
ers in G exactly as in the protocol. Thus the view in this step is identical.

4. In this step SIM-DKG broadcasts shares d} of a new polynomial f} (z) which is
random subject to the constraint that £} (j) = fa(j) for j € B and f;(0) =d.
Although these d}’s are not the same values held as shares by the players
in the previous step, the view for the adversary is still the same as in the
real protocol. This is because the adversary has seen a Joint-RVSS of value
d’ and at most ¢ points of the sharing polynomial f. It is easily seen that
for any other value d there is another polynomial that passes through the
t points held by the adversary and the free term d. Notice that since only
the d}’s are broadcasted the simulator does not have to “match” the public
commitments generated by the Joint-RVSS.

5. Values R;, R., i € G satisfy the required constraints (i.e. verification equa-
tion) as in the protocol.

We have shown that the public view of the adversary during the simulation is
identical to the one he would see during a real execution. Now we must proceed
to show that the simulator can produce a consistent view of the internal states for
the players corrupted by the adversary A. Clearly, if a player is corrupted before
Step B the simulator can produce a consistent view because it is following the
protocol. After Step B the simulator can show correct internal states for all the
players in G except for the special player P. Thus, if P is corrupted the simulator
rewinds the adversary to the beginning of Step Bland selects at random a different
special player. Notice that if a player P; in G\ {P} is corrupted after Step H, the
simulator has broadcasted for P; a “fake” value d}. But since we erased all the
private information (except the shares) generated in Joint-RVSS in Step B, the
simulator can simply claim that d} was really the share held by P;. This will not
contradict any of the generated public information. a

Adaptive vs. Non-Adaptive Solutions. As noted before, DKG is based on
the recent distributed key generation protocol of [EEKROY], which is secure only
against a static adversary. The generation of = is the same in both protocols but
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they differ in the method for extracting the public key. In the current protocol
cach player reveals only values (4;, B;) = (g7, h/i(9)) from the execution of
Joint-RVSS, and uses zero-knowledge proofs to guarantee that these values are
properly formed. Due to this limited revealing of information it is sufficient
for the simulator to “cheat” with respect to the internal state of only a single
player, and yet to “hit” the desired value. However, in the protocol of [GRESY],
each player reveals A; by publishing all values g%*, k = 0, ..., t. For one of the
players the simulator has to commit in this way to a polynomial without knowing
aio = fi(0). Therefore he can do it in a way that is consistent with only ¢ points
on this polynomial. Thus, the simulator has an inconsistent internal state for n—t
players, and hence has to stop and rewind every time one of them is corrupted,
which happens with overwhelming probability if the adversary is adaptive.

Key Generation with Optimal Resilience. To achieve an optimally-resilient
(i.e. n = 2t+1) DKG protocol two changes are required. First we need to change
the generation of h which occurs before DKG starts. Instead of using a VSS
protocol which has a t < n/3 resilience ([RE=8E3]) we need a VSS with an
optimal t < n/2 resilience (e.g. [ElMAEO0]). The second change is the following:
In our DKG we publicly reconstruct a value created with Joint-RVSS protocol (see
Steps EH). This reconstruction is currently done using error-correcting codes,
which make the protocol easy to simulate, but which tolerate only ¢ < n/3
faults. However, we can achieve optimal resilience by sieving out bad shares
with Pedersen verification equation (Eq. (lll)) if the players submit the associated
random values generated by Joint-RVSS together with their shares. Therefore the
players must no longer erase these values as in the current Step

This change must be reflected in the simulator, because the current SIM-DKG
is unable to produce these values. However, the simulator could produce them if
he knew the discrete logarithm Dlog,(h). Therefore, in the h-generation protocol,
instead of playing the part of the honest parties, the simulator must pick A € Z,
at random, compute h = ¢g*, simulate the VSS protocol of LTI to arrive
at 7 = h? where 8 = ((p—1)/q)~" mod ¢, and pass X to the modified SIM-DKG.

4 Adaptively-Secure Threshold DSS Signature Scheme

As described in Section ll, a Threshold Signature Scheme consists of a distributed
key generation, distributed signature protocol, and a signature verification proce-
dure (see full definitions in [EE0SESH| or [t=ll]). Here we present a distributed
DSS signature protocol Sig-Gen with ¢ < n/4 resilience. (Below we give a brief
description for how to modify this protocol to achieve optimal resilience.) We
prove the unforgeability of the Threshold DSS Signature Scheme, which is com-
bined from DKG (Section H), Sig-Gen, and the regular DSS verification procedure
DSS-Ver. The proof of robustness is deferred to [, We refer the reader to
Section @ for a higher-level description of the basic elements in our approach,
solutions, and proofs.

Distributed Signature Protocol. The basis for the signature protocol Sig-Gen
(Fighl is the protocol of [EAXEIH|, with modifications to allow for the adaptive
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adversary. Protocol Sig-Gen assumes that the signing parties have previously
executed the DKG protocol and hold the shares x; of a secret key that corresponds
to the generated public key y. The protocol Sig-Gen is invoked every time some
message m needs to be signed.

Input: message m to be signed (plus the outputs of DKG).
Public Output: (r, s) the signature of the message m

1. Generate r = g’f1 mod p mod ¢

(a) Generate k. Players execute Joint-RVSS(¢,n,t). Player P; sets k; to
his share of the secret. All other secret information generated by the
above execution is erased.

(b) Generate random sharings of 0 on polynomials of degree 2t. Players
execute two instances of Joint-ZVSS(t,n, 2t). Player P; sets b; and
¢; to his shares of the two sharings. All other secret information
generated by the above executions is erased.

(¢) Generate a random value a and ¢g* mod p using DKG. Player P; sets
a; to his share of the secret a.

(d) Player P; broadcasts v; = k;a; + b; mod gq.

(e) Each player computes: p 2 EC-Interpolate(vi,...,v,) mod ¢ [=
ka mod g, then x~* mod ¢, and r 2 (g’l)‘f1 = gkil] mod p mod q.

2. Generate s = k(m + zr) mod ¢
P; broadcasts s; = kilm + zir) + c;modg. Set s 2

EC-Interpolate(s1, ..., $n).
3. Player P; erases all secret information generated in this protocol.

Fig. 4. Sig-Gen - Distributed Signature Generation, n > 4t + 1

The first part of the signature computation is the generation of the random
value r = g’f1 mod p mod ¢. This computation is very similar to the distributed
key generation protocol, aside from the complication that it requires g to be
raised to the inverse of the shared secret value k. We achieve this with a variation
of the distributed inversion protocol from [EEXR]: The players select a random
uniformly distributed k& € Z; in shared form via the Joint-RVSS protocol (Step
IE3). Then they perform a DKG protocol to select a random a € Z, in shared form
and publish g* mod p (Step ). The inversion of k in the exponent occurs when
the players reconstruct in the clear the product p = ka mod ¢ which is a random
number, invert it, and then compute ¢ = (¢*)* ' (Steps [E3E). The value s
is publicly reconstructed when each player reveals the product k;(m+x;r) which
lies on a 2t-degree polynomial whose free term is s = k(m + zr). As in DKG, it
is crucial for the proof of adaptive security that the players erase at the end all
secret information generated by this protocol.

Sig-Gen uses a Joint-ZVSS subprotocol to generate randomizing polynomials
(Step IEH). This randomization is needed to hide all partial information during
the public reconstruction of values p and s (Steps Il and B). Joint-ZVSS, which
stands for “Joint Zero VSS”, is a modification of Joint-RVSS where all players
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fix their values z; = a;o and b;g (Step IE Figure @) to zero. This can be verified
by other players by checking that C;o = 1 mod p.

Proving Adaptive Security of Threshold DSS. We argue the following;:

Theorem 1. If DSS is unforgeable under adaptive chosen message attack then
DSS-ts=(DKG,Sig-Gen,DSS-Ver) is a secure (unforgeable and robust) (t,n) -
threshold signature scheme for t < n/4.

Due to space limitations we present only the unforgeability part of this argument
(Lemma H) and we use the definition of unforgeability of threshold signature
schemes from [L=liBUH]. For the complete treatment of security of our scheme,
together with more formal definitions of security of threshold signatures and a
proof of robustness, we invite the reader to [l2GT]. To prove unforgeability, we
first need the following lemma about the simulator SIM-Sig presented in Fig

Input: message m, its signature (r, s) of a DSS system (y,p, g, g9),
an element h generated by g

Compute r* = gmsilyrsi1 mod p. Pick u €r Zg, and set 8 = (r*)* mod p.

1. (a) Execute Joint-RVSS(¢, n,t) on behalf of the uncorrupted players. This
results in shares k; for each of the uncorrupted players. Erase all secret
values aside from k;.

(b) Execute two sharings of a 0 value on polynomials of degree 2¢ using
Joint-ZVSS(t, n, 2t). This results in shares b;, ¢; for the uncorrupted
players. Erase all secret values aside from b;, c;.

(¢) Run the simulator SIM-DKG of the DKG protocol on input 3 as the
“public key”. This results in shares a; for each of the uncorrupted
players. Note that all other information has already been erased by
the simulator which was called as a sub-routine.

(d) The simulator knows values v; = k;a; + b;, ¢ € B that should be
broadcast by the players controlled by the adversary in Step I of the
signing protocol. Choose a 2¢-degree polynomial f,(2) s.t. f»(0) = p,
fo(i) =wv; for i € B. Set vi = fo,(4) for i € G. Compute b; = v; —k;a;,
1 € G. Erase the secret values b; for ¢ € G. Broadcast v} for i € G.

2. The simulator knows values s; = ki(m + z;r) + ¢;, ¢ € B that should
be broadcast by the players controlled by the adversary in Step B of
the signing protocol. Choose a 2t-degree polynomial fs(z) s.t. fs(0) = s,
fs(i) = s; for i € B. Set s; = fs(i) for ¢ € G. Compute ¢; = sj — kis(m +
x;r), © € G. Erase the secret values ¢; for i € G. Broadcast s; for i € G.

3. Erase all the information generated by the signature generation.

Fig.5. SIM-Sig - Simulator for the Distributed Signature Protocol
Sig-Gen

Lemma 2. Simulator SIM-Sig on input (p,q, g, h,y, m, (r,s)) ends in expected
polynomial time and computes a view for the adversary that is indistinguishable
from a view of the protocol Sig-Gen on input public key (p, q, g, h,y), message m,
and output signature (r,s).

Proof: 1. Generation of r
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(a) The simulator executed Joint-RVSS according to the protocol, thus all
the values generated by these executions have the required distribution.

(b) The simulator executed two instances of Joint-ZVSS according to the pro-
tocol, thus all the values generated by these executions have the required
distribution.

(c¢) It has been proved that the simulator SIM-DKG outputs the desired
distributions for the DKG protocol. Notice also that 3 is uniformly dis-
tributed in G4 (the same as g® in the real protocol).

(d) Here the simulator broadcasts values v} which were not computed ac-
cording to the protocol. Yet because these shares have been chosen at
random under the condition that they interpolate to a random free term
w1 and the polynomial interpolated by them matches the shares held by
the adversary, the view of the adversary is exactly the same as in the
real protocol.

2. Generation of s: The same argument as above applies to the values s;.

The discussion about the internal states presented by the simulator to the
adversary when a player is corrupted is identical to the one in the proof of
Lemma [ll Tt is important to notice that the only rewinding happens during the
simulation of the DKG subroutine inside this protocol. It should be restated here
that once the DKG simulator completes its execution the adversary can now
corrupt any of the players, including the “special” player, because now even for
that player the simulator has a consistent view. a

Lemma 3. If DSS is unforgeable under adaptive chosen message attack then
DSS-ts=(DKG, Sig-Gen, DSS-Ver) is an unforgeable (t,n)-threshold signature
scheme fort < n/4.

Proof: Assume that DSS-ts is not unforgeable. Then there exists a t-threshold
adversary A s.t. with a non-negligible probability A outputs a valid DSS (mes-
sage,signature) pair (m, (r, s)), after participating in the initial execution of DKG
and then in the repeated execution of Sig-Gen on messages my, ma, ... of A’s
choice. Furthermore, none of the m;’s is equal to m. Using such adversary A, we
show how to construct a forger F against the regular DSS scheme. F is given
as input a DSS system (p, ¢, g), and a random public key y. Additionally, F can
accesses a signature oracle Osjz that provides DSS signatures under the given
public key (p, ¢, 9, y).

F fixes the random coins of A. First F plays the part of the honest parties in
the h-generation protocol. Then F runs an interaction between SIM-DKG and A
on input (p, q, g, h,y). By lemmalll the simulation ends in expected polynomial
time and A receives a view that is identical to A’s view of a random execution
of DKG that outputs y. When A requests a signature on message m;, F submits
m; to Osig and receives (r;, s;), a random DSS signature on m;. Then F then
runs an interaction between SIM-Sig and A on input (p, q, g, b, y, m;, (14, ;). By
lemma B this simulation ends in expected polynomial time and A receives a
view that is identical to A’s view of a random execution of Sig-Gen that outputs
(rs, s;). Finally, since its views of this simulation are indistinguishable from the
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real ones, A outputs a valid DSS signature (m, (r, s)) where m # m, for all i.
F outputs this (m, (r, s)) which is a successful existential forgery since F never
asked its oracle this message m. ad

Threshold DSS with Optimal ¢t < n/2 Resilience. Because of lack of space
we defer the description of the modifications that achieve optimal resilience in
the Sig-Gen protocol to the full version [l of this paper. These modifications
include the use of the ¢ < n/2 resilient version of DKG as described at the end of
section B Furthermore, we use the results of [EZERUH| to increase the resilience
of the secret-multiplication steps of the signature protocol itself.

5 Further Applications

The techniques introduced in this paper enable us to achieve adaptive security
for other threshold public-key systems. Here we sketch our solution to Adaptive
Threshold RSA and Adaptive Proactive Solutions.

Adaptive Threshold RSA. We can achieve an adaptively-secure Threshold
RSA Signature Generation protocol (but without distributed key generation)
with optimal resilience. Furthermore, our protocol runs in a constant number of
rounds. We build our solution on the Threshold RSA solution of [Raki]. The
protocol of that paper needs to be modified to use a Pedersen VSS wherever
a Feldman VSS is used, the zero-knowledge proofs which appear need to be
modified accordingly, and commitments should be of the Pedersen form.

The most interesting change required in this protocol is due to the following:
If the current protocol is invoked twice on two different messages, each player
gives its partial signature on these messages under its fixed partial key. But as
we have seen in Section l, the simulator is not allowed to rewind back beyond
the current invocation of the signature protocol that it is simulating. Clearly,
the simulator cannot know the partial keys of all players. If a player for whom
he does not know the partial key is broken into during the simulation of the
signing of the second message, then the simulator would need to explain both
partial signatures of that player, and hence would be forced to rewind beyond
the current invocation of the signature protocol.

To avoid this problem, the partial keys need to be changed after each signa-
ture generation. This is achieved in a straightforward manner (though it adds a
performance penalty to the protocol).

Adaptive Proactive Solutions. Our threshold DSS scheme, as well as other
discrete—log based threshold schemes built with our techniques, can be easily
proactivized [ELLLZOZ] by periodic refreshment of the shared secret key. Due to
space limitations we simply state here that such refreshment can be achieved in
the adaptive model if the players execute a Joint-ZVSS protocol (see Section H),
and add the generated shares to their current share of the private key «.
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Abstract. We present a protocol for two parties to generate an RSA
key in a distributed manner. At the end of the protocol the public key: a
modulus N = PQ), and an encryption exponent e are known to both par-
ties. Individually, neither party obtains information about the decryption
key d and the prime factors of N: P and (). However, d is shared among
the parties so that threshold decryption is possible.

1 Introduction

We show how two parties can jointly generate RSA public and private keys.
Following the execution of our protocol each party learns the public key: N = PQ
and e, but does not know the factorization of N or the decryption exponent
d. The exponent d is shared among the two players in such a way that joint
decryption of cipher-texts is possible.

Generation of RSA keys in a private, distributed manner figures prominently
in several cryptographic protocols. An example is threshold cryptography, see
[ for a survey. In a threshold RSA signature scheme there are k parties who
share the RSA keys in such a way that any ¢ of them can sign a message,
but no subset of at most t — 1 players can generate a signature. A solution
to this problem is presented in [&f]. An important requirement in that work
is that both the public modulus N and the private key are generated by a
dealer and subsequently distributed to the parties. The weakness of this model
is that there is a single point of failure— the dealer himself. Any adversary who
compromises the dealer can learn all the necessary information and in particular
forge signatures.

Boneh and Franklin show in [l] how to generate the keys without a dealer’s
help. Therefore, an adversary has to subvert a large enough coalition of the
participants in order to forge signatures. Several specific phases of the Boneh-
Franklin protocol utilize reduced and optimized versions of information theoret-
ically private multi-party computations [ll]. Those phases require at least three
participants: Alice and Bob who share the secret key and Henry, a helper party,
who knows at the end of the protocol only the public RSA modulus N.

Subsequent works [MEE] and ] consider other variants of the problem
of jointly generating RSA keys. In [l] Cocks proposes a method for two parties

Michael Wiener (Ed.): CRYPTO’99, LNCS 1666, pp. 116l 1999.
© Springer-Verlag Berlin Heidelberg 1999
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to jointly generate a key. He extends his technique to an arbitrary number of
parties k [H]. The proposed protocol suffers from several drawbacks. The first
is that the security is unproven and as Coppersmith pointed out (see [H]) the
privacy of the players may be compromised in certain situations. The second is
that the protocol is far less efficient than the Boneh-Franklin protocol. In [Z]
Poupard and Stern show a different technique for two parties to jointly generate
a key. Their method has proven security given standard cryptographic assump-
tions. Some of the techniques employed in the current work are similar to the
ideas of [Z] but the emphasis is different. Poupard and Stern focus on main-
taining robustness of the protocol, while we emphasize efficiency. In ] Frankel,
Mackenzie and Yung investigate a model of malicious adversaries as opposed to
the passive adversaries considered in [HEH and in our work. They show how to
jointly generate the keys in the presence of any minority of misbehaving parties.

The current work focuses on joint generation of RSA keys by two parties. We
use the Boneh-Franklin protocol and replace each three party sub-protocol with
a two party sub-protocol. We construct three protocols. The first is based on
(f) oblivious transfer of strings. Thus, its security guarantee is similar to that
of general circuit evaluation techniques [ZJE]. The protocol is more efficient
than the general techniques and is approximately on par with Cocks’ method
and slightly faster than the Poupard-Stern method. The second utilizes a new
intractability assumption akin to noisy polynomial reconstruction that was pro-
posed in [4]. The third protocol is based on a certain type of homomorphic
encryption function (a concrete example is given By Benaloh in []). This pro-
tocol is significantly more efficient than the others both in computation and
communication. It’s running time is (by a rough estimate) about 10 times the
running time the Boneh-Franklin protocol.

There are several reasons for using 3 different protocols and assumptions.
The first assumption is the mildest one may hope to use. The second protocol
has the appealing property that unlike the other two protocols it is not affected
by the size of the moduli. In other words the larger the RSA modulus being
used, the more efficient this protocol becomes in comparison with the others.
Another interesting property of the first two protocols is that a good solution to
an open problem we state at the end of the paper may make them more efficient
in terms of computation than the homomorphic encryption protocol.

We assume that an adversary is passive and static. In other words, the two
parties follow the protocol to the letter. An adversary who compromises a party
may only try to learn extra information about the other party through its view
of the communication. Furthermore, an adversary who takes over Alice at some
point in the execution of the protocol cannot switch over to Bob later on, and
vice versa.

The remainder of the work is organized as follows. In section Bl we describe
some of the tools and techniques developed previously and used in this paper.
In section B we give an overview of the Boneh-Franklin protocol and of where
we diverge from it. In section Bl we describe how to compute a modulus N in
a distributed fashion using each of the three protocols. In section B we show
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how to amortize the cost of computing several candidate moduli N and how to
perform trial divisions of small primes. In section Bl we show how to compute the
decryption exponent d. In section llwe describe how to improve the efficiency of
the homomorphic encryption protocol. In section Bwe discuss some performance
issues.

2 Preliminaries

Notation 1: The size of the RSA modulus N is o bits (e.g 0 = 1024).

2.1 Smallest Primes

At several points in our work we are interested in the j smallest distinct primes
p1,...,p; such that m/_;p; > 27. The following table provides several useful
parameters for a few typical values of o.

o J pi i [logpi]
512 76 383 557
1024 133 751 1108
1536 185 1103 1634
2048 235 1483 2189

2.2 Useful Techniques

In this subsection we review several problems and techniques that were re-
searched extensively in previous work, and which we use here.

Symmetrically private information retrieval: In the problem of private
information retrieval presented by Chor et al. [ k databases (k > 1) hold
copies of the same n bit binary string  and a user wishes to retrieve the i-th
bit x;. A PIR scheme is a protocol which allows the user to learn x; without
revealing any information about ¢ to any individual database. Symmetrically
private information retrieval, introduced in B4, is identical to PIR except for
the additional requirement that the user learn no information about z apart from
x;. This problem is also called 1 out of m oblivious transfer and all or nothing
disclosure of secrets (ANDOS). The techniques presented in [E] are especially
suited for the multi-database (k > 2) setting. In a recent work Naor and Pinkas
[ solve this problem by constructing a SPIR scheme out of any PIR scheme, in
particular single database PIR schemes. The trivial single database PIR scheme
is to simply have the database send the whole data string to the user. Clever
PIR schemes involving a single database have been proposed in several works:
B9, They rely on a variety of cryptographic assumptions and share the
property that for ”small” values of n their communication complexity is worse
than that of the trivial PIR scheme.

We now give a brief description of the SPIR scheme we use, which is the
Naor-Pinkas method in conjunction with the trivial PIR scheme. In our scenario



Two Party RSA Key Generation 119

the data string = is made up of n substrings of length ¢. The user retrieves
the i-th substring without learning any other information and without leaking
information about ¢. The database randomly chooses logn pairs of seeds for a
pseudo-random generator G: (s7,51), ..., (S{og s Slogn)- Every seed % (1 < j <
logn, b € {0,1}) is expanded into n[ bits G(sg’-), which can be viewed as n
substrings of length /. It then prepares a new data string y of n substrings.
Suppose the binary representation of i is 4iogn ...%1. The i-th substring of y
is the exclusive-or of the i-th substring of z and the i-th substring of each of
G(si), G(s2),. ..,G(s;;‘gg). The user and database combine in logn (%)-OT
of strings to provide the user with a single seed from every pair. Finally, the
database sends y to the user, who is now able to learn a single substring of
x. The parameters of the data strings we use are such that the running time is
dominated by the log n (f)—OTs and the communication complexity is dominated
by the nf bits of the data string, which are sent to the user.

Dense probabilistic and homomorphic encryption: we are interested in
an encryption method that provides two basic properties: (1) Semantic security:
as defined in []. (2) Additive homomorphism: we can efficiently compute a
function f such that f(ENC(a), ENC(b)) = ENC(a + b). Furthermore, the sum
is modulo some number ¢, where ¢ can be defined flexibly as part of the system.

As a concrete example we use Benaloh’s encryption [lH]. The system works

as follows. Select two primes p, q such that: m 2 pq == 29, tlp — 1, ged(t, (p —
1)/t) =1 and ged(t,g—1) =1 ' The density of such primes along appropriate
arithmetic sequences is large enough to ensure efficient generation of p,q (see
[ for details). Select y € Z; such that y?(™/* # 1 mod m. The public key is
m, y, and encryption of M € Z; is performed by choosing a random v € Z7, and

sending ™! mod m.
In order to decrypt, the holder of the secret key computes at a preprocessing

stage Ts 2 yMo(m)/t mod m for every M € Z, . Hence, t is small enough that ¢
exponentiations can be performed. Decryption of z is by computing z#("™)/* mod
m and finding the unique Tjs to which it is equal. The scheme is semantically
secure based on the assumption that deciding higher residuosity is intractable
[El. Most of our requirements are met by the weaker assumption that deciding
prime residuosity is intractable [B].

Oblivious polynomial evaluation: In this problem, presented by Naor
and Pinkas in 8] Alice holds a field element oo € F and Bob holds a polynomial
B(z) over F. At the end of the protocol Alice learns only B(«) and Bob learns
nothing at all. The intractability assumption used in [ is new and states the
following. Let S(-) is a degree k polynomial over F and let m, dg . be two security
parameters (dg , > k). Given 2dg . + 1 sets of m field elements such that in
each set there is one value of S at a unique point different than 0 and m — 1
random field elements, the value S(0) is pseudo-random.

We now give a brief description of the protocol presented in ] as used in
our application where the polynomial B is of degree 1. Bob chooses a random

! Therefore ¢ is odd.
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bivariate polynomial Q(x, y) such that the degree of y is 1, the degree of z is dg »
and Q(0,-) = B(-). Alice chooses a random polynomial S of degree dg . such
that S(0) = a. Define R(z) as the degree 2dg , polynomial R(z) = Q(z, S(x)).
Alice chooses 2dg,, + 1 different non-zero points x; for j =1,...,2dg,, + 1. For
each such j Alice randomly selects m—1 field elements y; 1, ..., ¥jm—1 and sends
to Bob z; and a random permutation of the m elements S(z;),yj1, ..., Yjm—1
(denoted by zj1,. .., 2jm). Bob computes Q(z;, z;;) for i =1,...,m. Alice and
Bob execute a SPIR scheme in which Alice retrieves Q(z;, S(x;)). Given 2dg . +1
such pairs of x;, R(z;) Alice can interpolate and compute R(0) = B(«).

The complexity of the protocol is 2dg . + 1 executions of the SPIR scheme
for data strings of m elements.

3 Overview

In this section we give an overview of our protocol. The stages in which we use
the Boneh-Franklin protocol exactly are the selection of candidates and the full
primality test (the other stages require a third party in []). The protocol is
executed in the following steps.

1. Choosing candidates Alice chooses independently at random two o/2 — 1
bit integers P,, @, = 3 mod 4, and Bob chooses similarly Py, Q, = 0 mod 4.
The two parties keep their choices secret and set as candidates P = P, + P,
and = Qq + Qb.

2. Computing N Alice and Bob compute N = (P, + P,)(Q, + Q). We show
how to perform the computation using three different protocols and three
different intractability assumptions.

3. Initial primality test For each of the smallest k primes py, ..., px the par-
ticipants check if p; | N (i = 1,..., k). This stage is executed in conjunction
with the computation of N. If N fails the initial primality test, computing
a new candidate N is easier than computing it from scratch (as is the case
following a failure of the full primality test)

4. Full primality test The test of [ is essentially as follows: Alice and Bob
agree on g € Z3;. If the Jacobi symbol (I%) is not equal to 1 choose a new g.
Otherwise Alice computes v, = g(N~Fe=Qat1)/4 mod N, and Bob computes
vp = g TR)/4 mod N. If v, = v or v, = —vp mod N the test passes.

5. Computing and sharing d In this step we compute the decryption expo-
nent d assuming that e is known to both parties and that ged(e, ¢(N)) = 1.
Alice receives d, and Bob receives d, so that d = d, + dp mod ¢(N) and
de = 1 mod m. Boneh and Franklin describe two protocols for the compu-
tation of d. The first is very efficient and can be performed by two parties,
but leaks ¢(n) mod e. Therefore, this method is suitable for small public
exponents and not for the general case. The second protocol computes d for
any e but requires the help of a third party.
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4 Computing N
Alice holds P,, @, and Bob holds P, Q. They wish to compute

N = (P, + Py)(Qa + Q) = PuQq + P.Qp + PsQa + Py Q.

We show how to carry out the computation privately using three different pro-
tocols.

4.1 Oblivious Transfers

Let R be a publicly known ring and let a,b € R. Denote p = log|R| (each
element in R can be encoded using p bits). Assume Alice holds a and Bob holds
b. They wish to perform a computation by which Alice obtains x and Bob obtains
y such that x + y = ab where all operations are in R. Furthermore, the protocol
ensures the privacy of each player given the existence of oblivious transfers. In
other words the protocol does not help Alice and Bob to obtain information
about b and a respectively. The protocol:

1. Bob selects uniformly at random and independently p ring elements denoted
by sg,...,5,—-1 € R. Bob proceeds by preparing p pairs of elements in R:
(t0:t0)s - > (t)_1,t}_1). For every i (0 <i < p — 1) Bob defines t] 2 s and
t} = 2'h + s;.

2. Let the binary representation of a be a,—1...ag. Alice and Bob execute p
(2) OTs. In the i-th invocation Alice chooses t{* from the pair (¢7,t}).

177
AN _
3. Alice sets z = Zp 't and Bob sets y = — Zf:ol s

Lemma 1. =+ y = ab over the ring R.

Proof Since Gp—1,--.,00 is the binary representation of a we can write a =

Zz Oal

p—1

ernyt‘“fZ
=0 -

—Z ZbJrsZ Zsi
i=0
i=0

=ab
O

In the following protocol for computing N the ring R is 23, the integers
modulo 27.
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1. Alice and Bob use the previous protocol twice to additively share P,Q, =
x1 + y1 mod 2° and P,Q, = z2 + y2 mod 2. Alice holds z1,z and Bob
holds Y1, Y2.

2. Bob sends y 2 Y1+ y2 + P,Qp mod 27 to Alice.

3. Alice computes P,Q,+y mod 2°. Alice now holds N mod 29, which is simply
N due to the choice of o.

Lemma 2. The transcript of the view of the execution of the protocol can be
simulated for both Alice and Bob and therefore the protocol is secure.

Proof. We denote the messages that Alice receives during the sharing of P,Q by

t5°, ..., te7 " and the messages received while sharing P,Q, by 27, ..., to27 .
In the same manner we denote Bob’s random choices for the sharing of P,Q
and P,Q, by so,...,S,—1 and S, ..., Sa,_1 respectively.

Bob’s view can be simulated because the only messages Alice sent him were
her part of 20 independent oblivious transfers.
Alice receives 20 + 1 elements in Zs0:

0, .ty
The uniformly random and independent choices by which sg, ..., s2,_1 are se-

lected ensure that the messages Alice receives are distributed uniformly subject
to the condition that

20—1

>t +y=N— PaQqmod 2.

i=0
Since Alice can compute N — P,@Q, a simulator S, can produce the same distri-
bution as that of the messages Alice receives, given N, Py, Q. a

Lemma 3. The computation time and the communication complezity of the pro-
tocol are dominated by 20 oblivious transfers. The transfered strings are of length
.

4.2 Oblivious Polynomial Evaluation

Alice and Bob agree on a prime p > 27 and set F to be GF(p). They employ
the following protocol to compute N:

1. Bob chooses a random element r € F. He prepares two polynomials over F:
Bi(x) = Pyx +r and By = Qpz — 1 + PpQp.

2. Alice uses the oblivious polynomial evaluation protocol of [E to attain
B1(Q,) and By (P,). Alice computes N = P,Q, + B1(Q.) + Bz2(P,).

The security of the protocol depends on the security of the cryptographic
assumption outlined in subsection B and of a similar argument to the proof of
lemma B

Lemma 4. The computational complexity of the protocol is dominated by the
ezecution of 2logm(2dg . + 1) oblivious transfers, where m and dg , are the
security parameters. The communication complexity is less than 3m(2dg »+1)o.
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4.3 Benaloh’s Encryption

We now compute N by using the homomorphic encryption described in sub-
section 28 Let p1,...,p; be the smallest primes such that 7/_;p; > 2°. The
following protocol is used to compute N mod p;:

A . . .
1. Let t = p;. Alice constructs the encryption system: an appropriate p, ¢, y, and
sends the public key y, m = pq to Bob. Alice also sends the encryption of her
. A A
shares, i.e 21 = y"au! mod m and zo = y%eul mod m, where u1,us € Z¥,
are selected uniformly at random and independently .
2. Bob computes the encryption of P,Q, mod t, which is denoted by z3, calcu-
lates A
z:z?” 'ZZPb'Zg mod m
and sends z to Alice.
3. Alice decrypts z, adds to the result P,Q, modulo ¢ and obtains N mod t.

The two players repeat this protocol for each p;, i = 1,...,7j. Alice is able
to reconstruct N from N mod p;, ¢ = 1,...,j by using the Chinese remainder
theorem.

Lemma 5. Assuming the intractability of the prime residuosity problem, the
transcript of the views of both parties in the protocol can be simulated.

Proof. The distribution of Bob’s view can be simulated by encrypting two arbi-
trary messages assuming the intractability of prime residuosity. Therefore, Al-
ice’s privacy is assured.

The distribution of Alice’s view can be simulated as follows. Given N, N mod
p; can be computed for every i. The only message that Alice receives is z =
leb . 22P ® . z3 mod m. By the definition of z3 and the encryption system z3 =
yP @yt mod m where u is a random in Z*,. Thus z is a random element in the

appropriate coset (all the elements whose decryption is N — P,Q, mod t). O

Lemma 6. The running time of the protocol is dominated by the single decryp-
tion Alice executes, the communication complexity is 3o and the protocol requires
one round of communication.

5 Amortization and Initial Primality Test

The initial primality test consists of checking whether a candidate IV is divisible
by one of the first k primes pi1,...,pr. If it is then either P = P, + P, or
Q = Q4 + Qp is not a prime. This test can be carried out by Alice following the
computation of N.

If a candidate N passes the initial primality test, Alice publishes its value and
it becomes a candidate for the full primality test of [i]. However, if it fails the test
anew NN has to be computed. In this section we show how to efficiently find a new
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candidate following a failure of the initial test by the previous candidate. The
total cost of computing a series of candidates is lower than using the protocols
of section Ml each time anew. We show two different approaches. One for the
oblivious transfer and oblivious polynomial evaluation protocols, and the other
for the homomorphic encryption protocol.

5.1 OT and Oblivious Polynomial Evaluation

Suppose that after Alice and Bob discard a certain candidate N they compute
a new one by having Alice retain the previous P,, @, and having Bob choose
new P, Qp. In that case, as we show below, computing the new N can be much
more efficient than if both parties choose new shares. The drawback is that given
both values of N Bob can gain information about P,, ),. Therefore, in this stage
(unlike the full primality test) Alice does not send the value of N to Bob.
Assume Bob holds two sequences of strings: (a?,...,a0), (al,...,al) and
Alice wishes to retrieve one sequence without revealing which one to Bob and
without gaining information about the second sequence. Instead of invoking a
(f)—OT protocol n times the players agree on a pseudo-random generator G and

do the following:

1. Bob chooses two random seeds s1, s3.

2. Alice uses a single invocation of (3)-OT to gain s,, where b € {0, 1} denotes
the desired string sequence.

3. Bob sends to Alice the first sequence masked (i.e bit by bit exclusive-or) by
G(s1) and the second sequence masked by G(s2).

Alice can unmask the required sequence while the second sequence remains
pseudo-random. In the protocol of subsection 2l N is computed using only obliv-
ious transfers in which Alice retrieves a set of 20 strings from Bob. Alice’s choices
of which strings to retrieve depend only on her input P,, Q,. Therefore if Alice
retains P, and Q, while Bob selects a sequence of inputs (P}, Q}), ..., (P, Q%),
the two players can compute a sequence of candidates N1, ..., N with as many
oblivious transfers as are needed to compute a single N.

The same idea can be used in the oblivious polynomial evaluation protocol,
as noted in l¥]. The evaluation of many polynomials at the same point requires
as many oblivious transfers as the evaluation of a single polynomial at that point.
Thus, computing a sequence of candidates N requires only 2logm(2dg,. + 1)
computations of (f)—OT.

5.2 Homomorphic Encryption

Alice and Bob combine the two stages of computing N and trial divisions by
using the protocol of subsection E=ll flexibly. Let pi,...,p;s be the j/ smallest

distinct primes such that ﬂg;lpi > 2(@=1)/2_ Alice and Bob pick their elements

at random in the range O, ..., ﬂg;lpi — 1 by choosing random elements in each
Zp, fori=1,...,7.
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Alice and Bob compute N mod p; as described in subsection = If N =
0 mod p; then at least one of the elements P = P, + P, or Q = Q. + @
is divided by p;. In that case, Alice and Bob choose new, random elements:
P, Py, Qq, Qp mod p;, and recompute N mod p;. The probability of this hap-
pening is less than 2/p;. Thus the expected number of re-computations is less

than Z;l 2/p;. This quantity is about 3.1 for ¢ = 1024 (2 does not cause a
problem because P, = @, = 3 mod 4 and P, = @, = 0 mod 4).

Setting P, mod p; fori =1, ..., determines P,, and by the same reasoning
the other 3 shares that Alice and Bob hold are also set. The two players complete
the computation of N by determining the value of N mod p; (using the protocol
of subsection &) for i = j + 1,...,j, where m/_,p; > 2. If for one of these
primes N = 0 mod p; Alice and Bob discard their shares and pick new candidates

6 Computing d

Alice and Bob share ¢(NN) in an additive manner. Alice holds ¢, SN- P, —
Q. + 1, Bob holds ¢, = —Qy — P, and ¢, + ¢ = ¢(IN). The two parties agree

on a public exponent e. Denote 7 2 [loge]. We follow in the footsteps of the
Boneh-Franklin protocol and employ their algorithm to invert e modulo ¢(N)
without making reductions modulo ¢(NV):

1. Compute ¢ = —¢(N)~! mod e.
2. Compute d = (Cp(N) + 1) /e.

Now de = 1 mod ¢(N) and therefore d is the inverse of e modulo ¢(NV).

As a first step Alice and Bob change the additive sharing of ¢(NV) into a
multiplicative sharing modulo e, without leaking information about ¢(N) to
either party. At the end of the sub-protocol Alice holds r¢(N) mod e and Bob
holds 7~! mod e, where r is a random element in Z}.

1. Bob chooses uniformly at random r € Z¥. Alice and Bob invoke the protocol

of subsection 20 setting R 2 Ze, a 2 0o and b £ . At the end of the
protocol Alice holds 2 and Bob holds y such that z 4+ y = ¢,r mod e.

. Bob sends y + ¢pr mod e to Alice.

3. Alice computes x +y + ¢pr = 7¢(N) mod e, and Bob computes 7~ mod e.

[\

Lemma 7. The computation time and the communication complezity of the pro-
tocol are dominated by n oblivious transfers.

After completing the sub-protocol we described above, Alice and Bob finish
the inversion algorithm by performing the following steps:

2 An interesting optimization is not to discard the whole share (Pay Py Qa, Qs), but
for each specific share, say P,, only to select a new P, mod p; for i = j' —¢,...,7’,
where c is a small constant. The probability is very high that the new N thus defined
is not a multiple of p;.
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1. The two parties hold multiplicative shares of ¢(IN) mod e. They compute
the inverse of their shares modulo e and thus have (,, (; respectively such
that ¢, - ¢, = —¢(N)"! = (mode.

2. Alice and Bob re-convert their current shares into additive shares modulo e,
i.e Ygq, Yy such that ¥, + ¥ = ¢ mod e. Bob chooses randomly 1, € Z. and

the two parties combine to enable Alice to gain v, 2 —1p+(a(p mod e. This
is done by employing essentially the same protocol we used for transforming
®a, ®p into a multiplicative sharing. If we replace (, by ¢q, (» by r and —
by r¢p we get the same protocol.

3. The two parties would like to compute (¢(N). What they actually compute is

= (Ya+1p)(Patdp). The result is either exactly (p(N) or ((+e)p(N). The
computation is carried out similarly to the computation of N in subsection
. The ring used is Z;, where k > 4e - 2°. We modify the protocol in two
ways. The first modification is that « is not revealed to Alice but remains
split additively over Z; among the two players. In other words they perform
step Ml of the protocol in subsection =l and additively share 1,y + Vpdq.
Alice adds 9, ¢, to her share and Bob adds ¢, to his.

The sum of the two shares over the integers is either o or o + k. The second
option is unacceptable (unlike the two possibilities for the value of «). In or-
der to forestall this problem we introduce a second modification. The sharing
of a results in Alice holding o 4+ ¢ mod k and Bob holding —3’ mod k. Fur-
thermore Bob selects ¢’ by his random choices. We require Bob to make those
choices subject to the condition that ¢y < k/2. Since y’ is not completely
random, Alice might gain a slight advantage. However, that advantage is at
most a single bit of knowledge about ¢(N) (which can be guessed in any
attempt to discover ¢(N)).

4. Alice sets d, 2 [(a +y')/e] and Bob sets dy, 2 [(—y" + 1)/e] (these cal-
culations are over the integers). Hence, either d, + d, = ((¢(N) + 1)/e or

do +dp = (CO(N) +1)/e+ ¢(N).

7 Improvements

In this section we suggest some efficiency improvements.

Off-line preprocessing: The performance of the protocol based on Be-
naloh’s encryption can be significantly improved by some off-line preparation.
Obviously, for any ¢ used as a modulus in the protocol a suitable encryption
system has to be constructed (i.e a suitable m = pq has to be found, a table of
all values Ty = yM®(™)/* mod m has to be computed etc.).

Further improvement of the online communication and computational com-
plexity can be attained at the cost of some space and off-line computation.
Instead of constructing a separate encryption system for ¢; and ¢y, Alice con-
structs a single system for ¢ = t1t5. The lookup table needed for decryption is
formed as follows. Alice computes T = yMom)/t mod m for M =0,...,t — 1
and Ty = yMt1¢m)/t mod m for M =0, ...,ts — 1. The entries of the table are
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obtained by calculating Ty;Ty; mod m for every pair M, M. Constructing this
table takes more time than constructing the two separate tables for ¢1,¢s. The
additional time is bounded by the time required to compute t2(t1 4 log t1 logta)
modular multiplications over Z,, (computing Tj; involves log ¢ log o multipli-
cations in comparison with logts multiplications in the original table).

The size of the table is tlogm (slightly more than to). This figure which
might be prohibitive for large ¢ can be significantly reduced. After computing
every entry in the table it is possible by using perfect hashing [£2] to efficiently
generate a 1-to-1 function h from the entries of the table to 0,...,3t — 1. A
new table is now constructed in which instead of original entry Tj; an entry
(h(Tar), M) is stored. Decryption of z is performed by finding the entry holding
h(z?(™)/t) mod m and reading the corresponding M. The size of the stored table
is 2tlogt. As an example of the reduction in space complexity consider the case
t = 3751 = 2253. The original table requires more than 22! bits while the
hashing table requires less than 2! bits.

It is straightforward to use ¢ = t;t5 instead of ¢; and 9 separately in sub-
sections = and B=l. The protocols in both subsections remain almost without
change apart from omitting the sub-protocols for ¢; and t; and adding a sub-
protocol for ¢. In subsection B& it is not enough to check whether N = 0 mod ¢.
It is necessary to retain the two tests of NV mod ¢; and N mod ts.

Note that here we need the stronger higher residuosity intractability assump-
tion replaces the prime residuosity assumption.

Alternative computation of d: The last part of generating RSA keys
is constructing the private key. Using Benaloh’s encryption we can sometimes
improve the computation and communication complexity of the construction in
comparison with the results of section Bl The improvement is possible if the
parameter ¢ of a Benaloh encryption can be set to e (that is, the homomorphism
is modulo e) so that efficient decryption is possible. Therefore, e has to be a
product of “small” primes, see [B]. The protocol for generating and sharing d
is a combination of the protocols of subsection &l and section [l We leave the
details to the full version of the paper.

8 Performance

The most resource consuming part of our protocol, in terms of computation and
communication, is the computation of N together with trial divisions. We use
trial divisions because of the following result by DeBruijn [E|. If a random o/2
bit integer passes the trial divisions for all primes less than B then asymptoti-

cally:

InB 2
Pr[p prime | p # 0 mod p;, Vp; < B] =5.14 . (I4+0o()).
o o

We focus on the performance of the more efficient version of our protocol,
using homomorphic encryption. We also assume that the off-line preprocessing
suggested in section B is used. Let j',j be defined as in section IR We pair off
the first j' primes and prepare encryption systems for products of such pairs (as
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in section ll.) The number of exponentiations (decryptions) needed to obtain one
N is on average about j + 3 — j'/2. The probability that this N is a product of
two primes is approximately (5.141Inp; /o).

Another obvious optimization is to divide the decryptions between the two
parties evenly. In other words for half the primes the first party plays Alice and
for the other half they switch.

If o = 1024 and we pair off the first j/ = 76 primes the running time of
our protocol is (by a rough estimate) less than 10 times the running time of the
Boneh-Franklin protocol. The communication complexity is (again very roughly)
42MB. If the participants are willing to improve the online communication com-
plexity in return for space and pair off the other j — j’ needed to compute N the
communication complexity is reduced to about 29MB.

Open problem: Boneh and Franklin show in [l] how to test whether N is
a product of two primes, where both parties hold N. It would be interesting to
devise a distributed test to check whether NN is a product of two primes if Alice
holds N, P,,Q, and Bob only has his private shares Py, Q5. The motivation is
that in the oblivious transfer and oblivious polynomial evaluation protocols we
presented P,, Q, will have to be selected only once. Thus the number of oblivious
transfers in the whole protocol is reduced to the number required for computing
a single candidate N.

Acknowledgments: I'd like to thank the anonymous referees for several en-
lightening comments, Benny Chor for suggesting this area of research, Josh Be-
naloh for his help and Yuval Ishai for his usual insights.
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Abstract. An optimally resilient distributed multiplication protocol that
enjoys the property of non-interactivity is presented. The protocol relies
on a standard cryptographic assumption and works over a complete,
synchronous, untappable network with a broadcast channel. As long as
no disruption occurs, each player uses those channels only once to send
messages; thus no interaction is needed among players. The cost is an
increase in local computation and communication complexity that is de-
termined by the factor of the threshold.

As an application of the proposed protocol we present a robust thresh-
old version of the Cramer-Shoup cryptosystem, which is the first non-
interactive solution with optimal resilience.

Keywords: Distributed Multiplication, Round Complexity, Multi-Party
Computation, Cramer-Shoup Cryptosystem

1 Introduction

Background: Practical cryptographic applications sometimes put their funda-
mental trust on one entity such as a trusted authority or a tamper-proof device.
When such a trustee is not preferred, one practical solution is to distribute the
trust among several parties in order to make the system robust against the leak-
age of partial secrets or Byzantine faults B, Secret sharing [ allows a party
to keep a secret in a distributed manner so that some application-dependent func-
tions are computed in collaboration without revealing the secret. So far, much
work has been devoted to the investigation of such multi-party computation,

e.g., PPN . In particular, some recent works realized practical multi-party
versions of public-key cryptographic functions such as decryption and signature
generation,e.g., [EREAH], key generation,e.g., [FHEEAEA and so on. Sometimes

they are called “function sharing” or “threshold cryptography.”

One of the basic ingredients for all robust threshold schemes is verifiable se-
cret sharing, e.g., [EIE]. A useful property of verifiable secret sharing schemes is
that they allow to compute linear combination of shared secrets without any com-
munication between players. Multiplication on shared secrets, however, remains
a cumbersome process because it requires several interactions among players in
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order to keep the threshold unchanged. Since round complexity can be the dom-
inant factor determining efficiency, especially when the protocol is implemented
over a network where communication overhead can not be ignored, it is of prac-
tical interest to construct a distributed multiplication protocol that enjoys less
round complexity and yet remains practical in computation and communication.

Related Work: A generic approach for evaluating any boolean circuit in a
cryptographic multi-party setting was shown in [3], which assumes the use of a
probabilistic encryption scheme. Although the result is theoretically significant,
this approach will turn out to be inefficient if it is directly applied to construct
a multi-party protocol for a particular function such as multiplication in a large
field.

In [], Ben-Or, Goldwasser and Wigdersen introduced the degree reduction
technique that converts shares on a 2¢t-degree polynomial into ones on a t-degree
truncated polynomial. For n players, the technique tolerates less than n/3 cor-
rupted players. The scheme shown in [E] tolerates less than n/2 faulty players
and also follows this line. The scheme in [ relies on the massive use of zero
knowledge proofs. All the schemes that do not rely on computational assump-
tions require far too many interactions among players, even though some of
them are constant-round. Beaver improved the scheme in [Z3] but the round
complexity remains unchanged [H].

M. Rabin invented a simple (non-robust) distributed multiplication scheme
in [, which can be replaced with the previous degree reduction technique.
In the information theoretic setting, Cramer et al. added robustness to Ra-
bin’s basic scheme by developing new Information Checking technique [4]. In
the cryptographic setting, Gennaro et al., provided robustness by having each
player invoke a four-move zero-knowledge interactive proof [i=. All players can
be logically combined into a single verifier (by using an information theoret-
ically secure bit commitment scheme and a verifiable secret sharing), and if
this combination performs all zero-knowledge proofs in parallel, one can obtain
a four-move protocol for distributed multiplication. The immediately thought
is that the public-coin interactive zero-knowledge protocol can be turned into
an non-interactive one by using Fiat-Shamir heuristics ] at the cost of losing
provable security in a standard cryptographic model. Cerecedo et al., introduced
a dedicated protocol for multiplying a distributedly-generated random number
and a shared secret in a construction of shared signature schemes [B]. Their
scheme works non-interactively for thresholds under one third of the players,
and two additional accesses to the communication channels are needed to obtain
optimal resiliency. Their schemes are not information-theoretically secure, and
hence leak some information about shared secrets. Indeed, the attack introduced
by Gennaro et al., in [E] is applicable.

Our Contribution: We provide a distributed multiplication protocol that works
in a cryptographic setting and offers the following properties:
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— Non-interactivity: As long as no disruption occurs, players access private
network and broadcast channel only once to send data without needing to
synchronize to other players. The players agree on correctness implicitly
by silence (or explicitly by broadcasting 1 bit message if needed). No zero-
knowledge proof is used in the protocol.

— Provably secure in a standard model: The security can be proved under
the intractability assumption of the discrete logarithm problem. We do not
assume the use of shared random string or random oracles.

— Information theoretic secrecy: The shared secrets are secure against infinitely
powerful adversaries.

— Optimal resiliency: Tolerate the corruption of less than half of players.

The cost of achieving these properties is an increase in computation and com-
munication complexity. Our scheme suffers O(t) increase in computation and
communication complexity, where t is the threshold, compared to the above men-
tioned four-move scheme by Gennaro et al. Yet it is comparable to the scheme by
Cerecedo et al. in both computation and communication costs. More concretely,
our scheme consumes about three to four times more computation and commu-
nication than that of the random number generation scheme by Pedersen [,
which is often used in threshold cryptography.

Our result will reduce the round complexity of several cryptographic ap-
plications, e.g., all variants of El Gamal signature scheme that have embedded
multiplication, and threshold key generation for signature or encryption schemes
that use a composite modulus like RSA.

We use our protocol to construct a robust threshold version of the Cramer-
Shoup cryptosystem that withstands a minority of corrupt decryption servers.
The protocol is non-interactive except for precomputation for randomizing de-
cryption keys. A threshold Cramer-Shoup cryptosystem with optimal resiliency
was described by Canetti et al. in [d] that uses four-move interactive zero-
knowledge proofs. One of their variants has the non-interactivity property, but it
only tolerates O(y/n) corrupted servers. Accordingly, we show the first optimally
resilient and non-interactive robust threshold cryptosystem that is secure against
adaptive chosen ciphertext attacks under standard cryptographic assumptions.

Organization: Section [l sketches the model and our goal. Section [l presents
the proposed multiplication protocol. Proof of security is given in Section [l
Section H extends the protocol to remove an assumption about the inputs. In
Section [l we construct a threshold version of the Cramer-Shoup cryptosystem.
Some concluding remarks are given in Section [l

2 Model

2.1 Setting

Communication channels: Our protocol assumes a synchronous private net-
work where a message is assured of being delivered in a fixed period. The network
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is assumed to be secure and complete, that is, every pair of players is connected
by an untappable and mutually authenticated channel. Furthermore, we assume
the use of a broadcast channel where all players receive the same information
sent from authenticated players.

Players and an adversary: Let P be a set of players such that P = {1,...,n}.
Player ¢ € P is assumed to be a probabilistic polynomial-time Turing machine.
Among those players, there are up to t corrupt players completely controlled by
a static adversary.

Computational assumption: We use large primes p and ¢ that satisfy ¢|p— 1.
G4 denotes a multiplicative subgroup of degree g in Z,. It is assumed that solving
the discrete logarithm problem in Gy is intractable. All arithmetic operations
are done in Z,, unless otherwise stated.

2.2 Notations for Verifiable Secret Sharing

Our scheme uses an information theoretically secure verifiable secret sharing
scheme by Pedersen [ZJ]. Let g and h be elements of G, where log, h is unknown.
To share secret S in Z;, a dealer first chooses two ¢-degree random polynomials
f(X) and d(X) from Z,[X] such that f(0) = S is satisfied. Let R denote random
free term of d(X). The dealer sends a pair (S;, R;) := (f(i),d(i)) € Z to player
i via a private channel. The dealer then broadcasts Ej, := g% hb* for k =0,...,t
where ay, and by, are coefficients of k-degree term of f(X) and d(X) respectively.
Note that S and R are committed to Ey as Eg = g° h*. Correctness of a share
(Si, R;) can be verified by checking the relation

t
) ) ik
gt =T B (1)
k=0

We may refer the right side of the above verification predicate as wverification
commitment for player i. Note that any player can compute the verification
commitments without knowing the corresponding shares. Hereafter, we denote
the execution of this verifiable secret sharing protocol by

PedVSS(S, R)[g, h] =% (S, Ry)(Eo, . .., Ey).

Polynomials put on an arrow may be omitted if no misunderstanding is expected.
Secret S is reconstructed by interpolation as in

S = Z Xi,o S;mod g, where A g := H ‘] . mod ¢ (2)
ico jeoyzid T

where Q is any set of at least t+ 1 qualified players whose share (5;, R;) satisfies
Equation ll

Lemma 1. The above verifiable secret sharing scheme offers the following prop-
erties:
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1. If all players follow the protocol, shares are accepted with probability 1.

2. For any Q C P of size no less than t+1, a set of shares (S;, R;) | i € Q each
of which satisfies Equation B recovers (S, R) that satisfies Eg = g% h'* with
overwhelming probability in |q|.

3. Let view 4 be a unified view in a protocol run obtained by corrupted players
in A. For any A C P of size at most t, for any secret S € Z,, and for any
T € Ly,

Prob[S = x|view 4] = Prob[S = x].

As it is well-known, the players can share a random number unknown to any
set of players less than ¢ 4+ 1 by using PedVSS . We refer to this shared random
number generation protocol as

RandVSS([S], [R])[g, h] — (Si, Ri)(E, ..., E).

Brackets in parentheses imply that the numbers are unknown to any set of
players less than the threshold.

2.3 Goal

Our goal is to construct a protocol such that players in P eventually share the
product of A € Z, and B € Z, as if an honest dealer executes

PedVSS(A - B, R%)[g,h] — (C;, RS)(ECy, ..., EC,) (3)

for some random number R¢ € Z,;. We assume that A and B have been already
shared by an honest dealer as

PedVSS (A, R*)[g, h] — (As, R®)(EAy, ..., EAy) (4)
PedVSS(B, R®)[g, h] — (Bi, RY)(EBy, ..., EBy) (5)

where R® and R? are random numbers taken uniformly from Zyg.

3 Protocol

The main idea to reduce round complexity is to use VSS instead of ZKP to
confirm the relationship of committed values. Recall that if a dealer completes
PedVSS(S, R) — (Si, Ri)(Fo, - .., Et) correctly, it implies that the dealer knows
S and R committed to Ey = g° h't. Conversely, if the dealer does not know the
representation of Ey, he can not complete the protocol successfully. Similarly, if
P; completes two PedVSS executions such as

P@dVSS(S, R) — (SZ, RZ)(E(), ceey E’t),
PedVSS(S',R') — (., R))(E), ..., El)
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and if S; = S} holds for at least ¢t 4+ 1 evaluation points, it proves equality of
committed values, that is, S = S’. Those arguments are derived immediately
from Lemma [l Furthermore, if P; completes three executions,

P@dVSS(S, R) — (SZ, RZ)(E(), ceey Et),
PedVSS(S',R') — (S., R\)(E), ..., E}),
PedVSS(S", R") — (S/, R/)(El, ..., El),

and S; + S} = S/ holds for more than ¢t + 1 4-s, it implies additive relation of
committed values, that is, S+5’ = S”. Multiplicative relation, which is our main
interest, can be proved in a rather tricky way as is shown in the main protocol.

Our protocol is constructed over the simplified multiplication protocol in [,
which is reviewed below. This protocol works with ¢ up to t < n/2.

[Protocol: BASIC MULTIPLICATION]

BM-1: Each player i picks a t-degree random polynomial to share A; - B;. The
share C; is privately sent to player j, j € P.
BM-2: Each player j computes his share C; for A - B as

Oj = Z )\i,pC’ij mod q.
i€P

[End]

Let Q2 and Q; be subsets of P whose sizes are 2t + 1 and ¢ + 1 respectively.
Recall that A - B can be recovered from A; - B; as A- B = ZiGQz Ai,0, Ai -
B;. Since the above protocol allows players to recover A; - B; by computing
Ai . Bz = Zj€Q1 )\nglC’Z—j, it holds that A- B = ZiGQz )‘757@2 Zj€Q1 )\leC’Z—j =
ZjGQz Aj,0,C;j. Therefore, A- B can be recovered from any set of more than
t + 1 Oj—S.

To add robustness to the basic multiplication protocol, each player must
convince other players that C;; is a share of A; - B;. Let the verification commit-
ment for (4, R?) and (Bi, R) be VA, :=[['_, BA,"" and VB, := [[,_, EBy""
respectively.

[Protocol: ROBUST DISTRIBUTED NON-INTERACTIVE MULTIPLICATION]

DM-1: Each player ¢ randomly picks t-degree polynomials fi, d; and ds from
Z4[X] so that f1(0) = A; and d;(0) = R? are satisfied. Let R?® denote a
randomly chosen free term of do(X). Player ¢ shares A; twice as

PedVSS(A’H R?)[ga h} fl‘#}il (A’Lja R;,lj)(< VAZ>a EAila ey EAit)a and

PedVSS(Ai, ReD)[ VB, h] ™% ((Ay), Re)(EABi, .. ., it EABy,).
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Angle brackets mean that the variable can be locally computed by the re-
ceivers, or it has been sent before. Note that VB;(= g% hR?) is used as the
base of the commitments in the second sharing. Player ¢ then selects two
random polynomials fo(X) and ds(X) that satisfy f2(0) = A; - B; mod ¢
and d3(0) = R? - A; + R%® mod ¢, and performs

PedVSS(A; - By, RY - Ay + R®)[g, h] 2% (Cy;, RS)((EAByo), ECi, ..., ECyy).

DM-2: Each player j verifies everything received from player i as

t
gAij hR?j = VA; H EAikjk, (6)
k=1
t
VBA R = [ EABY, (7)
t B
g“h" = EABo [ ECa?" (8)
k=1

If a check fails, player j declares so and goes to the disqualification protocol
(see below).

DM-3: Let Z be a set of qualified players in DM-2. |Z| > 2t + 1 must hold.
Each player j in Z computes

Cj = AizCijmod g, (9)
€L

= AizR{; mod g, (10)
€L

ECy := [ ECi 7 for k=0,...,t, (11)
€L

where ECzO = EABZO
[End]

Suppose that player j finds that the shares sent from player ¢ do not satisfy
all of the verification equations in DM-2. All players then perform the following
protocol.

[Protocol: DISQUALIFICATION]
DQ-1: Player i is requested to broadcast all the data that he privately sent

to player j, which is (45, Ry, Rfjb, Cij, Rg;). (If player i keeps silent, he is
disqualified immediately.)
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DQ-2: If t + 1 or more players conclude that the shares satisfy the verification
equations in DM-2, player j must accept the shares just published. On the
other hand, if t+1 or more players decide that those shares are faulty, player
1 is disqualified.

[End]

Let D be a set of disqualified players. If |P \ D| < 2t + 1 happens because of
the disqualification, the remaining players in P \ D have to recover (A4;, R?) and
(B;, RY) owned by a disqualified player i. For this to be done, we use the share
recovery protocol which has been used in proactive secret sharing [id]. Note that
the protocol can be completed in a robust and secure way if at least ¢t 4+ 1 honest
players exist. (4; and R{ can be recovered directly from shares (A;;, R{;) if more
than ¢ + 1 correct shares exist.)

4 Security

Lemma 2 (Correctness). If all players follow the protocol, every player i in P
obtains a share (C;, RS) and commitments (ECy, . .., ECy) that satisfy g¢ hfti =

HZ:O EC’kik and A-B = ) ;.o Nig Cimodgq for any Q C P of size no less
than t + 1.

Proof. According to Lemma [l any set of no less than ¢ + 1 correct (4;;, Rg;)
that passes verification [l recovers (A;, R?) that satisfies g b = VA;. Simi-
larly, any set of no less than t + 1 correct (A;j, R%’) that passes verification il
recovers (/L—,R;-‘b) that satisfies VBY pE" = EABo. Because both A; and A,
are recovered from the same shares A;j, we have A; = A;. Therefore,

EABjy = VB hft" = gAv B pAe RUERE

Observe that EA B is also used to verify (Cyj, 1f;) with g and h. Hence, for any
Q C P of size no less than ¢t + 1, it holds that A; - B; = ZjeQ CijAj,0 mod g.
Recall that A - B can be recovered from a set of correct A; - B; as A- B =
> icz(Ai - Bi) Ai .z mod g holds for any Z C P of size no less than 2¢ + 1. Thus,

> Cidio=> O Culiz)Aieo

JEQ JEQ €T
=Y O Cihohiz
i€l jEQ
= Z(Az -Bi)Ai1
ieT
=A-B (mod q)

holds for any @ C P of size no less than ¢ + 1. O
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Lemma 3 (Secrecy). Let A be A C P such that |A| <t. Let view 4 be unified
view of players in A during a protocol run with secrets (A, R*) and (B, R).
Similarly, let view'y be a view during a protocol run with (/Nl, ]N%a) and (B,]N%b)
ApR = g4 hi" BpR — g8 hE". Then, view 4 and view'y are

that satisfy g and g

perfectly indistinguishable.

Proof. We prove the above statement by constructing a protocol simulator that
works without knowing the secrets committed to EAg and EBg. Let H := P\ A.
For simplicity, we exclude the disqualification steps for a while. The view view 4
in a protocol run with secrets A, B can be divided into the following two parts:
Uiew.A,private = {Qja Aja R?a Bja R? ‘ ] S A}a
view.A,received = {EAka EBka Aija R;,‘lja R;,‘ljba Cija R;,‘:ja

EAM,EABM,ECM ‘ 1e€H,j € A,k = O,...,t},

where (2; is a private random tape of player j.

According to Lemma B, for any A of size no more than ¢, view4 private is
independent of (A, B). Therefore, in order to prove the statement, it is suffi-
cient to show that view 4 received can be perfectly simulated. Given p, ¢, g, h and
{EAy, EBy, | k=0,...,t}, execute the following steps for all i € H:

SIM-1: For j € A, choose A4;; and R{; randomly from Z;. Then compute EA;j

for k =1, ..., t by solving the system of equations g r5 = VA, H2:1 EAZ;;
for j € A. (Note that this step does not compute discrete logarithms.)
SIM-2: For j € A, choose R;‘;’ randomly from Z,. Also choose EAB;g from G,.

Then, compute EAB;; for k = 1, .., t by solving VB; % R = [['_, EABy/"
for j € A.
SIM-3: For j € A, choose Cjj, Rf; randomly from Z;. Then, compute ECjy, for

k=1,...,t by solving g% hR = EAB, [['_, ECy’" for j € A.

Asa result, Aija R;le’ R;—ljb, Cija R;Z:j’ EAZ]@, EABZk, ECZ]@ ‘ 1€ H,] € A, k= O, ‘e ,t
is obtained.

Let us examine the distribution of each variable. As A;;, R{; are randomly
chosen in SIM-1, commitments FA;, for £k = 1,...,t distribute uniformly over
the space defined by relation g4 K = VA, H2:1 EAZ-kjk for j € A, which is
exactly the same relation that those shares and commitments satisfy in a real
protocol run. Observe that A;;, Rf; for j € A randomly distribute over Zth in
a real protocol run. Thus, A;;, R{; for j € A and EA;, for k = 1,...,1 have
the same distribution as those in a real protocol run. A similar observation is
possible for the remaining variables in view A received-

Next consider a view in the disqualification protocol. Two cases arise: player j
in A challenges player 7 in H, and the reverse case. In the former case, challenged
player ¢ in ‘H just broadcasts shares and commitments that have been already
in the view of the adversary. In the latter case, every player ¢ in H just returns
an answer based on the results of verification predicates in DM-2, which are
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computed only with shares and commitments sent from the challenged player.
Therefore, executing the disqualification protocol contributes nothing to view 4.
Secrecy in the share recovery protocol holds according to Theorem 5 of [id]. O

Lemma 4 (Robustness). Let A be a set of corrupted players. If |A| < t and
|P| > 2t+ 1, every player i in P\ A obtains correct share (C;, R) and commit-
ments ECy for k=0,...,t as a result of the above protocol.

Proof. Let H := P\ A. Clearly, player ¢ in H will not be disqualified in the dis-
qualification protocol because they are in the majority. According to Lemma
any inconsistency among shares and corresponding commitments is detected
with overwhelming probability. Since the sender of the inconsistent shares is re-
quested to broadcast the correct ones, what he can do is to broadcast the correct
ones, the incorrect ones, or halt. Broadcasting incorrect shares or halting results
in being disqualified immediately. Observe that share recovery protocol can be
completed if there are at least t 4+ 1 honest players. So even if all corrupted play-
ers are disqualified at DM-2, the remaining players can complete share recovery
protocol and obtain correct shares and commitments that should have sent from
the disqualified player(s). Thus, there are at least t + 1 players who have at least
2t + 1 correct shares and commitments, which is sufficient to complete DM-3
to obtain correct (Cj, RS) and ECk.

The above argument is correct if it is infeasible for player ¢ to compute
log;, VB;. Observe that

log,, VB; = log;, gBi hR?
= Bilog, g + R

Since we assume log, g is not known to any player, player ¢ could compute
log;, VB; only if B; = 0. However, as B is assumed to be honestly shared, B; = 0
happens with probability 1/q. Thus, the chance that player ¢ distributes incon-
sistent shares remain negligible. ad

5 Extension

In the previous section we made the assumption that B is shared by an hon-
est dealer so that B; = 0 happens rarely. However, B is typically generated
randomly by players in threshold cryptography. If RandVSS is used for this pur-
pose, adversarial player ¢ can control B; so as to make it zero by distributing his
choices after receiving shares from all other players.

By adding one more PedVSS to the multiplication protocol, we can deal with
the case of B; = 0. Let hg be a randomly chosen member of G,4. The idea is to
let each player i share A; with bases [VB;, ho] = [¢7 hE: ho) instead of [VB;, h].
Accordingly, even if B; = 0, player ¢ can not cheat because he does not know
logy,, VB; (= R!logy, h) unless R} = 0. If both B; and R? equal 0, then other
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players can detect it by finding VB; = 1. The following is a brief description of
the modified steps which correspond to DM-1 and DM-2.

DM’-1: Each player i executes the following VSS-s.
PedVSS(As, R%)[g, ] 5" (Aij, RG)((VAL), BAg, ..., BAw)
PedVSS(Ai, RED)[VB;, ho] ™% ((Ay;), ReP)(EABi, . .., EAB;)

PedVSS(A; - By, R - Ay, R*)[g, h, ho] ™2™ (Cy;, 145, T2:))

(
((EAByo), ETi1, ..., ETy),
PedVSS(A; - B;, T3:)[g,h] % ((Cij), T3:)(ECin. . .., ECyy)

R% and T'3; are chosen randomly from Z4. Intuitively, the first and second
VSS commit A; - B; to EAB;o. The third VSS distributes A; - B; committed
to FAB;p. The last VSS transforms the bases of commitment of A; - B; from
[g, h, ho] to [g, h]. (The last VSS can be omitted depending on application.
See the protocols in the next section for instance.)

DM?’-2: Each player j verifies
VB; # 1,

t
g% nBY = VA, H EAikjk,
k=1

t
ab .
VB4 hy " =[] EABu#",
k=0

t
gCij BT h?;Zij = FEAB; H ETikjk,
k=1

t
Cii 11735 ik
g h 7= H ECZ!@J )
k=0

for all 7 € P.

Shares for player j can be computed in the same way as shown in DM-3 by
replacing Rj; with T'3;;. This extended multiplication protocol retains the all
properties stated in the previous section except for the case where honest player
1 is disqualified because of VB; = 1, though it happens with negligible probability
as long as adversary is polynomially bounded. In the case of executing RandVSS
for generating B in the presence of infinitely powerful adversaries, honest players
must not be disqualified to maintain information theoretic secrecy. Soif VB; =1
happens for player ¢, it declares so and invokes another Ped V' SS that is combined
to the result of RandVSS so that VB, # 1 holds for all j € P.
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6 Application

Robust threshold encryption is a useful tool for constructing applications like
secret ballot electronic voting schemes where a single trusted party is not pre-
ferred. The first robust threshold cryptosystem provably secure against adaptive
chosen ciphertext attack was presented by Shoup and Gennaro in [E], where
the security was proved in the random oracle model. The Cramer-Shoup cryp-
tosystem [H] is a provably secure (non-threshold) scheme whose security can be
proved only by using a standard cryptographic assumption, i.e., intractability of
the decision Diffie-Hellman problem.

In @], Canetti and Goldwasser introduced a robust threshold version of the
Cramer-Shoup cryptosystem which requires four-move ZKP to tolerate a minor-
ity of corrupt players. Here we present another construction that enjoys lower
round complexity and optimal resiliency. In our scenario, unlike previous one
by Canetti et al., players (decryption servers) are assumed to use the decryp-
tion result themselves. Accordingly, it is the player who has to be convinced of
the correctness of the result. Such a scenario will also be applicable to quorum
controlled systems.

6.1 Cramer-Shoup Cryptosystem

Let g1 and g2 be independently chosen elements in G4. A decryption key is
6—tuplel (x1,22,Y1,Y2, 21, 22) ER Zg’, and the corresponding encryption key is
triple (X, Y, Z) where X = ¢* g52,Y = ¢¥' ¢5* and Z = g7* ¢5%. An encryption
of a message, M € Gy, is (u1, ug, v, m) that satisfies

up =gy, us =gy, m=M-Z" c:= Hash(uj,us,m), v=X"Y

for r €r Zy, where Hash : {0,1}* — Z, is a corrision-intractable hash function.
To decrypt, compute
V= u:{r1+cy1u§2+cyz

and verify if V' = v. If it is successful, the message is recovered by computing
M = m/u7' u3?. Otherwise the encrypted message is rejected.

The security proof against adaptive chosen ciphertext attack in [H] utilizes
the property that the decryption process leaks no information about each of the
secret keys except for their linear relation such as log, X = z1 + z2log,, go.

A problem with the threshold scheme is that V' must not be revealed to
corrupt players if V' # v. This means that players have to be convinced of V' # v
without seeing V' itself.

I The original scheme presented in [[| only uses z; for efficiency. Here we use z1 and z2
for the sake of key generation, however, it never influences the security. Indeed, [
proves the security using a model that uses z; and za.
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6.2 A Threshold Version
The underlying idea is to replace V with V' such as
V= (Vo b

where w is a one-time random number chosen from Z;. Observe that V=1
holds if and only if V' =1 holds. Furthermore, for every V' € G4 and for every
V € Gy, there exists w € Z; that satisfies V/ = (V v~")". Therefore, revealing
V' does not leak any information about V in an information theoretic sense
except when V/ = 1.

For efficiency, decryption is combined with the verification process by replac-
ing the above V’ with V such that

V=V uf' up
_ uilf1+cz71*21u2fz+c@2*22v7w’
where &1 = wx1 mod g, T2 = wx2 mod ¢, 1 = wy1 mod ¢ and P2 = wyz mod
q. Each player computes a share of V. This idea was introduced in [H].

For this to be done, players generate a random factor w for each ciphertext
and multiply them by private keys to get 1 := wx; mod ¢ and so on. This is
where our multiplication protocol is applied. This step takes 2-moves but can
be done before receiving the ciphertext. The decryption protocol can then be
performed non-interactively.

Key Generation: Players generate a secret key (x1, z2, y1, Y2, 21, 22) by using
RandVSS as follows.

RandVSS([xﬂ, [IQ})[gl’gQ} — (1’17;, IQi)(X, E’Xl, ceey EXt)
Rand VS5 ([1n]; [y2])[91, 92] — (y1i,92:) (Y, EY1, ..., EY?)
RandVSS([zﬂ, [22})[91, gg] — (217;, Zgi)(Z, EZl, ceey EZt)

Each player computes verification commitments VX; = X HZ:1 EX kik and

VY, = YH};:1 EYkik for all ¢ € P, and checks if they do not equal 1. Each
player ¢ then shares (214, z2;) as

PedVSS (214, 22i)[91, 92] Ll (2145, 22i5)((VZ3), EZ;1, . .., EZy)

to prepare for decryption where VZ; be verification commitments for shares
-k

Z1iy R2i such that VZZ = HZ:O EZkZ .

Key Randomization: Before performing the decryption protocol, players need
to generate a shared random number w and obtain shares of products wzx;, wxs,
wy1, and wys. Intuitively, this process corresponds to randomizing the private
keys. In the following, gs is a random element of Gy whose indices for g; and go
are unknown.
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[Protocol : KEY RANDOMIZATION]
KR-1 The players perform
RandVSS([w], [w])[g1, g2] — (wi, w)(EWo, ..., EWy).

Let VW, denote the verification commitment for w; and w}.

KR-2 Each player P; performs the following VSS-s with t-degree random poly-
nomials fs, ..., fr, di,...,ds whose free terms are chosen properly as indi-
cated in left parentheses. i, ..., v4; are randomly chosen from Z,.

PedVSS (w;, w})[g1, 2] I (wij, w; )((VW Y, EWi1,-++)

f3,d
22 ((wig), 1) (EWX g0, -+ +)
(%14, T2ij, V2i5)

(<EWXZO>a EXila o )
f3,da

PedVSS(wi,v3:)[VYi, 93] == ((wij),3i5) (EWY 0, )

fe,fr,ds , -
] - (ylijay%ja%lij)

(EWYi0), EY 1,

PedVSS (wi, v14:)[ VX5, g3]

fa,fs,d
PedVSS (wiz1i, wiT2:, ¥2i) g1, g2, g3] * =

PedVSS (wiyri, wiyei, v4i) (91 92, 93

KR-3 Each player j verifies everything in a way similar to that used in DM-2.
Player j then computes its share of the randomized private keys as

(IljaIZJa'YZj (Z )\7, lelja ZA’L IIZZja ZA’L I')/Zzg)a and

i€T i€T i€T
(y1j7y2j7’y4j (Z Ai Iylzja ZA’L Iym, ZA’L I’Y47,j>
€T €T €T

in modulo g, where 7 is a set of qualified players. Player j also computes
verification commitments

To; V2i

for all ¢+ € T to prepare for subsequent use. (Note that VX = gm“ 95> gq
and VY, = g¥v g9 g3*".) Player j stores the shares and verification com-
mitments.

[End]
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Decryption:
[Protocol : ROBUST THRESHOLD DECRYPTION]

RD-1 Each player ¢ broadcasts

V= Tritcyri—21i,,T2it+CY2i—22i ), —w;
G =

Usy v
where ¢ := Hash(u1,us, m) mod q. Player 4 then performs the following four
VSS-s. Here, t-degree polynomials fs, ..., fi1 and dg, d7 are randomly chosen
so that they have proper free terms as indicated in the parentheses in the
right side.

PedVSS(21i, T2i, Y2i)[91, g2, 93] fo.Jo,o (E157s 23, F2i5) (VX))
PedVSS (s iais 3)l91, 92 98] L5 iy, iy 3ai)((V Vi), )
and
PedVSS(Z1i + ciui — 214, T2i + cloi — 224, —w;)[ur, ug, v] fia:f1as e

((Z1ij + cPrij — 2145), (T2ij + cY2ij — 22i5), <*wzg>)(<‘~/z>, EVi, -, EVi),
where f12 = fs + ¢ fio — f1, fi3 = fo +c fi1 — fo, and fi4 = —f3.
RD-2 Each player j verifies

T1ij  T2ij Y2ij __ >
91 " 92 93 = VXiHEXika
t
J1i5 Y205 Vaij __ 9 J
91 797 g3 = VY, H EY;,., and
t
uilvlij+cy1ij*21ij ugzij+cy2ij*22ij Wil = ‘71 H E‘N/ikj

for all 7 received. Disqualification will be done in the similar way as before.
Player j finally obtains plaintext as

M =m/ H ‘N/Z-)\i’g
i€Q
where Q is a set of more than ¢ + 1 qualified players.
[End]

6.3 Security Analysis

Our definition of security against an adaptive chosen ciphertext attack refers
to []. Similarly, a precise security model for the multi-party setting can be
seen in [ZF]. In that model, there are adversaries inside the decryption oracle
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who may leak internal information to an attacker. However, because individual
private keys and verification result, i.e., V' are information theoretically secure
during the protocols, the joint view of the attacker and the insiders does not
differ from that of the original scheme except for the following:

— Since RandVSS produces w €y Zy, instead of Z7, w = 0 happens with

probability 1/¢. In this case, V =1 holds regardless of V. Accordingly, an
incorrect message is accepted with probability 1/g.

— An adversary has a chance to get V to be 1 for incorrect messages by ad-
justing corrupted player’s share V; after seeing shares sent from uncorrupted
players. However, this forces the corrupt player i to share V; without knowing
its witnesses in RD-1. Hence the success probability is 1/q.

— Honest player j can be disqualified with probability 2/¢, because of VX; =1
or VY; =1.

All of those increases in the probability of accepting incorrect messages are
negligible in |g| if the number of adversaries is limited to polynomial in |g|.
Thus, the players reject all invalid ciphertexts except with negligible probability.
The rest of the protocol is the same as the proof of security for the original
scheme.

7 Conclusion

We have shown a non-interactive distributed multiplication protocol in stan-
dard cryptographic setting with a private network and broadcast channels. Non-
interactive means that players need to use the private network and broadcast
channel only once to send data without the need to synchronize with other
players. The protocol withstands less than n/2 corrupt players and uses no zero-
knowledge interactive proofs. Compared to the previous four-move scheme that
relies on zero-knowledge proofs, it increases computation and communication
complexity according to the factor of threshold .

As an application of our protocol, we constructed a threshold version of the
Cramer-Shoup cryptosystem which works non-interactively with precomputation
for randomizing private keys. If the key randomization protocol is combined to
the decryption protocol, it requires four data moves. Although this form still
enjoys less round complexity than that of the previous construction (including
precomputation steps), it raises an open problem: Show an optimally resilient
and non-interactive protocol that generates a random number and multiplies it
by a previously shared secret.
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Abstract. A publicly verifiable secret sharing (PVSS) scheme is a ver-
ifiable secret sharing scheme with the property that the validity of the
shares distributed by the dealer can be verified by any party; hence veri-
fication is not limited to the respective participants receiving the shares.
We present a new construction for PVSS schemes, which compared to
previous solutions by Stadler and later by Fujisaki and Okamoto, achieves
improvements both in efficiency and in the type of intractability assump-
tions. The running time is O(nk), where k is a security parameter, and n
is the number of participants, hence essentially optimal. The intractabil-
ity assumptions are the standard Diffie-Hellman assumption and its de-
cisional variant. We present several applications of our PVSS scheme,
among which is a new type of universally verifiable election scheme based
on PVSS. The election scheme becomes quite practical and combines sev-
eral advantages of related electronic voting schemes, which makes it of
interest in its own right.

1 Introduction

Secret sharing and its many variations form an important primitive in cryptog-
raphy. The basic model for secret sharing distinguishes at least two protocols: (i)
a distribution protocol in which the secret is distributed by a dealer among the
participants, and (ii) a reconstruction protocol in which the secret is recovered
by pooling the shares of a qualified subset of the participants. Basic schemes
(e.g., [FRaUREZ] for threshold secret sharing) solve the problem for the case
that all players in the scheme are honest.

In verifiable secret sharing (VSS) the object is to resist malicious players,
such as

(i) a dealer sending incorrect shares to some or all of the participants, and
(ii) participants submitting incorrect shares during the reconstruction protocol,

of. [febMAXE. In publicly verifiable secret sharing (PVSS), as introduced by
Stadler [S£a84], it is an explicit goal that not just the participants can verify their
own shares, but that anybody can verify that the participants received correct
shares. Hence, it is explicitly required that (i) can be verified publicly. (As noted
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in [R£2394], the VSS scheme of [CENEARA] already achieved this property, but later
VSS schemes weren’t designed to be publicly verifiable.) Problem (ii) is usually
dealt with implicitly though. In the schemes of [HalXil[EedbZilSeatl[FOUN] it
suffices that the participants simply release their shares. Subsequently the re-
leased shares may be verified by anybody against the output of the distribution
protocol.

Our PVSS schemes show that such an approach is not sufficient as a general
model for PVSS. As an extension to the reconstruction protocol we will therefore
require that the participants not only release their shares but also that they
provide a proof of correctness for each share released (see Section H).

For PVSS schemes it is natural to accept that the secret is computationally
hidden. An information-theoretic hiding VSS scheme such as [RedliZs] requires
the availability of private channels from the dealer to each of the participants
individually. However, communication over the private channels is clearly not
publicly verifiable.

Given that a PVSS scheme is computationally hiding, the question is what
the exact number-theoretic assumptions are. For our new scheme, which works
for any group for which the discrete log problem is intractable, we will relate
the security to the Diffie-Hellman assumption and its decisional variant. These
assumptions are common for encryption schemes in a discrete log setting. In fact,
there is a direct connection with the security of the ElGamal cryptosystem, as,
for instance, the semantic security of ElGamal encryption is equivalent to the
Diffie-Hellman decision problem. So, in a sense, this type of assumption is the
weakest one can hope for.

In contrast, the schemes of [REaSHlELIUN] rely on special number-theoretic
settings and intractability assumptions. The discrete log scheme of [S£ald] re-
quires a special assumption involving “double discrete logarithms”. Briefly, the
idea is to consider expressions of the form y = ¢(*"), where g is a generator of a
group of order p, say, and h is a fixed element of high order in Z;. The “double
discrete logarithm” assumption states that given y it is hard to find x, which is
a non-standard assumption.

We observe that such a setting excludes the use of elliptic curves. Let us
call the group generated by g the base group, and the group generated by h the
exponent group. Now, since the notion of double logarithms relies on the fact that
h¥® can be interpreted as an integer modulo p (since h* € Z;), the exponent group
can not simply be replaced by a group based on elliptic curves. The security of
Stadler’s scheme requires that the discrete problem for the exponent group is
hard as well, hence p must be 1024 bits, say. We conclude that although the base
group can be based on elliptic curves, its order p would be rather high (normally,
elliptic curve cryptosystems attain their competitiveness by requiring the order
to be of size 160 bits, say).

The scheme of [EQU4] relies on what they call the “modified RSA assump-
tion,” which says that inverting the RSA function is still hard, even if the public
exponent e may be chosen freely. Although this assumption is not known to
be actually stronger than the RSA assumption, it potentially is. Furthermore,
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the number-theoretic setting for the primitives used (e.g., secure commitments)
are computationally expensive and require a non-trivial set-up for the system,
using zero-knowledge proofs to show that set-up is correct. Stadler [StalH] also
considers a PVSS scheme for sharing e-th roots, which at least depends on the
RSA assumption and variants of the Diffie-Hellman assumption for composite
moduli.

Summarizing, our PVSS construction will be much simpler than the above
approaches. We only need techniques that work in any group for which the dis-
crete log problem is intractable. The protocols consist of a few steps only, relying
on simple primitives. The performance is not only asymptotically optimal, but
also good in practice. And, finally, the PVSS scheme can readily be used to
extend all kinds of applications without strengthening the security assumptions
or essentially increasing the computational cost of the resulting scheme. This is
essential in order for a primitive to be used in a modular fashion.

1.1 Overview

In Section B we will describe the characteristics of PVSS schemes. The model we
propose follows [BES5S#] with some refinements, and we consider what it means
for a PVSS scheme to be homomorphic.

In Section B we then present our main construction of a simple PVSS scheme
for sharing secrets chosen uniformly at random from a large set. The complexity
of the PVSS scheme is linear in the security parameter k& (and linear in the
number of participants), which is essentially optimal. As a result our scheme
is a factor of k more efficient than Stadler’s discrete log scheme [S£a9#], and it
achieves the same asymptotic complexity as the scheme for e-th roots of [Rtal]
and the PVSS scheme of [EXIGH]; as we will point out, however, the concrete
running time for our scheme is significantly lower than for these schemes.

In Section WM we consider extensions to the case that the secret is from a
small set. Our PVSS schemes work for any group of prime order for which the
discrete logarithm is hard. Its security relies on the standard Diffie-Hellman
assumption and its decisional variant, which makes the PVSS scheme as secure
as the ElGamal cryptosystem. We stress that, unlike [SEaS8lECIGN] ) we consider
also whether a PVSS scheme leaks partial information on the secret. Similarly,
we do not only consider PVSS for uniformly random secrets from a large set,
but also for secrets from a small set, which need not be uniformly distributed
either. This is of importance to applications such as electronic voting, in which
the secret may consist of a single bit. (In Appendix B, we also show that the
construction works for any access structure, as long as it admits a linear secret
sharing scheme.)

In Section @ we present a new approach to electronic voting based on PVSS.
It turns out that the PVSS scheme exactly matches the discrete log setting and
assumptions required for the remainder of the election scheme. The resulting
scheme combines several of the advantages of previous election schemes, and
fits conceptually between the schemes of [EESYUH| and [CEESS7]. It achieves the
same set of security properties as these schemes.
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Finally, Section H contains several more applications of our PVSS schemes,
including a generalization of Binding ElGamal [RZES4] and other constructions
related to software key escrow, such as [¥¥93]. We show how threshold variants
for these schemes can be obtained easily.

2 Model for Non-interactive PVSS

In this section we first describe a model for non-interactive PVSS. We then
discuss some aspects of the model, where we will also address the issue of homo-
morphic secret sharing for PVSS schemes.

We note that a distinctive feature of PVSS is that no private channels between
the dealer and the participants are assumed. All communication is done over
(authenticated) public channels using public key encryption. Consequently, the
secret will only be hidden computationally.

In a PVSS scheme, a dealer D wishes to distribute shares of a secret value
s € X among n participants Py, ..., P,. A monotone access structure describes
which subsets of participants are qualified to recover the secret. For example,
the access structure may be a (¢, n)-threshold schemes, 1 < ¢ < n, which means
that any subset of ¢ or more participants will be able to recover the secret; any
smaller subset will be unable to gain any information about the secret, unless a
computational assumption is broken.

As a common structure for PVSS schemes we consider the following protocols.
Note that initialization is done without any interaction between the dealer and
the participants. In fact, participants may enter or leave the system dynamically;
the only re